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Cloudflare at a Glance

Market Leadership

App/API & Network Security and
Performance

Developer services
SASE/SSE

35%

Millions

Strategic partners: Accenture,
Kyndryl

‘global channel partners
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Cloud Network is
our Differentiator
All services at all locations

One of the most interconnected
networks with peering to over

12,500 networks.

citiesin countries

network; with

in China Al inference
locations
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A single network that delivers local capabilities
businesses need to accelerate — at scale

\

330+ cities

@ in 120+ countries, including mainland China

W/180+ cities

for Al inference powered by GPUs

B "'13,000 networks

directly connect to Cloudflare, including ISPs,
cloud providers, and large enterprises

o§o 321 Tbps
Cloudflare city

of network capacity and growing ® (isofQ12024)
as o

_ Cloudflare backbone
(as of Q1 2024)
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Cloudflare Services Portfolio

Cloudflare
Zero Trust Services

Cloudflare
Network Services

<)) Zero Trust Network Access
=1 Secure Web Gateway

£} CloudAccess Security Broker
B2 Cloud Email Security

Remote Browser Isolation

Data Loss Prevention

WAN-as-a-Service
Firewall-as-a-Service

L3 & L4 DDoS Protection
Network Interconnect
Smart Routing

IDS/IPS!

Cloudflare Developer
Platform

P

J

Cloudflare
Global Network

71N\
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<) Workers [#] Pages

> R2

WorkersKV ~ [@ Durable Objects

o

Cloudflare

Application Services

WAF with API Protection

Rate Limiting
Load Balancing

Bot Management

L7 DDoS Protection

CDN and DNS

@ Images

Stream

@ Compliance/Privacy: FedRAMP, I1SO, SOC, PCI, GDPR compliant, Logs & Analytics, Data Localization Suite
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Application Layer
Presentation Layer

Session Layer

Transport Layer

HTTP,DNS
Authoritative DNS
CDN

Argo

Load Balancing
WAF

Bot Management

TCP/UDP
@® Spectrum
® Argo
@® LoadBalancing




REGAIN CONTROL OF YOUR DIGITAL LANDSCAPE

Cloudflare fits in everywhere your organization needs
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Workers Al Al Gateway
Serverless inference Control, monitor,
at a global scale and optimize Al

applications

é CLOUDFLARE

Vectorize

Simple vector
storage to power RAG
applications
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Serverless inference
at a global scale
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Control, monitor,

and optimize Al
applications
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Al trust and acceptance CLOUDFLARE

Sl Al AH|A9] S}

ChatGPT had 1 million users within the first five days of being available

ChatGPT’s remarkable adoption rate is evident as it garnered 1 million users within the first five days of its release.!2]

97% of business owners believe ChatGPT will help their business

According to Forbes Advisor, a staggering 97% of business owners believe that ChatGPT will benefit their businesses.
One in three businesses plan to use ChatGPT to create website content, while 44% aim to generate content in multiple

languages.!3]

64% of businesses expect Al to increase productivity

A significant 64% of businesses believe that artificial intelligence will help increase their overall productivity, as revealed

in a Forbes Advisor survey. This demonstrates the growing confidence in AI's potential to transform business operations.

[3]




Al trust and acceptance é CLOUDFLARE

How likely are you to trust a business that uses artificial intelligence?

Very unlikely (7%) Af%ﬂ-ﬂ- Al |:||§L_|ﬁ0“ %’%
Somewhat unlikely (7%) ElE;d% Xrﬁﬁeéll}ll I:I|:|-0|-EE|
e

_—— Very likely (33%)

Neither likely nor unlikely —
(21%)

65% = 8X

https://www.forbes.com/advisor/business/ai-statistics/

Somewhat likely (32%)

Source: Forbes Advisor « Embed FOl'bES ADVISOR
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Al trust and acceptance éﬂ CLOUDFLARE

Would you use ChatGPT instead of Google?

Somewhat unlikely (8%) \

Al modelO| AAAHITI S CHA|
ot JYAZ

Very unlikely (10%) —————_

_—— Very likely (37%)

Neither likely nor unlikely —
(15%)

67% 28A

https://www.forbes.com/advisor/business/ai-statistics/

Somewhat likely (30%)

Source: Forbes Advisor » Embed FOl‘beS ADVISOR
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Al crawling CHE
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Al crawling CH S
Create rule ([ Custom rules )

Rule name (required) 7|2'|_S ]Il_:l EI -6|'J_'_ #I‘E‘ ClOUdfla re
Al Bot Policy WAF UIE 2 5lLIe E2

Give your rule a descriptive name. Al AA|O
FI6t= &42 90l 2=

When incoming requests match...

Field Operator Value
‘ Verified Bot C... ~ ‘ ‘ isin M ‘ { Al Search Engine = || Al Assistants = X = ‘ And X
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e.g. /content
Expression Preview Edit expression

(cf.verified_bot_category in {"AI Search Engines" "AI Assistants"} and http.request.uri.path ne "/")

Then take action...

Choose action With response type With response code

Block v ] { Custom HTML VJ [ 403

38

Blocks matching requests and stops evaluating other rules
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Al crawling CHE
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E —
MEXo = EX Botlt S1tk 7t
When incoming requests match...
Field Operator Value
Verified Bot C... "l isin v H Al Search Engine = || Al Assistants * X v} And

See list of Bot Names and categories here 3

And

URI Path v } | does not equal } ‘ / / J And
| e.g. [content

And

User Agent v ‘ | does notcont... ¥ ’ ‘ GPT ] And Or

e.g. Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6)...
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Service Introduction - Security

=>4 (el E
¢1=0| A H
2257 | ol 0j2| @
oA Do RIS HS

rmu 40

i

AEl DDose0] : Cloud flare 2f | O| B MIE{ Of| & AHEl MH[A= UDPY ICMP ZEEZ, SYN/ACK,
NSEE, w=ot Layer3,4,7 3452 2ot JSLICH296Thps 20| Capacity)
Dynamic WAF: Cloudflare2| WAF= 7| 2% 2 2 OWASP ModSecurity Core w# &1 & gzt
Cloudflare # & & et S Haistd SQLA R (SQL Injection), XSS(Cross site Scripting), SEZ 21
HH ZH(Application Specific Attacks) 222 E IS B efL|Ch Eot D2 HR 25t= &
o XtM| WAF 2Hd 3 M E0| 7155t a2 JHUXIES| AR ST F7hed s USLICH
Rate Limiting: £ IP, PatternOf| Ciot Y& 7|2t & BX| 59| 7|5 %
Bot Management: Machine Learning, FingerprintS %41 7|=& 0| 2%t 22X 9l Bot 34 Attt
SLAEE : XHA| 7|AHE S QI SSLIZS S MEY L /T EE= Cloudflared|M HZsHF= ME
AMEgk JUSLICE

&5t Cloudflare®| HIEERQ 2= 2 680t 7t Hi= YAIO|EE X| ISt UL

2
=]
'd= PO
o

o

o &}

-

3

wn

SSL
=

o
|m  OlA

Mo
Zo Mo

my
E
AT

I =]
Ct. OHE 204707t

Cloudflare= AA|ZIC 2 =]
A A|ZEOnline Report : Cloudflare= AAAIZI I E2], £ (bots) 22|10 LI WIS J17 B2 XHS0|

N4 HAO|EOf| &5h= A S SXAIAZ| 2 ofof Chiet &M E HEE MSEfLCt.

39

-
6
<
-
Q
3
(@]
e
D
©
C
~t
Q
[t
(@]
-
wn
(@)
(@]
-.
-
el
nJ|0
oH
fel3
rr

_l_

[e)
—
.
<

CHe T g7
S 25N, St LIES S A B ESHH 274 S Eogts QELILE
X

Ok
N =

|r
;

44



éﬂcLOUDFLARE




Layer 3 &20{-Magic Transit

DDoS 222t Z|g H2El 5 Cloudffare E S
® 2= o|o|E| ME{0|A DDoS 2+t
® 2= Glo|E| ME{S] S& A&7t
= DDoS 2t2t, CDN, WAF AL S
== BH aeel HUAE A
DDoS &4
@ Cloudflare Y522 28 =
DDoS 3= 8F=321Tbps

Anycast GRE EH'd

22
DDoS ‘:10 sz Cloudflare IEY3 A
To s =TH HA(CNI)

(WAF, CDN, ADLE

Cloudflare 22 Anycast HER3
1207H Ol &t =7t2] 33071 = Al

w
N
=
_|
O‘
©
[7,]
iy
Aim
5o
Ju
o
I
kl
N
=
ul
i}
|



O

Oh=2[A|0] 8 2ot

-



o|AH|O|M HOot ZEEL|Q

=
=

Cloudflare Of

G

Ok

2|7{|o]d
~

=
=

=13

2l
=

=

P

3

o

t2|(Bot
Management)

—

A
H

A

c|#[0]

IL
=

Cloudflare O}

==

od

API Shield

Page Shield

22

CLOUDFLARE



Cloudflare O =2|#|0| M EHQF: WAF

=2 WAF A2 At

=1 =1

efElE AHE A S AE
***** EFX| X}Ct

—

HOIE & 2=

M= H|o] F|efd F{H

== OZz2|#|0|M DDoS &X|

CLOUDFLARE

o1 5|5 AR AFO| 23l
X2 ST 0|83 2k ot

==
Cloudflare 22| 2|2 £XIEX QI XM= G|0]| 0=
2|AH|O|M F|efd &0 Ciedt= 71 X2 524
M- ELIC,
WAF £ & H[$t 8! |P Reputation Cl|O|E{H|O| A= A

H o2 2f= 0fE2[70[4 DDoS 4 (%! 7[EF L7
°tg)S KITHELICE.



Cloudflare Of=2|Z|0| M HOk: &2 22

=2 X 22| AL Al

CLOUDFLARE

T AFO|EZ H{BHAIZ| 1 AR @
7| te 22 g AlH AR 1
1S QE[BLICH,

o |H
-0
9'1- =~
(nﬂo} 0
|'|j -
ot HU
o[22
oy i = "
DOI' —_—

| MEItE AERY B

HEsER I X B s U
TO) HOfl KHEFBILICE,

X & MEXAE Ex(A

YHHSO| H| =LA S =N F[X]| Zot== oSt
B2 355 0[8ot0 714 A =8 A3eiE Mk

20 5 QT oY

>
2
2 ox
_>,+

0

E
39
_lT'_

B0l A2t 22 HO0[A ZAHQl gt = X 2te}
H 222 SX|5t1, 0 3ot Z2HEN Y35 =
E= Lk



éACLOUDFLARE

J10

S
o

=

|0 &

255
=

Of



AH|A 27 -CDN

Performance (CDN)

@Cloudflare= Static ContentsE Cachingdtil, Dynamic contents £ 7+4215H0] OF2HF2E contentsE A &5HA| AHO|E HEXt0|A| M S &L

Ct
®Cloudflaret Cieret HA/H2fH/chel % B0 ASLIE Ml A8 HBUORM, Mst 100f3210] H5E 7]52 HETE! CONE ol 4
S MlZect
F27Is AIE ATSS
@Cloudflarel| 7HA7|=2 7|2 o2 T1ZHo| ERfTI2FZ 112{510] AL, oDt 7HM E 7| ZEC 2 A = Chyot &M
2 MSgLct

Static Contents Caching (CDN)
@UL|O|X| A2 A3t H[O|X|E = AL X7} A A2 X[ H Y U2

7{(Single File Purge) 7| s At g 4= JELICE
@Argo Smart Routing : A2 2R Z2E M| 3510 4 £| X9l 2tRE A2 E X[t Load balancingS 7| 2X 2 2 M| 3eL|
Ct

@Argo Tired Caching & : Tiered Caching 7|52 &3l 22|Zl MH2| RequestE ELICE

Argo Smart Routing
(ADN)

@Cloudflare 12 {2&! 7|52 AESIH HTML, CS

LS GIASE SO0\ 5, BHSIe RelX 5{H{3} K]

—_ —_ ——

(%2

,JS Scriptof M 2220t 2AE MA T A1 EoF CHA /A E HSSt= O

WY ASLIC

TH ISt ContentsZ| M st

mjo

@Cloudflare= YZA7I AHE S EeteX et S0t HE RYSE NS 2 X510

Ct. 2= H[O|X| = 0|7 2t S ESHAH 20 X[X]

2

{0

E
Mo
Pal
1o
[
00
of
m




éﬂcLOUDFLARE




Cloudflare One 274

Cloudflare One2 XA| Edge S F0l|AM 2= Eci{Tof et 2 EA, 21 XIHHO| Vst S8 22 AH|A QLT

<)

[

Ll

29
®

)

ZTNA(Zero Trust Network Access)

7|Z VPN HLCI 210 =2 HotM X2 THs

SWG(Secure Web Gateway)

QIE{Ul o Hello] 24 K m|d S ?le LR HS

RBI(Remote Browser Isolation)
ofo[xol Hio|2{A 2| 2 X Hlo|H & WX| M3 @ -

CASB(Cloud Access Security Broker) -

N N - Any User
OHHSH SaaS B H ALES floi B2 SH & I€EX| S

Cloud email security

ofo|Mol mld HHO|Lt o|H|Y & 4H(BEC) S2f 1™ &Kl MZS

DLP(Data Loss Prevention)

HTTP/S S4l12t EMItAo| MAFYE RE BX| 8 &KX MS

|.

Cloudflare
Zero Trust

_@ Secure
~=/  access

Internet
-__'j' gateway

I, SaaS app

== Browser

security isolation
Cloud email | Data loss !
=v) security i &= prevention*

________________

All edge services on
one network with
one control plane

@

Internet Apps

 —

-

Self-Hosted Apps

O

SaaS Apps



HL
o
rot
o
ot
[
-0
Ot
-
0x

Cloudflare

Zero Trust

Secure Internet

) access =r gateway

@ = ¢ SaaSapp — Browser
security =] jsolation

Any User

Cloud email | Data loss
= security i prevention*

________________

All edge services on
one network with
one control plane

@

Internet Apps

 —

-

Self-Hosted Apps

O

SaaS Apps

ot Internet Native S E

VPN replacement (ZTNA+RBI)
simplify and secure connecting any
user to any resource

Saas$ security (CASB+CES+RBI)
visibility and control of applications
including email

Internet protection (SWG+RBI)
keep your data safe from threats
over any port and protocol

Remote work transformation
improved productivity, simpler
operations, reduced attack surface
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