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= Oracle Database 19¢c2| “Autonomous Database 7|2 Oracle
Cloud Infrastructure(OCI) 0|2t M =EIL|C},”

. “Autonomous Database Cloud Service on Oracle Public Cloua”  Oracle Release News

L= Cloud@CustomerOf APt ML/ 0/ £5f Oracle S2/2C0f  * Release contains hardening features
5t ZL ML 2151517 QS for existing 12.2.x functionality but is

primarily a bug fix release.

“19CEE Ee|X0f= JIE 12.2.x 7[5 Za7f 47 A2, F2 Bug/fix
oAz L2 A0|C}”

19c= 12cR20] Tt E{O|2 THX| MERLICE.
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VMware Vulnerabilities

Vulnerability ID | Affected Product | Affected Components | Affected Versions | Severity

CVE-2024-37079 | vCenter Server DCERPC vCenter Server 7.0 | 9.8

and 8.0 EPSS Scor

vCenter Server

Cloud Foundation
5Xand 4.X *denotes
probabilit
exploitati
activity in
next 30 dg

0.04%*

Weakness/Vulnerability Type: Heap Overflow

vCenter Server contains a heap-overflow vulnerability in the implementation of the DCERPC prot
A malicious actor with network access to vCenter Server may trigger this vulnerability by send
specially crafted network packet potentially leading to remote code execution.

Proof of Concept
A proof of concept (POC) / exploit code for the vulnerability is not publicly available.
Mitigation/Hardening

The updated release that is available to all perpetual licensees regardless of maintenance status
remediate the reported issue. It is further advised however to leverage IPS or WAF capabiliti

VMware Local Privilege Escalation Vulnerability (POC) (CVE-2024-37081)

Rimini Street has found that a proof of concept / exploit code is available online for the recently
patched Local Privilege Escalation vulnerability in vCenter Server (CVE-2024-37081), a centralized
management utility for VMware that is used to manage virtual machines and multiple ESXi hosts.

On June 17, VMware released a critical security advisory (VMSA-2024-0012) to patch three
vulnerabilities in vCenter Server, including CVE-2024-37081. All the three vulnerabilities are memory
management and corruption issues, which can be used against vCenter Server services, potentially
allowing Remote Code Execution (RCE) and Privilege Escalation.

Vulnerability Details

CVE-2024-37081, rated as High severity with a CVSS score of 7.8, arises from a misconfiguration of sudo
in vCenter Server, which permits an authenticated local user to exploit the issue to elevate their
privileges to root on the vCenter Server Appliance.

Sudo allows a system administrator to delegate authority and give certain users the ability to run
commands as root, essentially offering them full control.

Proof of Concept (POC)

A proof of concept / exploit code for the vulnerability is published to the GitHub here. Another POC is
available in Spanish here.

The availability of POC / exploit code on its own does not always increase the probability or speed of

exploitation. [ For vcenter &:
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Rimini Watch For Oracle Rimini Watch’

toyecdO1 : Response Time

Real time data for |
troubleshooting & ponseTime (Last: 9msec, Avg: 405.78msec, Max: 1290msec)
alerts

cdO1 : Development - HR-FI-MM-PP-
SD URL Status

One Week ( 03.07.17 9:53 - 10.07.17 9:53 )

DAXDB-dB02 / Long_Running_Queries s
. .
8.0
Correlation

7.5
7.0
5.5
6.0

o3 o 05 06 a7 08 ) ‘

@ longexecu tions  7.0000 LAST  ©.0000 MAX  7.1428 AVERAGE S o 1499 7 193 D ety L ARAS AMIRIR

Default Temp
Check Command check_mssql_serve

One Month ( 10.06.17 9:53 - 10.07.17 9:53 )

DAXDB-d®2 / Long_Running_Queries

5 Historical data for
trending

and capacity planning
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4 Proven Steps for
Successful IT

. IDENTIFY AND PRIORITIZE

Even among those 62% who say oMl AZF w Xl HIZC| 7HR| I
digital transformation is a high priority, XE == MS2 ¢ Gt
A ol EE TSetole &8N

AAAAAAAAAAAAAA

. PLAN FOR DUAL APPROACH
OFSE{Ql a4l ERP 9X| U 1 Z40] 314l
X

=
T

77% I : . FOCUS ON RO

AC| S4 0t D2 S 2EW 47
+ HZ 7|2t SNZHOIA ROI 7|8t QM
CERE

Rimini Street

4. GET BUY-IN

77% are still in the planning stage of
° P g stag . ZZIX0| H|2FZta D2|0|Y 7|&X|Y

« OlAte| 52l

2

o

e

their digital transformation project

Source: IT Leaders: The Future Outlook Report 2023; Survey
responses from over 1,000 CIOs and CTOs across Europe

and the Middle East


https://www.riministreet.com/resources/research-report/emea-it-leaders-2023-outlook-research-report/
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