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IBM Institute for Business Value2

9% Greater China

32% Europe

6% Japan

8% Middle East 
and Africa

10% Latin America

13% North America

24% Asia Pacific

Data collected 1H 2023 in cooperation with Oxford Economics, a 2Q CEO survey on generative AI 

adoption* with Oxford Economics, and ~20 in-depth CEO conversations

Global distribution

산업

BFM
The 2023 CEO Study

2
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BFM

급직적인  기술 발전과   
기대되는 가치 

데이터에 대한 
이해 및 주도  

3
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Banking and Financial Markets CEOs

58%

54%

47%

40%

38%

33%

31%

Organization’s highest priorities 

over the next 3 years

Cybersecurity, data privacy

Customer experience

Tech modernization 

Productivity, profitability

Environmental sustainability

Marketing, sales effectiveness

Market share growth 

Productivity, profitability

Tech modernization

Customer experience

Cybersecurity, data privacy

Environmental sustainability

Product, service innovation

Market share growth

All CEOs

48%

45%

44%

43%

39%

38%

30%

BFM
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Organizations’ greatest challenges 

over the next 3 years

37% 35% 29% 28% 27% 26% 25%

Environmental 
sustainability

Cybersecurity/ 
data privacy

Tech 
modernization

Forecast   
accuracy

Talent recruiting/ 
retention

Marketing / sales 
effectiveness

Market share 
growth 

BFM

Actions:
• Shift left DevSecOps
• Zero trust
• AI + Automation for cybersecurity
• Quantum-safe
• Data encryption for cloud 

Actions:
• Map data against requirements
• Create data platform for visibility 
• Apply AI (LLM, NLP) to source insights
• Build incentive mechanisms  
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IBM Security X-Force   2023

41%
    

 

27%
, 
   

21%
    

– Emotet

   
  

      
    

   

31%
 , 2   
    

1

26%
   

 

30%
    

  

17%
 2    

   

25%
, 2     

   1  

2023    
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Breakdown of attacks by geography, 2020 – 2022

Source: IBM Security X-Force

#1 
 

#2 
21% 

#3 
35%   
23% 
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Mean Time to Identify(MTTI), Mean Time to Contain(MTTC) 9



10



AI Save the time 
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AI & 

AI

AI

Leveraging
Adversarial AI
to defeat protections

and steal or influence AI

Countering 
Adversarial AI

to fortify AI  to withstand 
adversarial environments

AI -powered
Defenses

to proactively protect and 
disable AI-powered attacks

AI -powered
Attacks

to strengthen attacks 
and evade detection

AI 

AI   AI   

 AI

12



IBM   AI 

    AI

   
•  
•  

AI for
Security

  
• , ,  
•      

  

  /
•   ,    

   
•      

  AI   

Security 
for AI

AI   
•  /

•  

AI    
• /  
•    

(evasion, poisoning, extraction, 
inference attack)

AI    
•  
• AI  

•  

watsonx
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Incident

Triage and investigate incident

Respond

Perform root-cause analysis

Mitigation steps

Close incident

Choose highest priority

Review open incidents Investigate in tool 2

Investigate in tool 3

Investigate in tool 4

Determine validity / severity

Determine response steps

Build / alter playbook

Respond in SOAR

8
tools/screens

19
steps

hours - days
response time

14
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“오늘의 위협”에 “어제의 기술”로 대응하고 있습니까?

17

“Log4j   , Randori    
    .   

 log4j  4     
   . Randori    

     .”

— Philip Keibler, CISO

Sources:  The State of Attack Surface Management 2022, Randori
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02

Randori     Target 

Temptation     

   . 

      

      

.

        -

Your Network

IBM Security / ©  2023 IBM Corporation
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 Gap     

     

  .

        -

Your Network

05

 &   
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– What?

– When?

– Where?

– Who?

– How?

  

8   UI

30     

2     

 

1  UX 

 

< 30     1

 
“I equate the UAX to fi
ve additional FTEs, 

It was easier to get better 
data out of my tools with AI,
than investing in more people.

It made my people fa
ster and better at thei
r job.” 1

Unified Analyst Experience

Enrich, correlate, and prioritize Federated search 
and threat hunting

Automated investigation and re
sponse recommendations

90%+ 
   

  2

1 North American State Government Agency
2 Forrester’s TEI Study of QRadar SIEM, April 2023

Take
action

IBM Security / ©  2023 IBM Corporation
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AI/자동화 기반 신속하고 정확한 통찰력 확보

     SOC 

85%
   1

75%
  2

Threat Investigator    

 

AI    , 

    

    

   

   

  

,    

   7   

 

1 ibm.com/case-studies/doosan-digital-innovation
2 Forrester’s TEI Study of QRadar SIEM, April 2023

   

  X-For

ce,   ,   

  AI     

    

  

IBM Security / ©  2023 IBM Corporation
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•      

• 상관분석 기반의 최소화된 이벤트 및 경고 통해 효율적 운영

• AI 기반 탐지와 대응 자동화 및 추천으로   
,      

IBM Security / ©  2023 IBM Corporation
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연합 검색을 통한 개방형 접근 방식은 데이터가 있는 곳에서 데이터에 액세스하거나 필요할 
때 통합할 수 있는 유연성을 제공합니다

3,000+ Open Sigma SIEM rules

550+ Log adapters and apps for QRadar SIEM

300+ QRadar SOAR integrations

40+ Federated search sources

10+ Threat intelligence sources

150+ Open ecosystem vendors

“QRadar can be deployed 
and quickly start working 
from day one.”

2

1G2 Customer review
2Forrester’s TEI Study of QRadar SIEM, April 2023

“The extensive information 
captured in QRadar provide
s insights and time savings 
for users beyond the securi
ty team.”

2
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……

Open

Cybersecurity

Schema

Framework 29
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• ,  ,       
  

•      

•    

•   SIEM  EDR  

•    SIGMA  

• MITRE Framework   

IBM Security / ©  2023 IBM Corporation
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–      
     
   

– IBM    
     
  , , 
   

–    SaaS  
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Predict, prevent, and respond to modern threats

분석가 경험을 중심으로 설계

신속하고 빠르게 더 좋은 결정을 내릴 수 있

는 공통의, 간소화한 통합 분석 환경

(UAX, Unified Analyst eXperience) 

신속하고 정확한 인사이트 확보

분석가를 위해 설계된 자동화 및 AI, 지속적

으로 업데이트되는 위협 X-Force 위협 탐지 

및 대응 전문 지식을 통한 워크플로 간소화

기존 보안 솔루션 기반 유연한 확장

연합 검색을 포함한 양방향 통합을 통해 개

방형 모듈식 플랫폼, 표준 및 에코시스템을 

사용하여 상황에 맞게 구축

ASM EDR
and XDR

SIEM
& NDR

SOARLog Insight
s

Federated
Access

공격 표면 
파악

위협 탐지 및 대응 기능 가속화

Unified Analyst Experience
Risk-driven prioritization  |  Built-in expertise  |  AI-driven outcomes

X-Force Threat Intelligence and Expertise

Open Platform. Open Integration. Open Threat Intelligence.

IBM Security QRadar Suite 의 진화

IBM Security / ©  2023 IBM Corporation



   



Threat and Fraud Integration

•       

• /     

•    

Zero Trust Approach

•   (MFA)        

• /      

•      

IBM Verify Risk based Access

•   /     

•          

•   

36
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RDP  

    

 

  

Attack Campaign #1
• RDP  

•     

• :       

Attack Campaign #2
• RDP  

•   USB  

•   

•   

•    

•     

             37
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Outlier Detection

•    

•     

Data Security Posture Management

• Shadow      

•  /

38
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기업 보안 현대화를 위한 권고사항

01        

02

03

   IR      

 AI      

04       

39
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