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The 2023 CEO Study QL

30+

2t

32% Europe
+ 13% North America
’ 9% Greater China
CEOS 6% Japan

8% Middle East
2 1 and Africa
A O 10% Latin America
AR

Global distribution

24% Asia Pacific

Data collected 1H 2023 in cooperation with Oxford Economics, a 2Q CEO survey on generative Al

o
%'5‘ }|\_|'O|:|-I CEOS adoption* with Oxford Economics, and ~20 in-depth CEO conversations

* With 200 CEOs from the United States.

2 IBM Institute for Business Value
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The 2023 CEO Study Organization’s highest priorities

over the next 3 years
O ~ O
| ’d L TIQ'I.

=7 2|

(®) _— O
EIL_B_ }|\_|-(|)=|-I CEOEC Banking and Financial Markets CEOs All CEOs
to] X 3L ZF AO
eT TeE l-_ lH_l Cybersecurity, data privacy 58% 48% Productivity, profitability
EO} _TI_DH pEked 7|’\

[ -1 O OOy =

5 5 (®) AN O Customer experience 54% 45% Tech modernization
oithzte| =<l
[[l'a f }El;jl\_l-}\o-l J_-l-l' Tech modernization 47% \. 44% Customer experience
ANOIAMQ| EF2FRICETT
Ll j o | = |- — |-_I_ Productivity, profitability 40% 43% Cybersecurity, data privacy
HASLICE

Environmental sustainability 38% 39% Environmental sustainability

Marketing, sales effectiveness 33% 38% Product, service innovation
Market share growth  31% 30% Market share growth

Q1.1. Which of the following represent your organization’s
highest priorities over the next 3 years?

4 IBM Institute for Business Value



The 2023 CEO Study
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Q1.2. What do you expect will be the greatest challenges for
your organization over the next 3 years?

5 IBM Institute for Business Value

Organizations’ greatest challenges
over the next 3 years

37%

Environmental
sustainability

Actions:

Map data against requirements
Create data platform for visibility
Apply AI (LLM, NLP) to source insights
Build incentive mechanisms

35% 29% 28%
Cybersecurity/  Tech Forecast
data privacy modernization accuracy

Actions:

Shift left DevSecOps

Zero trust

AI + Automation for cybersecurity
Quantum-safe

Data encryption for cloud -/
27% 26% 25%
Talent recruiting/  Marketing / sales Market share
retention effectiveness growth
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Breakdown of attacks by geography, 2020 — 2022
Source: IBM Security X-Force

#1 OFA|OFERE S

35%
OlEE}-I\I iﬂl-oli 31% 1%

30%

28% 27%

#2 o a—| - o

15% 14%

13%
u 12%
#3 X ] | e 9% -
35% 2|& OHZ2|AI0| S ) ’
23% ZH/S| O |
’ Asia-Pacific Europe MNorth America Latin America Middle East
B 2022 2021 B 2020
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Breakdown of attacks on the top 10 industries, 2022 versus 2021
Source: IBM Security X-Force

o 2.5%

Manufacturing

0
Finance and insurance HENENNE— 15.5%

Professional, business
and CONsSUMmer Services

#2 o&/E2EY
29% Sz 0]

Energy

Retail and wholesale

#3 MH|A/AH|RY
18% HHEE0{/18% 2HA
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Education
Healthcare
Government
SO

Transportation

Media and telecom

I 1 ;%

12.7%

I 10.7%
B.2%

[ ;.o

5.1%

I 5

2.8%

I o

4.0%

B os%
2.5%

1] 5% 10% 15%

m2022 m202]

20%

23.2%

22.4%

25%
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2023 204 73 277
2022 207 277
2021 212 75 287
2020 207 280
2019 206 73 279

2018 197 266
2017

0 50 100 150 200 250 300
B MTTI W MTTC

Figure 5. Measured in days

IBM Security / © 2023 IBM Corporation Mean Time to Identify(MTTI), Mean Time to Contain(MTTC)



Time required
to deploy
ransomware

93%

2019: 2+ months 2021: 4days
000
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Al Save the time

74 Days
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Average time to identify and contain a data breach by level of security Al and automation

Mot deployed
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m Mean time to identify = Mean time to contain

Total days
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Al & HOt

Al -powered AIZ 25t B
Al-powered Defenses
Attacks to proactively protect and

to strengthen attacks disable Al powered attacks
and evade detection

I

Leveraging

, | Countering

Adversarial Al <Hllal[E  Adversarial Al
. to fortify Al to withstand
M e '

JIHAIEST

IBM Security / © 2023 IBM Corporation 12
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Review open incidents

Choose highest priority

Triage and investigate incident

Investigate in tool 2

Investigate in tool 3

Investigate in tool 4

Respond Determine validity / severity

Perform root-cause analysis

N Determine response steps
Mitigation steps

Incident Build / alter playbook

Close incident Respond in SOAR

8 19 hours - days

tools/screens steps response time

IBM Security / © 2023 IBM Corporation
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| | | | —_ Philip Keibler, CISO
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Sources: The State of Attack Surface Management 2022, Randori
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Randori
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Your Network

bWt SUA 108 Series, 0.3 14
T3 Bg® Condgur stme Moragerment intertece
WeOnlyDs Software, wodiSe, 213
WeOnlyDa Seftwars, wadiss, 313
WeOmiyDo Softwars, wodise, 213
WeORly0o Software, wadiSs, 311

Mrantfs, Owiionh Vel Aotess, TA0 297

Otrin. Wetrcober Ganrmay

Target Temptation
Applicability

Criticality
Enumerability
Exploitability

Research Potential

Post Exploit Potential

Default Page
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Randori After Action

Timeline
Initial system compromise
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(Unified Analyst eXperience, UAX

MEXQ| Hot 2 Unified Analyst Experience —What?

81 0|4} HOHUIE 17Ho] ZE UX —When? 90%+

S0MOM EABE B KI4E S ~Where?  [0K¢ AR ZALOl] £2%=
action HMJlo| A|Zt Eok:

201 O|A} CHS A2t < 30& O|LHe| CHE AlZH? —Who? = - =

= AL At A — How?

“I equate the UAX to fi
ve additional FTEs,

It was easier to get better
data out of my tools with Al,
than investing in more people.

It made my people fa
ster and better at thei
rjob.”

high priority case

1 North American State Government Agency

Enrich, correlate, and prioritize Automated investigation and re  Federated search 2Forrester’s TEI Study of QRadar SIEM, April 2023

sponse recommendations and threat hunting

21
IBM Security / © 2023 IBM Corporation
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Attack timedine
Investigation details

PowerShell Web Download and Execution domain found

Irvestigation

Behavioural tree

3 events

Add file hash 10 your deny Bt

PowerShell Web Download and Execution domain found

MITRE TTP/

SELIECIEN
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Threat Investigator2 & 4
|5 Th4stet
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75%
HOt Zlaf 915 B2

1ibm.com/case-studies/doosan-digital-innovation
2 Forrester’s TEI Study of QRadar SIEM, April 2023
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3,000+ Open Sigma SIEM rules
r
! ‘é;ﬂ %

5 5 O + Log adapters and apps for QRadar SIEM

300+ QRadar SOAR integrations ok & '@ aws
pls

40 + Federated search sources "

@ #/ paloalto

. i =' Microsa
10+ Threat intelligence sources ‘
splunk > ! servicenuw
1 5 O + Open ecosystem vendors \
&ROWDSTIHKE .‘. elastic

vmware 3

Groogle Cloud

IBM Security / © 2023 IBM Corporation

“QRadar can be deployed
and quickly stagt working
from day one.”

“The extensive information
captured in QRadar provide
s insights and time savings
for users peyond the securi
ty team.”

1G2 Customer review
2Forrester’s TEI Study of QRadar SIEM, April 2023 28



dWS

u

I
¥/

ARMIS

okta

o] b
%ﬂ.ﬁ snowflake

¢ TANIUM

@ RiskLens

QE AAR
QE FHFLIE|

—

I TrelhX
ANSIBLE proofpoint.

@ Qualys MANDIANT

L4

S |i|
anapsis @
I

SAMSUNG

@ cLAROTY

(ih sentinelOne

CA

OPEN CYBERSECURITY

IBM Security / © 2023 IBM Corporation

"V netskope

c1SCoO 82 Microsoft Azure  \QROWDSTRIKE g‘ggfﬂlack. 2 paloalto
splunk> Delinea £ Google Cloud e
Ttouch.io @ TREND. H
) MircRo Recorded
Future

IBM Security B 0 ongoDB

THALES

@kamai
. ___ © Jira Software -
WIZ junPer  (’aqua -

il FLASHPOINT

L]
@ CHECK POINT ® ExtraHop

&_)sysdig
mimecast

ad
THREATQUOTIENT

&< illumio Infoblox 33

@ Open
. Cybersecurity

Schema
Framework

MITRE
ATT&CK

fido

ALLIANCE

quado

29






X, I HE, CHS AL A2l L Mg
5 LA 22
M2 8= F|o]|A #EHO| 4|2 = e

Rl = maames |70

X H[O|AZ 9/5t SIGMA & X[

MITRE Framework 7|HLI- % 9-IH-|E'|7:| '_ - '. = 123: A Local User A\l:wLn‘lwt\"'as Created

ing for having a local user account creatad in an operating systom

IBM Security / © 2023 IBM Corporation

31



ZI 95t S10f| M A|ZEHSHO] HOS J1&5) 51 AlL

EHS 51&E0}7| ?I9

==

H off
| SHA| AFRSE & 9l
t

| =
—

o2 T AA
ESHNIE F|E

|
S
N2
M
2
10
HO Ik
e L
w Tr rlo
olm =
m
rlo

=2 k]

>0
o
1[N
T Ofm
|> o9 |
Im |0
Hu

r
d

HE O M 4
U~

i ofr

i

4

ndl

|
u
o
).
| >
Pa
| El
|m
o)

| SaaS=z

2
A
rr

BY Microsoft splunk > \GROWDSTRIKE %@ elastic 3 dWs

IBM Security / © 2023 IBM Corporation



HOl S{CHsl= K|& o=
IBM QRadar Suite




O L2 SE521 otAZ2 = Hot 2F Siclst
Predict, prevent, and respond to modern threats

IBM Security QRadar Suite 2| T3}

ASM EDR Log Insight SIEM SOAR Federated
and XDR s & NDR Access
3 B pAlcrosoft
eatn aws
'+) oc) Q) £ ‘z:?) L=

SEEOETE WTIN Y

Unified Analyst Experience

Risk-driven prioritization | Built-in expertise | AI-driven outcomes

X-Force Threat Intelligence and Expertise

Open Platform. Open Integration. Open Threat Intelligence.
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Zero Trust Approach
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