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Zero Trust, 
푗 샃뱇?
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밫홯밫폀쫯퍃:뼟퓇�몸몿밫쨓

기존경계기반보안의주요문제점중하나는
네트워크경계가명확하게정의되어있다는
가정에기반한다는것입니다. 하지만오늘날에는
많은사용자와디바이스가기존경계외부에서
네트워크에액세스하는등네트워크경계가
모호한경우가많습니다.

기존의경계기반보안의또다른문제점은
내부자위협에효과적이지않다는것입니다. 
내부자위협은네트워크와시스템에대한
합법적인액세스권한을가진개인이수행하는
공격입니다. 기존의경계보안조치로는내부자
위협을탐지하거나예방할수없습니다.

CHALLENGES

- 외부위협으로부터네트워크와시스템을보호하는데중점을둔사이버보안접근방식. 
네트워크경계가가장취약한방어지점이며, 경계를보호하면모든내부시스템과데이터를
보호할수있다는가정에기반
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컃왗풯 핯찇잧싗 몸폋켗삏 밫홯핓 뼟퓇� 몸몿맻 팿샇
캧풤햋 팿핯셯퐻 잧쾇킟폋 샻 퍜켳킟읷 쫯삏 셫
휌혋픿 쉏 쫯퍃 혌믷 쨤탘핯 풏샃샟. 

핯 혌믷 쨤탘픻 밫쫳헼픷왗 펯쎟 캧풤햋뺓 쌏쨏핯킟솿 탛욫 퀓
폁픷졫, 잧쾇킟폋 샻 좣싛 퍜켳킟삏 멻힘 쨊 핳맻숓펯퍷
샟삏 퓋�폋 밫쨓샃샟.

핯찇잧싗몸폋켗밫폀쫯퍃핓몸몿삏
팿핯셯왗샻휌
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혗왗엧킟핓뭼믴헼핳ힻ혋

펯잧�핯콓 셫핯�뼟퓇�쌏쨏핯킟캧풤햋

캧풤햋맻쌏쨏핯킟읷핯풤폧뼟퓇�읷�펯잧�핯콓폋폫몫숓펯셫핯�폋혌믷삏뫷혐픿멻힘
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CISA: 혗왗 엧킟 퓋�

�쾇뮇

퍏줰헼탛욫
폁핇

ힻ쾈헼
좣샃�잼

• 켳콓폋 쌫읳 혌믷 풤
• 잧쾇킟폋 쌫읳 혌믷 풤

• 혐� 밫쨓 핳힘 쨊 핳맻
• 햋캫 햋�핓 혐켬 쨊 쫯퍃켬
• 퍃헿 �탛

• ힻ쾈헼 좣샃�잼
• 쇔헼 캼� 뫻�
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KISA: 혗왗엧킟 밫쫳 �
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혗왗 엧킟 팿���폋켗
팿핯셯핓 폨
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NIST: 팿핯셯삏 혗왗 엧킟 팿���핓 탧

“퓿햋핓팿핯셯”
혗왗 엧킟 팿��� 먗쨗폋 샻 먐숗 팿핯셯 멫쩿뼇킟
쨤탘(Enhanced Identity Governance)픻 퓿햋핓 팿핯셯읷 혐�
퀓잸핓 탧 풏쾇왗 캧풤샃샟. 폏�앷핯힃 잧쾇킟폋 샻 퍜켳킟읷
풏�삏 훷�맻 폁샟졯 퍜켳킟 혐� 컘켬 햋�핓 풏켬핯 폁킰샃샟. 핯
혌믷 쨤탘폋켗 폏�앷핯힃 잧쾇킟 퍜켳킟 혐�픻 팿핯셯퐻 샴
팿핯셯폋 샴숗 쾈켬먍폋 밫쨓샃샟. 샴 훷�폋 쭻폧숗 뮇핯
혐 잧쾇킟 혌믷픿 퓿 맻햠 밫쫳헼핳 풏멯햀샃샟.

~NIST Special Publication 800-207

“샻캼햋핓 팿핯셯”

... 풫잧핓 � 쪃ퟳ (혗왗 엧킟) 뭧픻 EIG (먐숗 팿핯셯
멫쩿뼇킟) 혌믷 쨤탘픿 밫쨓픷왗 켛�삏셫, 믳 핯픛삏 EIG맻 퐟삓뺛
핯찇잧싗 몸폋켗 풤숓삏 쨫 쨤탘싟핓 밫쫳 뭧켬 풏쾇왗
맿훷숓뫛 햃밫 썇줳햀샃샟. EIG 혌믷 쨤탘픻 샻캼햋핓 팿핯셯퐻
쌏쨏핯킟 캼�읷 혐� 몫혐핓 훷풏 몫혐 풏핳픷왗 캧풤샃샟....

~NIST/NCCOE Special Publication 1800-35B 
Preliminary Draft

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://www.nccoe.nist.gov/sites/default/files/2022-07/zta-nist-sp-1800-35b-preliminary-draft.pdf
https://www.nccoe.nist.gov/sites/default/files/2022-07/zta-nist-sp-1800-35b-preliminary-draft.pdf
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KISA: 혗왗엧킟 뭧 탧퓋�
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CISA Zero Trust Maturity Model Pillars

훷풏퓋�
● �쾇뮇
● 퍏줰헼탛욫폁핇
● ힻ쾈헼좣샃�잼
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CISA Zero Trust Maturity Evolution

훷풏퓋�
● �쾇뮇
● 퍏줰헼탛욫폁핇
● ힻ쾈헼좣샃�잼
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DataApplications & 
WorkloadsDevicesIdentity

맻탗켬 쨊 쭿켘

햋쇔 쨊 퐟�킟옃핯콓

멫쩿뼇킟

핳힘

팿핯셯 킟�펯

잧킟� 맻

혌믷 뫻잧

혐�헼풤쨊
�앷핯펳킟좣샃�잼

햋캫 쨊 뫰밄쟘
잧킟� 뫻잧

잧쾇킟 혌믷

쌏쨏핯킟
퓿 쨤펯

뼟퓇� 켳믳졓�핯콓

뼟퓇� 얓 뫻잧

얓 퍏

뼟퓇� 쫰퓋옠

펯잧�핯콓 혌믷

펯잧�핯콓 퓿 쨤펯

퍬 혌믷켬

퍬먗쨗쨊쨫쫯퍃켬

셫핯� 핳쪟�잧 뫻잧

셫핯� 쭿읓쭿켘

셫핯� 맻풤켬

셫핯� 혌믷

퍬 쫯퍃 �킟 셫핯� 퍏

Networks

CISA Zero Trust Maturity Model Functions
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IDENTITY
팿핯셯 쫯퍃 혗펯읷 퓿 혗왗 엧킟 켬퀔솿

PW+MFA
혐헼 혌믷

PW+AMFA
쇔헼 혌믷

킟퓇싗잧킟 +
탬 쨤펯 MFA

킟퓇싗잧킟 +
탬 쨤펯 MFA +
ힻ쾈헼 멻힘

햋� 뫻잧
퐣옓 ID 킟�펯

햋� 뫻잧 +
�앷풫싗 킟�펯

ID 킟�펯 � 퐿헿 �숗 ID 킟�펯

혗헼 ID
잧킟� 맻

혐헼 웫픿 � ID 
잧킟� 뫻잧

햋쇔 / 쇔헼 웫픿
핯풤 ID 잧킟� 뫻잧

ힻ쾈헼 쭿켘 쨊
쇔헼 웫픿 핯풤
잧킟� 뫻잧

혐헼 혌믷폋 샻
훷밫헼 잧쯫

혐헼 혌믷폋 샻
햋쇔숗 잧쯫

�쾇 뮇폋 쌫읳 혌믷
뮇 쭻폧

�쾇 뮇 쨊 JIT읷
핯풤 뮇 쭻폧

퀓쇔 왗믳 쭿켘 왗믳 캼뫻뫻몿 쨊
햋쇔 쭿켘

햋쇔 쭿켘 + 먐숗
왗믳 퀓ퟌ

퓿 �ힻ읷 
뫿헼 왗믳 쭿켘 햋쇔

숗 ID 킟�펯폋 샻
헿� 퀓쇔 JML 햌폀 퀓

숗 ID 킟�펯폋 샻
핷쭻 햋쇔 JML 햌폀 퀓

�숗 ID 킟�펯폋 샻
핷쭻 햋쇔 JML 햌폀 퀓

�숗 ID 킟�펯폋 샻
퐿헿 햋쇔 JML

혐헼 ID 혐� 헼풤 쨊
퀓쇔 잧쯫

혐헼 ID 혐� 헼풤 쨊
�쾇핓 햋쇔

혐� 햋쇔 쨊
훷밫헼 잧쯫

혐� 햋쇔 쨊
쇔헼 / ힻ쾈헼 폀셫핯

핳힘

팿핯셯
킟�펯

잧킟� 맻

혌믷 뫻잧

맻탗켬 쨊 쭿켘

햋쇔 쨊
퐟�킟옃핯콓

멫쩿뼇킟

Traditional Initial Advanced Optimal
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팿핯셯 밫쨓 쫯퍃픿 � 혗왗 엧킟 뭧

펯잧�핯콓

셫핯�

IaaS

팿핯셯 쾇킟

쌏쨏핯킟

캧풤햋 쫯힘 혐�
● 팿핯셯뫻잧
● 탗맿 혗퍸 혌믷 혐�

쌏쨏핯킟 쫯힘 혐�
● 쌏쨏핯킟쫯퍃�켳맻
● OS
● 쟟샃ힻ싗 / 펳쟟샃ힻ싗 햠찿 뭧쭿
● �퐠 폧쭻

��킟 혌믷 혐�
● 헼핌핳힘혐�
● 뼟퓇�
● 쌏쨏핯킟
● 퓿�
● 퓿 먋ힻ
● 캧풤햋 쨊 믳웴
● 펯잧�핯콓
● 켳쭻헼핳 핳맻 Scope

얦 쫯퍃
● 핳앷 �혗
● Threat intelligence
● Risk signals

탗믳뼋
팿핯셯 혐쫯
• 캧풤햋좀
• MFA 풏쾇

쌏쨏핯킟 혐쫯
• 핯읿
• OS
• 쫯퍃 �켳

뼟퓇� 혐쫯
• IP
• Geo-location

뼟퓇�
API 

몇핯퓣핯

햋쇔 / 퐟�킟옃핯콓

맻탗켬 쨊 쭿켘

LCM  ● JIT 왗찿헻샘 ●왟 샴

ힻ쾈헼 좣샃�잼 쨊 혐� 헼풤 ● Workflows ● Event hooks  

Governance ● Access Requests ● Access Certifications  

팿핯셯�왟옃핳
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먐옠 핳힘픿  팿핯셯 햋몤
힘좀핯 뮇핯 쭻폧숗 캧풤햋폋 샻 탗, 
뫻잧, 핳, ힻ 쨊 먋캧숤샃샟.

Identities:  à � 팿핯셯
Passwords: 킟퓇싗 풏 à 킟퓇싗잧킟
MFA: 옃멫탗 -> 탬 쨤ힻ
Risk assessment: 혐헼 맻 à ힻ쾈헼 맻
Access: 혐헼 혌믷 -> JIT

쌏쨏핯킟 쫯퍃 �켳 혋퀓읷 
쌏쨏핯킟 쫯퍃 򻹧맻 탗숓뫛
먋캧숤샃샟.

Device status: 퍇옟ힿ 쌏쨏핯킟 à 심왘숗 쌏쨏핯킟 à
뫻잧숓삏 쌏쨏핯킟 à 쫯퍃켬 뾍픻 쌏쨏핯킟
Device security: 핳힘켗 򻹧 à 쫯퍃 �켳 򻹧
Device policy: MDM à 왗� 쌏쨏핯킟 쫯힘

뼟퓇� IP 쨊 핳앷핳 얓 멻캧맻
퀓숤샃샟. 

Network IPs: 혐헼 -> 쇔헼 혐� 밫쨓
Internet threats: 숗 혐헼 멻캧 à 
ThreatInsights읷 � 켗찿킟 옃핯펯 폋�탗킟� 풤

얓 멻캧퐻 볓 퍛잧�핯콓 퍜켳킟
뮇핯 맻숓뫛 풏 탗 캧풤햋맻
몤잧숤샃샟.

Application Policy: SSO 켳콓 à 퍬쪿 핳힘 혐� 맻
Application Access : 혐헼 혌믷 -> JIT
Application Controls : 먗뫿헼 뮇 à 켳쭻 뮇 Scope, 
켳콓 뫻잧, SLO
Application Threats : 좣샃�잼 폁핇 à Workflows 핯풤
탟탗맿 샻핌

셫핯� 혌믷폋 샻 핳맻 풏멯핯
헼풤숤샃샟.

Data Compliance: API 폏싗핳폋 샻 혌믷 혐� 휌퍔
뫻잧

폋�탗킟�핓 핯쪟폋 샻 샻핌 쨊 풏�폋 샻
햋쇔숗 샻핌 뭧켬
(Okta Workflows, Okta Identity Governance)

좣싛 핳힘 쨊 팿핯셯 뫻잧폋 샻 왗믳

멫쩿뼇킟 혐�폋 쌫읳 잧쾇킟쪿 혌믷 혐� 뫻잧

팿핯셯�왟옃핳픿�혗왗엧킟켬퀔솿캼

팿핯셯

쌏쨏핯킟

뼟퓇�

펯잧�핯콓

셫핯�

Visibility & Analytics

Automation & Orchestration

Governance
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팿핯셯 밫쨓핓 쫯퍃

❖ 팿핯셯: �왟 옃핳 폨

❖ ZTA �쪃ퟳ 샣몿 ‒ 팿핯셯 멻힘

❖ �쾇 뮇 퓋� 헼풤픿 퓿 탧 풏쾇

❖ 팿핯셯삏 뼟퓇�, 셫핯�, 퍬,
쌏쨏핯킟 심 샟읳 Zero Trust Pillar맻
밫삠밫 퓿 밫쨓 풏쾇
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Okta 밫쨓
Zero Trust 탗뺓잧퐟 퐃탗
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�쾇 뮇 USE CASE: 탗헼 혌믷 뮇 쭻폧

OKTA DEMONSTRATION

캧풤햋 혌믷 풏�:
AWS Admin 

SOC 풯폼햋 킴핳 혌믷 풏�:
혌믷 ힻ 탗혋뱇ힻ 샻밫

혌믷 풏�: 
혌믷 뮇 혗멫

킴핳숗 풏�

뮇 믳웴폋 �맻

LCM 왗찿헻샘

펯잧�핯콓 (AWS)

퍇얇:
(힃 쐋삏 킧얔 졏탗ힻ)

뮇 믳웴폋켗 캨혗

LCM 쌏왗찿헻샘
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퍏줰헼 탛욫 폁핇 USE CASE: Assurance Level왗 핳 혌믷 탟
OKTA DEMONSTRATION

뼟퓇�
��킟

쌏쨏핯킟
��킟

펯잧�핯콓
��킟

퓿 򻹧

혌믷 뭨맻 핳 OS 폀셫핯 캼�

심왘숗 쌏쨏핯킟

MDM 뫻잧 쌏쨏핯킟

쌏쨏핯킟 쫯퍃 �켳 핳

잧킟� 뾍픻 퍬 켗싗 SIEM폋 왗믳 헿샧

캧풤햋

혌믷 멫쭻
�쫯

��킟
풏뭧캧폋

쭻삏맻?
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Admin 
User

펯잧�핯콓
��킟

퓿 멻캧

혌믷 뭨맻 핳

뼟퓇�
��킟

쌏쨏핯킟
��킟

OS 폀셫핯 캼�

심왘 쌏쨏핯킟

MDM 뫻잧 쌏쨏핯킟

쌏쨏핯킟 쫯퍃 �켳

잧킟� 뾍픻 퍬

��킟
풏뭧캧폋
쭻삏맻

혌믷 멫쭻
�쫯

AWS 펯싗짷 퍬

퍏줰헼 탛욫 폁핇 USE CASE: Assurance Level 멻캧  혌믷 풤
OKTA DEMONSTRATION
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ힻ쾈헼 좣샃�잼 USE CASE: ITP
OKTA DEMONSTRATION

펯싗짷
캧풤햋

뫰몤햋폋몇 쾈팿
퍀켬 킟�잸 탟

CrowdStrike맻
핯캼 퓿 �ힻ 
(퓴켳콓 ��

탗솿 먋ힻ) 

퓇�왗풫 탟

잧킟�혐�

캧풤햋 몤잧
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Okta삏 샟읳 쫯퍃 쾏웣콓뫷 캼뫻뫻몿읷
퍀 퀓 햃솿왘 홫ힼ핓 SIEM폋 왗믳읷
혗뫰폧 SOC맻 샟핇뫷 먔픻 ퟃ줳폋 샻
탟탗맿 쭿켘픿 퀓 퀓 햃핇:

● Okta맻 밫밫읷 핷탗 휌ힻ밫 ힼ헿폋
뫻잧햋맻 퍜켳킟 퍛잧�핯콓픻
줯폂핳맻?

● Okta맻 푳쭻 탗킟�폋켗 탟 탬
탗솿읷 먋ힻ삏맻?

Continuous Monitoring 
               USE CASE: 캼뫻뫻몿 쭿켘

OKTA DEMONSTRATION

SIEM

CrowdStrike맻
핯캼퓿 먋ힻ

퓴켳콓��
��탗솿

밫� 쫯퍃 쾏웣콓
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Thank you!


