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64.242.88.11 - - [07/Mar/2023:16:10:02 -0800] "GET /mailman/hsdivision HTTP/1.1" 200 6291
64.242.88.10 - - [07/Mar/2023:16:11:58 -0800] "POST /twiki/bin/TWiki/Wiki HTTP/1.1" 404 7352
74.242.88.10 - - [07/Mar/2023:16:20:55 -0800] "GET /bin/view/DCCAndPostFix HTTP/1.1" 200 5253

Logs

2023-01-02T17:24:22Z angoro sshd[23510]: Failed password user joe from 10.0.0.53 port 2006 ssh2

2023-01-02T17:24:227Z angoro clamd[27173]: SelfCheck: Database status OK.
<129>JUN ©7 12:54:14: alert : 1/3/1025: alarm mgr: 01:03:05:45 Minor ONU

f4.247 KR .10 - - TA7/Mar/72023:16:10:02 -0800] "GET /mailman/hsdivision HTTP/1.1" 200 6291
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300] "POST /twiki/bin/TWiki/Wiki HTTP/1.1" 404 7352
300] "GET /bin/view/DCCAndPostFix HTTP/1.1" 200 5253

Lled password user luca from 10.0.0.153 port 2006 ssh2
»1fCheck: Database status OK.

300] "GET /mailman/hsdivision HTTP/1.1" 200 6291
300] "POST /twiki/bin/TWiki/Wiki HTTP/1.1" 404 7352
300] "GET /bin/view/DCCAndPostFix HTTP/1.1" 200 5253

Lled password user ugo from 10.0.0.200 port 2006 ssh2
11fCheck: Database status OK.

300] "GET /mailman/hsdivision HTTP/1.1" 200 6291
300] "POST /twiki/bin/TWiki/Wiki HTTP/1.1" 404 7352
300] "GET /bin/view/DCCAndPostFix HTTP/1.1" 200 5253

Lled password user phil from 10.0.0.153 port 2006 ssh2
y1fCheck: Database status OK.
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Elastic Observability

One platform, single datastore
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5 Key Challenges

Data silos
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Integrations

Choose an integration to start collecting and analyzing your data.

Browse integrations  Installed integrations

» 1l .}

Web crawler Elastic APM Elastic Defend
Add search to your website with the Enterprise Monitor, detect, and diagnose complex application Protect your hosts and cloud workloads with threat
Search web crawler. performance issues. prevention, detection, and deep security data
visibility.
All categories 320 QQ Search for integrations
AWS 31
Azure 25 (D 1Password ws-  AbuseCH 38 ActiveMQ Logs
(]
Collect logs from 1Password with Ingest threat intelligence Collect and parse logs from
Cloud 9 Elastic Agent. indicators from URL Haus, ActiveMQ instances with
o Malware Bazaar, and Threat Fox Filebeat.
Communications 3

feeds with Elastic Agent.

Config management 2
Containers 8 o A o X R .

g0 ActiveMQ Metrics Aerospike Metrics G Akamai

(2
CRM 1 Collect metrics from ActiveMQ Collect metrics from Aerospike Collect logs from Akamai with
instances with Metricbeat. servers with Metricbeat. Elastic Agent.

Custom 27
Database 33
Elastic Stack 19 [¢]V] AlienVault OTX o8  Amazon CloudFront . Amazon DynamoDB
Enterprise search 6 Ingest threat intelligence Collect Amazon CloudFront logs Collect Amazon DynamoDB

indicators from AlienVault Open with Elastic Agent metrics with Elastic Agent
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The Infrastructure m =
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'6 Elastic Cloud
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But first
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How to onboard data

Kubernetes logs and Syslog




5 Key Challenges

Data =&

Log & 44 & & J}| (aggregating)

CHALEOA gi= |

blEe=480 U0Ie 22

Data silos




Problem:

o Log= HAMIISoHOr ot X 2=
query Ol CHoH parsmg SPED =

event € summarize otJ| H ol
L2 Log =40= A

(Aggregate) )t Z 2 &

T HLF M2 & data
source Jt =IJIE H unknown
format 0| St 22|t 2R &

Solution:

e Elastic Platform £ Elasticsearch

E Core 2 AFESELICH - Full Text
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data types
complex core field types, 93
core, different indexing of, 80
databases
in clusters, 11
ineptness at extracting actionable data, 2
date field, sorting search results by, 112
date histograms, building, 437, 459
date math operations, 186
date ranges, 186
using now function, no caching of, 193
date type, 88
dates field, sorting on earliest value, 113
date_detection setting, 147
decay functions, 305
decomposed forms (Unicode normalization),
346
deep paging, problems with, 76, 125
default mapping, 149
Default Unicode Collation Element Table
(DUCET), 354, 355
default_index analyzer, 212
default_search parameter, 212
DELETE method
deleting documents, 44
deleting indices, 132
delete-by-query request, 558
deleted documents, 43, 158
purging of, 166
denormalization
and concurrency, 552
denormalizing data at index time, 548
deployment, 631
conﬁguration changes, important, 635

configuration management, 635
file descriptors and MMap, 645

dictionary stemmers, 363
dictionary quality and, 363
Hunspell stemmer, 364
size and performance, 364
disks, 632
distance
calculating, 516
sorting search results by, 520
distance_error_pct (geo-shapes), 537
distinct counts, 458
optimizing for speed, 461
distributed databases, 1
distributed nature of Elasticsearch, 23
distributed search execution, 121
fetch phase, 123
query phase, 122
dis_max (disjunction max) query, 222, 223
multi_match query wrapped in, 225
using tie_breaker parameter, 224
doc values, 493
enabling, 494
storing geo-points as, 519
docs array
in request, 54
in response body, 54
Document Already Exists Exception, 44
document locking, 557
document oriented, 9
document store, Elasticsearch as, 36
documents, 562
checking whether a document exists, 42
creating, 43
creating, indexing, and deleting, 63
deleting, 44
in Lucene, 137
indexing, 10, 38
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Data size for different data structures, approximation




Data read from disk, approximation

& 2 (Full Text) Search

“Error: 123 for user John”

User searches for “error”.

Elastic2 S J} LIEILI= S A] IDE
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5 Key Challenges




‘ Finding the needle in the haystack

Problem: Solution:
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] Elastic Observability

Single time series analysis of count (851502 distinct nginx.access.remote_ip values)
show model bounds
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Severity threshold: /. warning ~ =
| K . Machine Learning (o)
........................................... fivaia | —
»  February 27th 2017 { Job Management Anomaly Explorer Single Metric Viewer Transforms Analytics Data Visualizer Settings
»  March 4th 2017 . @ [FIMEIEON demo ¢ Edit job selection
‘ Al ﬁl Od | U |' O | /\I- EI— | »  March3rd 2017 | 4 2 Filter by influencer fields... (source.address : 72.57.0.53)
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5 Key Challenges
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Problem: Solution:
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with data tiers

Response Time

Retention (typical)

Hardware

Lowest Lower
(milliseconds (seconds)
to seconds)

Last 7 days Last 7-30 days

SSDs

Tier 4
long term

Tier 3
long term

Lower Slowest
(seconds) (seconds to
minutes)

90 days -

Last 30-90 days unlimited

Blob storage
(S3 or similar)



Tier 3 Tier 4
long term long term

Windows Logs
unlimited
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Debug Logs
/ days

Traces
365 days
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Storage Bucket (S3) Tier 4

E_”O‘ E_I L-ll 1 long term

raw data

e Z 2 data Bt loading

e Cached locally
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$18

Tier 4

$1.5

*approximation, data from https://cloud.elastic.co/pricing
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Demo: Cost Effective Data Retention

Tier 4 Years of Searchable Trillion
nhodes data data Documents




5 Key Challenges




5 Data ownership = = XAl 6tH A Silo ol il 6}

Problem: Solution:

e Observability Data= 2= &% e Elastic Platform - Cross Cluster
Silo0l A&, O0l= & Search and Cross Cluster
AMAEINA 2 A= AIEE +# Replication
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Data Silos

Cross-cluster Replication and Cross-cluster
Search& AIZ26lXH data ownership 2
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