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1. Predictions 2021: Remote Work, Automation, And HR Tech Will Flourish, Forrester
2. Microsoft Digital Defense Report, October 2021.
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Classic Approach
Restrict everything to a ‘secure’ network

Zero Trust
Protect assets anywhere with central policy
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Microsoft 365 Security

Home

Secure score

Good morning, Rob

Active Incidents

Incidents & alerts A

Unified queue

Endpoint alerts

35 Active incidents

21 Unassigned incidents

Email & collaboration alerts

£ Hunting
‘:'—5\ Action center
Endpoint

Dashboard

Device inventory

Vulnerability management 8

Threat analytics

Partners & APIs

1/30 /31

Tags

HIGH RISK THREAT EXPERT

l High(5) I Medium (8) [l Low (16) Informational (6)
AV ncident and alert trend
350
200
= M/
) ——
/25 11/26 n/27 1/28 11/29
B Incidents Alerts
Incident name Severity Active alerts Scope Last activity
Multi-stage incident... HEE High 123/138 84 Rf2 117 Sep4, 06:32:45 AM
'Dirtelti' backdoor wa... ~ HEEHigh 132/132 144 Sep 4, 06:41:45 AM
Office process droppe...  mmm High 32/132 : Sep 4, 06:42:45 AM

View all active incidents
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Action Center

20 actions pending approval

Users 5/35
S I —
Mailboxes 15/30
I S ) I
Devices 10/16

=

!
B Pending approval [l Remediated [l

Timed out [l Failed

Approve in Action Center

Threat Analytics

1 Active threat in your org

Human operated ransomware attack

Cobalt Strike: Hiding in the Red No active alerts

Qakbot blight lingers, seeds ransomeware No active alerts

ve Alert Resolved alerts

B Aci

See More

(I Quick tour Add card

Security Blogs and News

<§?’$2§ Tammay Ganachaya
gq.»" @tanmayg

In continuing to diminish the chances of
sophisticated threats slipping through defenses, we
have expanded behavioral blocking and containment
capabilities to get even broader visibility into
malicious behavior by using a rapid protection loop.

See on Twitter
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5 Title Severity Incident Stat... Category Device User© AT
o 7| orzl H | A
. ‘Killav' malware was detected Informational 7759 Resolved Malware 2 cont-pollyharre 9 l]H T |—| = O l: 7 =
’ 2 alerts: An active 'Wintapp' backdoor was det... EE Medium 2 Incidents Resolved Grouped by:... O 2 device
—
o H3 7} SHULCE
MDATP custom detection - 2 machine groups EE Medium 12991 New Persistence O cont-juliaweiss R nt authority\system
H —
& > 4 alerts: Suspicious PowerShell command line mE Medium 3 Incidents Multiple Grouped by:... O cont-mikebarden £ domaint\adrian.bard - M ICFOSOft 365 D ndert 9|_I-
s A8l
= Suspected credential theft activity mE Medium Multi-stag... New Credential a... L cont-mikebarden £ domaint\adrian.bard )
> . > Microsoft 365 =0 I &t
7 alerts: Suspicious process injection observed EE Medium 4 Incidents Multiple Grouped by:... 8 2 device 3 user oo ES S IS
& ge Sot 22 4%
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g
> 9 alerts: Suspicious encoded content Low 3 Incidents Multiple Grouped by:... L1 cont-mikebarden L domaini\adrian.bard
] N o - , ,
3 alerts: A script with suspicious content was o... EE . Medium 3 Incidents Multiple Grouped by:... B cont-mikebarden R domainT\adrian.bard
7 Aalerts Suspicious behavior by an HTML appli.. EE Medium 3 Incidents Multiple Grouped by:... L8 cont-mikebarden £ domaint\adrian.bard
o e~
g b 3 alerts: Suspicious encoded content Low 3 Incidents Multiple Grouped by:... B cont-mikebarden 9 domaint\adrian.bard 1,000?1 9. T ou:l A E
> 3 alerts: Successful logon using potentially stol... EEm Medium 3 Incidents Multiple Grouped by:... 8 cont-mikebarden 8 nt authority\system ¢
=
=0
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> 4alerts: 'Ploprolo’ malware was detected Informational 4 Incidents Multiple Grouped by.... O cont-pollyharre 3007H e B — ﬂl
IE".p
7 2alerts: A script with suspicious content was o... mm - Medium 2 Incidents Multiple Grouped by:... B cent-pollyharre R domainT\polly.harrell
2
2 4alerts: Alink file (LNK) with unusual characte... Low 3 Incidents Multiple Grouped by:... £ cent-pollyharre 2 domainT\polly.harrell
<)
? 3 alerts: Suspicious URL clicked EE Medium 3 Incidents Multiple Grouped by:... L cont-pollyharre £ domaint\polly.harrell
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Incident name Severity | Active alerts Remediation status Category
83 ¥ gory
. > 'Dirtelti' backdoor was prevented on multiple endpoints Info... 17/18 ® Remediated Initial access, Suspicious activity
> Office process dropped and executed a PE file on multiple endpoints ER Medium  5/5 ® Remediated Initial access, Suspicious activity+2 more
/O ’ Multi-stage incident involving Initial access & Execution on one en... HEE High 9/9 ® Remediated Initial access, Suspicious activity+2 more
& > Ransomware activity HEE High 15/15 Pending approval Initial access, Suspicious activity+2 more
=1 > Multi-stage incident involving Discovery & Command and control o... HE Medium  5/5 ® Remediated Initial access, Suspicious activity+2 more
> CustomEnterpriseBlock’ detected on multiple endpoints Low 34/36 ® Remediated Initial access, Suspicious activity+2 more
& N .
[ > Multi-stage incidel g Execution & Ex-filtration on multiple ... HEHE High B/B \| O Investigation running Initial access, Suspicious activity+2 more
1 1
@ 1 Alert name ! x E x x E
' : o —
1
3 | Sensitive file uploaded HEE High - : ® Remediated Initial access
ol 1
1 i o C H | | A~
! . N — e > Microsoft 365 A ZE HEtof| A%l &
I uspicious powershell commandline edium - 1 O Investigation running nitial access ALE AFO = x =l =
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I Suspected credential theft activity El Medium - I O Investigation running Suspicious activity
1 1 ; oOlO |E =% |-E"'H7:1
. , 75%2| RIAHEE Xt o &2
1 .. . ) I ) -
1 Suspicious powershell commandline EE Medium - 1 ® Remediated Initial access
1 |
1 1
2 : Suspicious powershell commandline EE Medium - : @ Remediated Initial access
1 1
1 I ) .
= 1 Suspicious process injection observed Bl Medium - : ® Remediated Initial access
= 1
=D - I
: Reflective dil loading detected EN Medium - : @ Remediated Initial access
[ 1 1
R i I
l\ Suspicious process injection observed EE Medium - II ® Remediated Initial access
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» Multi-stage incident involving Discovery & Command and control o... HEHE High 5/5 O Investigation running Initial access, Suspicious activity+2 more
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Incidents > Multi-stage incident involving Initial access, Execution & Ex-filtration cross multiple assets

Alerts (25) Devices (2) Users (2) Mailboxes (1)
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Alerts and categories

25/25 active alerts

6 MITRE ATT&CK tactics
2 other alert categories
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© 2018 The MITRE Corporation. This work is reproduced and distributed with the permission of
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. Jun 2, 2020, 3:57:59 PM | New
Suspicious URL clicked on cont-pollyharre

Jun 2, 2020, 3:58:22 PM | New
A link file (LNK) with unusual characteristics was opened
on cont-pollyharre

. Jun 2, 2020, 3:58:26 PM | New
Suspicious PowerShell command line on cont-pollyharre

. Jun 2, 2020, 3:58:26 PM | New
Suspicious PowerShell command line on cont-pollyharre

. Jun 2, 2020, 3:58:34 PM | New
A script with suspicious content was observed on cont-
pollyharre

N -

\

Investigations (12) Evidence (54)

2 impacted devices
2 impacted users
1 impacted mailbox

o —————— ——,

Top impacted entities
Entity type

2 cont-pollyharre
2 cont-mikebarden
2 mike.barden

S adrian.bard

£ polly.harrell@mtptestlab01.onmicr...

View entities

Evidence

54 entities found

View all entities

—————————

Risk level/investigation priority

EEE High

EEE High

No data available

No data available

No data available
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https://docs.microsoft.com/en-us/microsoft-365/compliance/double-key-encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/named-entities-learn?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sit-learn-about-exact-data-match-based-sits?view=o365-worldwide

Ot Alal= SN OCiMLE B 7S
GIO[E{ HOF AFTI= O1X{| O{C|A{L} LAl 7
HO[E 7 d-dx[1! HO|E7t Ol5e Mff 2ed LAS ASELIC
Email Messages Cloud apps Devices

~ ol YS Saff 7| & TeamsE &off EH ol S= Mt @Igiolo 2 A 5|7

o oS s SEJIIY AR IF S7ot7| fls 742l Qo oY At2S ZX(0f

: Dropbox A’30f|l AH2S Ch2= ERSLC

PR LIt 7l
‘ A Data expose > A Data leak > A Data hoarding @

Shared storage Email Cloud apps Devices
SharePoint O Af oS S3 25 Fhe 7|2 oS 7|2 o 174 QI2f7| Y
HOI Dropbox A &0 o 370 usBOl M

H| & AFE O] oto| 7|
ot Ct2=E 8l

LA

Ao A o T

A=s 2SI

Az CsiaL|CH

Malicious

A Data theft

o

‘ A Data sabotage > A Data theft > A Data theft >




Insider Risk Management 7H2

e 2%t s AsH2= Flotd 2}

i
o®
o®
.
.
.
.®
.

Clean-up
Delete files
O | I0|HAl E5 S
ca | ZEOIHAEs ‘
AI8% M2IS B3k 712l 3l 2218 o
HE 85 HOIS Sof ML LR A D
oz jae ?_Xol'l__“:l-_ ‘ ;
o o Obfuscati Exfiltration @
@ #-l_"—_ HHE Eltl _"—_%:l uscation Save files to USB ¢ o
Rename files :

Risk score

A= ZEQIE 00| METH HLSIX |%§ 1007H ) Data Loss
O|AtO| EIEQI=| 7|A &t B2 4l X1 B2 &A% ‘ Prevention
RS AEFLICY, "

04J5.
% oS = O(\\J o 5,
. |’EQ|'E|_I £ 8%‘ £X| T i %
DLP HO|E SHC = XMEot= datel ZAFH o iy
Adaptive Protection(M23 H3)2 2 25IE Ty ol JYLH .
E 3B R Time

.
.
.
.
.
®e
.
.
.
®e
.o,



7 O[HIE SO0|N 7} St LiF AL

L

3
i
<|
m_.|n_
|A
=
<

Clean-up
Delete files

Obfuscation
Downgrade labels

AFELA

==
=

Al

Exfiltration
Save files to a USB

o F 4

Aw LA olH

32



Adaptive Protection@ 2 EfX| & XX| A|ZF IjM

9/3! 470 T2t MHE DLP MM SHO= o ZOIT LISt 9/3)
CI2 MRS MM

A0l Choll = &Lt

Elevated DLP °
risk > Policy 1 Block o

Risk level threshold

Moderate DLP Block with
risk Policy2 override

Risk level

Risk level threshold

Minor DLP

risk Policy 3 Policy tips -

Time >

33






Microsoft Sentinel 7| Xuto]] Zx CIAIO|E =t

S2E H|0|E|E SIEMCE 54 N|Ql A=t & AL

SIEM
Microsoft
Multi-cloud eec-- Sentin6| Partnerships
Cloud native, any data, any entity '°..
01010 %%
10101
0ooi0
A Any data Al Q’
Cloud native Automation
Prevent +eceeccccces dﬁﬁ oooooooooo Protect

%

9

SEFE F20A 2o
HO|HE =&ota 7| &

ot s

AlE 28510 718 &=
ELX|StD AN OE2EE
90%7t X| = & L|C}.



rome

Microsoft Sentinel

Microsoft Sentine

Microsoft Sentinel | Content hub (Preview)

Selected workspace: ‘cybersecuritysoc

f_) Refresh 2 Guides & Feedback

3239 = 21

Solutions Installed

17

Updates

FEATURED

et
CIsco

Cisco Umbrella
Microsoft Sentinel, Microsoft
Corporation

Security - Cloud Security

Analyticsrule (10) Data connector  +4

@

AgileSec Analytics Connector

Infosec Globa

IT Operations

Data connector  Workbook

Apache Http Server
Microsoft Sentinel, Microsoft

FEATURED

Q

Log4j Vulnerability Detection
Micrasoft Sentinel, Microsoft
Corporation

Application, Security - Threat Protection,

Security - Vulnerability Management

Hunting query (10) +3

@ Installed © Updates

Al Analyst Darktrace
Darkirace

Security - Threat Protection

Data connector  Workbook

O

Apache Tomcat
Micrasoft Sentinel, Micr

| Status : All Content type : All

Support : All F

SAP
Microsoft Corporation

Identity, Security - Threat P

Analytics rule (53] | Parser {44

@ Installed Q up;

AlShiald

AlShield Al Security
Monitoring

Bosch Global Software
Pvt Ltd

ARGOS Cloud Secur
ARGOS Cloud Security |

0 4= EAE O3

Home > Microsoft Sentinel | Content hub (Preview)

Zero Trust (TIC 3.0) Solution =

Azure Sentinel, Microsoft Corporation

Zero Trust (TIC 3.0) Solution © add o Favorites

Azure Sentinel, Microsoft Corporation

Plan

Zero Trust (TIC 3.0)

e |

Overview  Plans Usage Information + Support Reviews

Offered under Microsoft Standard Contract.

Mote: There may be known issues pertaining to this Solution, please refer to them before installing.

The Microsoft Sentinel Zero Trust (TIC 3.0) solution provides a mechanism for viewing log queries aligned to Zero Trust and Trusted Internet Connections models across the
Microsoft and partner ecosystem. This solution enables governance and compliance teams to design, build, monitor, and respond to Zero Trust (TIC 3.0) requirements across
s Rule, and (3) Playbooks. While only Microsoft Sentinel and
ft offerings. This Solution enables Security Architects, Engineers,
isibility for the security posture of cloud, multi-cloud, hybrid, and on-premise workloads. For more

25+ Microsoft and 3rd party products. The solution includes the new Zero Trust (TIC 3.0) Workboak, (1) Anal
Microsoft Defender for Cloud are required to get started, the solution is enhanced with numerous Micr
SecOps Analysts, Managers, and IT Pros to gain situational awarenes
information, see ' Microsoft Zero Trust

viodel ' Trusted Internet Connections: Core Guidance Documents

Microsoft Sentinel Solutions provide a consolidated way to acguire Microsoft Sentinel content like da
with a single deployment step.

Workbooks: 1, Analytic Rules: 1, Playbooks: 3

Learn more about Microsoft Sentinel | Learn mor

Media

connectors, workbooks, analytics, and automations in your workspace

= 107
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#en tracking threats taking

ade execution (RCE) vulnerability
. The vulnerability allows

nd it is triggered when a specially
jugh a variety of different input
|4j 2 vulnerable component. For
about the vulnerability, please
er blog. This solution provides
signals related to exploitation of

1 Queries: 10, Watchlists: 1,

n more about Solutions

2curity - Vulnerability
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