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Application Programming Interface

eNsecure

API - Connecting Software Services




API (Application Program Interface)

") WIKIPEDIA

CAPI(SE 22 I 0|A)=

Customer — Application Waiter — API Kitchen — Server

APlIs are an efficient and developer-friendly means to unlock value, enabling interoperability of software and data
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APIs Are Everywhere
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OWASP Top10 API |3 2023

OWASP API Security Top 10 2019 OWASP API Security Top 10 2023

: 2019 Broken object level authorization API1: 2023 Broken object level authorization
1 2019 Broken user authentication API2: 2023 Broken authentication
API3: 2019 Excessive data exposure
API4: 2019 Lack of resources & rate limiting
API5: 2019 Broken function level authorization API5: 2023 Broken function level authorization
API6: 2019 Mass assignment

API7: 2019 Security misconfiguration API7: 2023 Security misconfiguration

API9: 2019 Improper assets management API9: 2023 Improper asset management -
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OWASP Top10 API $/&d 2023
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S MAFT-Mobile (2023)
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T Z|C| SAIAF Optus (2022)

“Optus, H|0|E] &= et 1000 Ha| ZE 21"

OthS Under $1 Mllllon EXtO rtion Th reatin Early Saturday, a person going by the nickname "Optusdata" published two samples of the

Data BreaCh purported stolen data on a well-known data leak forum. The attacker writes that Optus can
Exclusive: Optus Attacker Says‘Unaulhenuca(ed API Endpoint Led to Breach | prevent the sale of the data to other cybercriminals if it pays $1 million in the Monero

v cryptocurrency.

Australia’s second-largest telecommunications company is facing a US$1 million extortion

Optusdata writes that Optus has one week to pay, otherwise the data will be available for
demand to prevent the sale of what an attacker says are up to 11.2 million sensitive

sale in parcels.
customer records.
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PEPPER Saving Bank

= 100% API 2AIOZ2 2E|= A7D Al
pepper - z2 sz bog e

* “Pepper Invest” APIE 0|83510f 2125t H|0|E]

User_ID X,, Phone No. Y,

Account_No. W; Account_balance Z,

User_ID X,, Phone No. Y,

N

Account_No. W, Account_balance Z,
API Endpoint

RO

User_ID X,, Phone No. Y,

Account_No. W Account_balance Z,
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Domino’s Pizza [A7 - EQF /9| 2 7]
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& Dominos " 32 ¥ APILE 2%
AP 3£8 d&xog R2s

Payment status: Approved, Payment_ID: X,

Order Y,, Payment_ID: X,

Order status: £8%

Payment

. API Endpoint
Payment status: Failed, Payment_ID: X,

Order Y,, Payment_ID: X,

Order status: &8%
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37 days

27 days for discovery
10 days for remediation
per incident
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Security

Issues by Severity DWASP Tap 10 AF Issues
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AP Actass With Misiing Authenticaticn Inver it Fatineg AP Exposas Forbiddan Data

eNsecure



APl 2 ga2| 2p-S=t 22| ojAl(2)

Inventory m .

1 3 Datatype Classification

API hosts Response Reguest

Datatype Tags

API Type

eNsecure



A EF | AL (=L 8AD
AP| A29]

25 3|YHE 2R3

Method : POST (23| %)

Endpoint E4 : AP O/F Hash ZIAL 2 P12} GJOJEIS] -2 Masking *{2/%/0] Btatele= 47
ClOIE| & : JYOIZ/ L7} 5l 0IZF GJOJE] (A2} 0|2 L Sr HEtHE)

Post abank.com/prd-mod/blp-mber/api/v1/member/custTelno
Gl ZE =3 23%)
Authentication: Y1

2] WOl e 7t TeEl BIZt B O|E{ = Masking X{2| grst .a

[

{KoreanName : user***1,
A2t

KoreanCellPhoneNumber : 010 API Endpoint

A3 EI R 28)

API Endpoint0i| A 21=7|0]| Ciist Hash ZAF £EI0] §l&

2 G082 2FE 040 2 0tAZ H2(2|0 23|17t £[0{0F 5hA| 2, SEO|A CHFS| 21 HIO|E{7t BR2= et &

= O

Post abank.com/prd-mod/blp-mber/api/v1/member/custTelno
Cld EE 23] 2¥)

e b
S 257 Y1 (/15 83)

NPEETE etE 2 HojH 222 .

{KoreanName : username1, API Endpoint
KoreanCellPhoneNumber : 010-1234-9288,
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Excessive Data Exposure With Authenticated API

A7 Evidence @ Block Attacker Take Action Open

What Happened

A8 ARt 215 AP 214789] POST 288 B LICH 0] 22 D=t HOJE =2 0|0fF
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A EFA| Akl (SHel 2[EHIY)
API 9]

= BF3[HPE 23(CHY)
Method : GET (HAE 23| )
Endpoint Eé! | LFO WE AF2R} ZE Brat
GIOIE] ¥ | JfoIZ 7} ot = DIzt GJOJE (K2R} OI2 . 0|2, PHE|R} 02, ZLf XSS, H/2/HS)

Get demo-vampi.nonamesec.com/users/v1/_debug

(Gl H2 =3 24)- 2T 2AS —>
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Zajo|dE API Endpoint

£l 3ok

APl EndpointOoi A Q10| g2,
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Search Search

"host": "demo—vampi.nonamesec.com" "e LY "maill@mail.com"
"path": "/users/vl/_debug" -d": "e6c3da (Obfuscated)"
"method": "“GET" ' 1 "namel"
estTimestamp": "2023-11-08 ©4:10"
"192.168.253.78"
tionIp' "192.168.253.8"
' "mailZ@mail.com"

—id": "Root=1- 65463b9€ 1d650ddeb2e/4cclobd@llae" ! ': "1ba3dl (Obfuscated)"
“demn vamni.nonamesec. com' "name2"
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2|2k (Password spraying attack)
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n/api/v1/auth/login
n/api/v1/auth/login
n/api/v1/auth/login
n/api/v1/auth/login
n/api/v1/auth/login

n/api/v1/auth/login

= 401 error

Et AFOIEOM &
ID/PASSWORD

=3
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=
=
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i 22 Al=

B2l 5t Al AtE

g % e e e

Fri Feb 23 2024 13:15:57.000
Fri Feb 23 2024 13:15:57.000
Fri Feb 23 2024 13:15:57.000
Fri Feb 23 2024 13:15:57.000
Fri Feb 23 2024 13:15:57.000

Fri Feb 23 2024 13:15:57.000

User A Data
User B Data
User C Data

User N Data
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