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HZ EHAE Office of Management and Budget

g Releases Federal Strategy to Move the

U.S. Government Towards a Zero
Trust Architecture

JANUARY 26, 202

Today, the Office of Management and Budget (OMB) released a Federal
yvernment toward a “zero trust” approach to
t presents a key step forward in delivering on
President Biden’s Executive Order on Improving the Nation’s Cybersecurity,
AI'OI H_l EOI-E which focuses on advancing security measures that dramatically reduce the
> == risk of successful cyber attacks against the Federal Government’s digital
i'jl' 01“, infrastructure.
Q0| 712

=0 The growing threat of sophisticated cyber attacks has underscored that the
r-x =9 )

Federal Government can no longer depend on conventional perimeter-based

defenses to protect critical svstems and data. The Log4i vulnerabilitv is the

MARCH 02, 2023 H_ngll.-T_&_o-I ‘ulq-
HA| Ato[H

FACT SHEET: Biden-Harris AEHE yjid}:ﬁl
Administration Announces National ==
Cybersecurity Strategy

TS AND RELEASES

I » BRIEF

Today, the Biden-Harris Administration released the National Cybersecurity
Strategy to secure the full benefits of a safe and secure digital ecosystem for

all Americans. In this decisive decade, the United States will reimagine

cyberspace as a tool to achieve our goals in a way that reflects our values:

economic security and prosperity; respect for human rights and fundamental
freedoms; trust in our democracy and democratic institutions; and an
equitable and diverse society. To realize this vision, we must make
fundamental shifts in how the United States allocates roles, responsibilities,

and resources in cyberspace.
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Understand The Nuances of Shared Responsibility

B Customer Responsibility B Shared or Contingent on Deployment Pattern Cloud Provider Responsibility

Private/
On-Prem

laaS PaaS SaaS

Business Continuity

Identity and Access Management
Data
Application

Application API
Workload
Virtual Network

Service Orchestration
Virtualization/Cloud Infrastructure

Physical

Source : Gartner
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SSPM

SaaS Risk Assessment
Configuration Drift Monitor
Security Control Automation

Framework Comparison

Source : Gartner

Data Loss Prevention

Compliance/Risk

Remote Access

Adaptive Access Control

Incident Response

UEBA

Threat Protection
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SaaS Usage Monitoring
IT Admin/Automation
Data Monitoring

Policy Management

Compliance Assessment _ . -
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