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åÝ½Ï÷ÙüÍÕÝ AIßÞï

¼¼×
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AI¬×ñÝÍæßü
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AIýõõ¼¼Ýðñ÷¯­Ý¬Ý¬
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AIýõõ¼¼Ýðñ÷¯­Ý¬Ý¬

¼¼×¬ü¼Ý¶ÝðñÝ¬ ÕüÝúÆÚÕü½¶Þ¬¼Í



Synopsys Confidential Information © 2024 Synopsys, Inc. 7

AI¬×ñÝÍæßüÕÝåÝ½Ï÷ÙüÍ

AI¬×ñÝßü¶

ì÷¼üÍÕÍÌÝ¬?

" ÅÉÇÍÌÝÉÏÏ

" AI¬üÍß½ÇÝö

Ý÷ÿ÷,×ÿ¿ÍÌÇÇÝ

üÍÞû÷ÕÖ

" ì¿÷×ñÝßüÆ

ùì¬ÉüåÝ½Ï÷Ù

üÍÇÇÝÞû÷ÕÖ

AI¬ ×ñÝßü¶

æÝÍæÿ÷áæýÉÚÝ¶¬?

" ÿ÷áæÇ¼÷¬çð»Ü

" AIýõõæÝÍæÿ÷áæý

ÉÚÝöìõ÷,×ÿ×Å÷

ÕÖ

" Black Duckß snippet scanÇ

õõæÝÍæÿ÷áæÇ¼

¬Ý¬·
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Black Duck SCAýõÝ snippet analysis Î

AI¬ÝñÝßüÕÝæÝÍæÿ÷áæÇÝÇßü

þÿß AI¬ÝñÝßü¬æùÿß GNU

ÿ÷áæßæÝÍæÆûÿý
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AIýÞïÝåÝ½Ï÷Ù
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AI­¸ öæõüÿÿ

Synopsys Confidential Information
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AIß¿¼Ç¾³Æô¼ÆÇ½ÿ÷úö!

Synopsys Confidential Information

üø: 

" U.S. President Joe Biden has issued an executive order (EO) (October 30th, 2023

" Hiroshima AI Process.pdf (mofa.go.jp) (May 2023 Japan)

" Commission welcomes G7 leaders' agreement (europa.eu) (May 2023)

" The United Nations announced a new AI advisory board  (October 2023

" The AI Safety Summit 2023 - GOV.UK (November 2023)

§ þý¬üÖÝ¶Ýñ× AI ¾â 

ü ChatGPT, Copilot

§ AI ¬÷ü¸ÿÇüÿþ®ü¼ñø
ü ßüÞù  AI Õüùæ - G7 ÞÖí½÷

§ AI ü¼½æ
ü AIü¼½æÐíýÇÝ UNß Èüö×»¾í (2023õ

10Ö 26ÿ)

ü ûí³õ¹ß AI ÝÝ¿¹ (2023õ 10Ö 20ÿ)

ü Çí <íÜ AI Ý¿= (2023õ 11Ö 2ÿ)

AI ¾³Æ ô¼Æ 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://www.mofa.go.jp/mofaj/files/100573473.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379
https://press.un.org/en/2023/sga2236.doc.htm
http://www.un.org/ai-advisory-body
https://www.bing.com/ck/a?!&&p=ce548d04b0863e19JmltdHM9MTY5ODYyNDAwMCZpZ3VpZD0wY2M3N2YyMC01MDg0LTYwNTQtMTYzMS02YzA5NTFhNDYxM2MmaW5zaWQ9NTI1MA&ptn=3&hsh=3&fclid=0cc77f20-5084-6054-1631-6c0951a4613c&psq=UK%e2%80%99s+AI+safety+summit+gets+thumbs+up+from+tech+giants&u=a1aHR0cHM6Ly93d3cuZ292LnVrL2dvdmVybm1lbnQvdG9waWNhbC1ldmVudHMvYWktc2FmZXR5LXN1bW1pdC0yMDIzL2Fib3V0&ntb=1
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AI ÝÝ¿¹?
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ÝÝ¿¹Ç AI ÍÌ¿üÍÕ³ÝÈüöÜÉÇ

×½Ýì, ûíÿß¼ÿÝüýüþÝì, ×Ûñü

Þÿ­ÇÝÍÝì, Íþ×Æýü×ýÿþÝì, 

×âü½ÇÇÍÍÝì, ÌùìÕÝûíß½÷ïÇ

¼ÌÞô¶õß×ÅÇÚÝýúö.

üø: https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-

order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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ûíÝÝ½ß AI­¸Þûÿì÷ú

https://ai.gov https://nairrpilot.org/
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<ÍÌÝìâ¸õÚÏ¶ AI=ýõÝíÝ
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ÝÝ¿¹Õ¶ <½½Ý AI ÞæÝß¼¼×¶ ÍÌÝæú¼üý ûíÝ½ÆýçõýÝö=ì¿Þ

ÝÝ¿¹Ç <AI ÞæÝßçïÉÇÝÿü½ñûíÿÇüþ= õìßÇúö.

<Èüö AIÍÌ¿üÍ¾ÉÇí½Ýð½(1950)=ÕÿýøÝ

¶Ý, <ßü,Ýß¿üÝ½ýß×ÛñüÞÿ­,ìü¿û¬=ÇöøìÏ÷úö.

NIST¶ºû÷³ÙÕ¬ý¼´ÚÏ÷ýÚÝõýÝ¶ AI Ýæ×Õ¸ÇÎüý¼¼ÝìÏ÷úö.

ÝÝ¿¹ßÿ½ûÝ:

üø: https://www.fema.gov/sites/default/files/2020-03/Defense_Production_Act_2018.pdf

https://www.fema.gov/sites/default/files/2020-03/Defense_Production_Act_2018.pdf


Synopsys Confidential Information © 2024 Synopsys, Inc. 15

ÝÝ¿¹ 14110ÚÝÇÇÝ NISTßÅ¿¿ÿÝ

üø: https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-trustworthy-artificial-intelligence

https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-trustworthy-artificial-intelligence
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OWASP Top 10 for LLM Applications
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üø: https://owasp.org/www-project-top-10-for-large-language-model-applications/

https://owasp.org/www-project-top-10-for-large-language-model-applications/
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OWASP Top 10 for LLM Applications ó÷ñ×½÷
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OWASP Top 10 for LLM Applications ý»

Synopsys Confidential Information

ÍÌÝÉÏÇ
Ý½Ü½

LLM02

Ý÷ó÷ñ
Ù÷
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OWASP Top 10 for LLM Applications ý»üÎ½øÞ

Synopsys Confidential Information

ÍÌÝÉÏÇ
Ý½Ü½

LLM02

Ý÷ó÷ñ
Ù÷

LLM03

ÍÌÝÉÏÇ

Ýÿýÿµ×ÿ

LLM07

ü÷Ý­Ýß

LLMÕ÷ÌÞ

LLM08

ÕüÕú
üÇ

LLM01

Denial of 

Service ºû

LLM04

ý¯ý
íýØ

LLM05

ÿ¼ÝÝü
¶Ý

LLM06

ü÷Ý
LLM ßü

LLM09

ºû
÷¼

LLM10

DAST SAST DAST SCA

ARA SAST ARA ARA

???

???



Synopsys Confidential Information © 2024 Synopsys, Inc. 20

AIýÞïÝüÍÕøÙ



Synopsys Confidential Information © 2024 Synopsys, Inc. 21

üÍÕøÙÕÝ AI Þï½Í

ÞüÍíýØ÷

¼ÝÝ¶ÉÕ³õ

ÿ¼Éÿå¿÷

Åúÿõû»ÜÕ

ÿí×å¿ÇÜý

EXPLANATION

õ¿¬

üÍíýØÇ

õ¼Ý¶ÉÕ³õ

¬÷üýÜý

FIX GUIDE

üÍíýØÇ

õ¼Ýßüý

ÝñÝíÜÞ

FIX CODE

åÝ½Ï÷ÙüÍ

÷íÕÝ¬ç

»Ü¬¼¶

8æÐ9Ç AIý

ÞïÝíìÌÕ

Üü

FP REMOVAL

¼¬¼üÍíýØ

ÙÕÝûÿÝ

ÖÿÕßõ¼ÝÝ

»ÜôÇ¿õÝ

Ý¸ßÅ÷Ýÿü

ÜÞ

CORRELATION
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Polaris Assist: AIýÞïÝ¬÷üÜý

SaaS¾¼ÿü

SAST, SCA, DAST

Ýæúý

õýÜýÝ¶

Synopsys SIGß

ìù³ÕøÙ
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Polaris Assist
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SRM: æÐ ×ù / íÿ÷íß¼üõý

íÿÍùß

åÝ½Ï÷ÙüÍ

÷íß¼üý

õýÝíüíü¶

On-prem ¾¼ß

ASPM ÕøÙ

* ASPM : Application Security Posture Management
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SRM: æÐ ×ù



Synopsys Confidential Information © 2024 Synopsys, Inc. 26

SRM: íÿ÷íß¼üõý
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åÝ½Ï÷ÙüÍÕÝ

Üÿÿ÷ AI¬ÞñÖ¼½ý¶&?
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¼¼×

Íæßü åÝ½Ï÷Ù

åÝ½Ï÷Ù üÍ ÕøÙ

SAST DAST SCA Fuzzing

õî
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Summary

AI¬ÍÕúîõ¼¼Ì¼ÕÝÞñÖ¼¶Þ³,

åÝ½Ï÷ÙüÍÇ÷÷÷ì÷¼üÍÇÇõ

üÖõÉìÏ÷úö.

  ö­É÷þÝÅ­ÝìþïÉÿåÝ½Ï÷Ù

üÍÞûü÷ýÇÝåÝ½Ï÷ÙüÍÕøÙ÷

ÕÖýúö.
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