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Overall Deployments Commits Merge request
productivity increase increases increases
increase

e > &8 W

Increased quality Reduced number Increased Increased
through faster  of merge conflicts accessibility developer
unit testing, through satisfaction
reduced conversational
code errors interface

Context: ~100 FTE engineering team

Prerequisites: Strict governance around quality gates &
vulnerability testing coverage (SonarQube) implemented

30.0

'GhHub

=4 Copilot

20.0
15.0
10.0

5.0

0.0
January February March April May June

m Commits = Merge Requests Deployment Frequency

1. Github Copilot analysis https://github.blog/2022-08-07-research-quantifying-github-copilots-impact-on-developer-productivity-and-happiness/

2. Observations on a real case of deployment of GitHub Copilot on 100 Software Engineers
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Perceived Productivity

| am more productive

Satisfaction and Well-being’
Less frustrated when coding
More fulfilled with my job

Focus on more satisfying work

Efficiency and Flow’
Faster completion
Faster with repetitive tasks
More in the flow
Less time searching

Less mental effort on repetitive tasks

59%
60%
74%
73%
77%

88%

88%

87%

96%

We recruited

A 95
developers, and split them randomly into two groups.
We gave them the task of writing a web server in JavaScript
& 45 Used & 50 Did not use
GitHub Copilot GitHub Copilot
E 78% E 70%
finished finished

1 hour, 11 minutes » 2 hours, 41 minutes

average to complete the task average to complete the task

71 minutes | that's 55% less time! 161 minutes

a Results are statistically significant (P=.0017) and the 95% confidence interval is [21%, 89%)]
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D Scanned File

github-copilot-generated.c

Scanned File Path: file:///Users/kadu/Downloads/github-copilot-snippet-scan/github-copilot-generated.c
File Size: 3.83 KB

(Line 88 to 99)

86 )
87

B8 /* allocate a sparse matrix (triplet form or compressed-column form) +*/
89 cs *cs_spalloc (int m, int n, int nzmax, int values, int triplet)

90 {

(]1
92
93
94
95
96
(_‘ ‘r
98
99
100
01
102
103
04

105 |

cs *A = (cs *) cs_calloc (1, sizeof (cs)) ; /* allocate the cs struct */

if (!A) return (NULL) ; /* out of memory */

A->m = m ; /* define dimensions and nzmax */

A->n = n ;

A->nzmax = nzmax = CS_MAX (nzmax, 1) ;

A->nz = triplet ? 0 : -1 ; /* allocate triplet or comp.col */

A->p = (int *) cs_malloc (triplet ? nzmax : n+l, sizeof (int)) ;

A->i = (int *) cs_malloc (nzmax, sizeof (int)) ;

A->x = values ? (double *) cs _malloc (nzmax, sizeof (double)) : NULL ;

return ((!A->p || !A->i || (values && !A->x)) ? cs_done (A, NULL, NULL, 0)
t A) ;

}

® Matched Component

acado last_1_1_0_beta

License: GNU Lesser General Public License v3.0 only
Release Date: Oct 6, 2013

Matched File Path: /acado-e2ba77daa5171e589¢105¢794cbf23c4c8385dea/external_packages/csparse/cs_util.c

Snippet Match: 17%
(Line 2to 13)
| #include "cs.h”

2 /* allocate a sparse matrix (triplet form or compressed-column form) */
i cs *cs_spalloc (int m, int n, int nzmax, int values, int triplet)

LB

5 cs *A = (cs*) cs_calloc (1, sizeof (cs)) ; /* allocate the cs struct */
6 if (!A) return (NULL) ; /* out of memory */

7 A->m = m ; /* define dimensions and nzmax */
8 A->n = n ;

S A->nzmax = nzmax = CS_MAX (nzmax, 1) ;

0 A->nz = triplet 2 0 : -1 ; /* allocate triplet or comp.col */
] A->p = (int*) cs_malloc (triplet ? nzmax : n+l, sizeof (int)) ;

2 A->i = (int*) cs_malloc (nzmax, sizeof (int)) ;

3 A->x = values ? (double*) cs_malloc (nzmax, sizeof (double)) : NULL ;

3 return ((!A->p || !'A->i || (values && !A->x)) ? cs_spfree (A) : A) ;

5)

-

/* change the max # of entries sparse matrix */
int cs_sprealloc (cs *A, int nzmax)

{

» O

IN et bt Dt Dt b et e bl e e

int ok, oki, okj = 1, okx = 1 ;

SYNoPsys
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®

Biden Urges Congress to Take Action
Following Al Order

Experts Praise Executive Order for Focusing on Security Risks Associated With Al
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i Get Permission

imit developers and govts agree on testing to help
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Bk
LR

© 2024 Synopsys, Inc.

10



Al 7|CHet 2 &

= Wi 27| tHalol= 47
v' ChatGPT, Copilot
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102l 262!)

0= CHE o Al AEE™ (20234 108 20Y)

oL “gk A{al» 14 11l 29l e

OE % " Al 1 * (2023 2 1E2 E) + U.S. President Joe Biden has issued an executive order (EO) (October 30t 2023
« Hiroshima Al Process.pdf (mofa.go.jp) (May 2023 Japan)
» Commission welcomes G7 leaders' agreement (europa.eu) (May 2023)

* The United Nations announced a new Al advisory board (October 2023
e The Al Safety Summit 2023 - GOV.UK (November 2023)

v
v
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https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://www.mofa.go.jp/mofaj/files/100573473.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379
https://press.un.org/en/2023/sga2236.doc.htm
http://www.un.org/ai-advisory-body
https://www.bing.com/ck/a?!&&p=ce548d04b0863e19JmltdHM9MTY5ODYyNDAwMCZpZ3VpZD0wY2M3N2YyMC01MDg0LTYwNTQtMTYzMS02YzA5NTFhNDYxM2MmaW5zaWQ9NTI1MA&ptn=3&hsh=3&fclid=0cc77f20-5084-6054-1631-6c0951a4613c&psq=UK%e2%80%99s+AI+safety+summit+gets+thumbs+up+from+tech+giants&u=a1aHR0cHM6Ly93d3cuZ292LnVrL2dvdmVybm1lbnQvdG9waWNhbC1ldmVudHMvYWktc2FmZXR5LXN1bW1pdC0yMDIzL2Fib3V0&ntb=1
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EE: https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/execu tive-
order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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https://ai.gov https://nairrpilot.org/

&= An official website of the United States government Here's how you know v

Administration Government Research Bring your Al Make Your Apply e . o X
¢ 3 Espanol Current Opportunities v NAIRR Secure Awarded Projects About
AI.GOV Actions Use of Al and Teach Al Skills to the U.S. Voice Heard Now P NAIRR P| IOt L PF 2

PRESIDENT BIDEN

MAKING AI WORK
FOR THE AMERICAN
PEOPLE

The National Artificial Intelligence
Research Resource (NAIRR) Pilot

JOIN THE NATIONAL Al TALENT SURGE

Apply Now

mputationa
s Al. Fede
s to implement the Pilot as a

ull NAIRR impleme

Tk Spur
e innovation

INTRODUCTION

Al is one of the most powerful technologies of our time. President Biden has been clear
that we must take bold action to harness the benefits and mitigate the risks of Al. The
Biden-Harris Administration has acted decisively to protect safety and rights in the age of
Al, so that everyone can benefit from the promise of Al.

Learn More about the Biden-Harris Administration’s Actions
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EZE: https://www.fema.gov/sites/default/files/2020-03/Defense Production Act 2018.pdf
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https://www.fema.gov/sites/default/files/2020-03/Defense_Production_Act_2018.pdf

o3} NISTO| ¢ 2 ol QX

Q = NIST’s Due Dates Under Executive Order 14110

Information Technology /Artificial intelligence

* Publish Al RMF for Generative Al (GAI)

* Publish Secure Software Framework for
GAl and dual-use models

« Launch initiative to create guidance/
benchmarks for evaluating Al
capabilities

e Publish red-teaming guidelines

EXECUTIVE ORDER ON SAFE, SECURE,
AND TRUSTWORTHY ART'F'CIAL e Submit report on
lNTELL'GENCE synthetic content

authentication

* Publish guidance for
synthetic content
authentication

Executive Order Tasks =
: June 26, 2024 July 26, 2024 Dec. 24, 2024 Jan. 26, 2025
Generative Al
Secure Software
Synthetic Content * Provide test environments e Submit report to

the President on
priority actions taken
pursuant to plan on
global Al standards

* Initiate engagement with industry
and relevant synthetic nucleic acid
sequencing providers

* Publish guidelines on the efficacy
of differential-privacy-guarantee
protections

e Publish plan for global engagement on
promoting and developing Al standards

Differential Privacy

Biosecurity: Synthetic Nucleic Acid Sequencing

Test, Evaluation and Red-teaming

Al Standards
Request for Information +
Engage
FAQs
Al @ NIST

- e

XX https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-trustworthy-artificial-intelligence

SYNoPsys
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OWASP Top 10 for LLM Ap

@ owask

WASP Top 10 for
LLM Applications

VERSION 1.1

Published: October 16, 2023

HTTPS://LLMTOP10.COM

SYNoPsys

[ Lo J
Prompt Injection

This manipulates a large language
model (LLM) through crafty inputs,
causing unintended actions by the LLM
Direct injections overwrite system
prompts, while indirect ones manipulate
inputs from external sources.

Sensitive Information
Disclosure

LLMs may inadvertently reveal
confidential data in its responses,
leading to unauthorized data access,
privacy violations, and security
breaches. It's crucial to implement data
sanitization and strict user policies to
mitigate this.

ications

Insecure Output
Handling

This vulnerability occurs when an LLM
output is accepted without scrutiny,
exposing backend systems. Misuse
may lead to severe consequences like
XSS, CSRF, SSRF, privilege escalation, or
remote code execution,

Insecure Plugin
Design

LLM plugins can have insecure inputs
and insufficient access control. This
lack of application control makes them
easier to exploit and can result in
consequences like remote code
execution.

Synopsys Confidential Information

Training Data
Poisoning

This occurs when LLM training data is
tampered, introducing vulnerabilities or
biases that compromise security,
effectiveness, or ethical behavior,
Sources include Common Crawl,
WebText, OpenWebText, & books.

L Livos J
Excessive Agency

LLM-based systems may undertake
actions leading to unintended
consequences. The issue arises from
excessive functionality, permissions, or
autonomy granted to the LLM-based
systems.

Model Denial of
Service

Attackers cause resource-heavy
operations on LLMs, leading to service
degradation or high costs. The
vulnerability is magnified due to the
resource-intensive nature of LLMs and
unpredictability of user inputs.

 LLmo9 ]
Overreliance

Systems or people overly depending on
LLMs without oversight may face
misinformation, miscommunication,
legal issues, and security vulnerabilities
due to incorrect or inappropriate content
generated by LLMs.

Supply Chain
Vulnerabilities

LLM application lifecycle can be
compromised by vulnerable
components or services, leading to
security attacks. Using third-party
datasets, pre- trained models, and
plugins can add vulnerabilities.

[ Luwio ]
Model Theft

This involves unauthorized access,
copying, or exfiltration of proprietary
LLM models. The impact includes
economic losses, compromised
competitive advantage, and potential
access to sensitive information

EE: hitps://owasp.org/www-project-top-10-for-large-language-model-applications/

© 2024 Synopsys, Inc. 16
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OWASP Top 10 for LLM Applications 4|0|E S E &

LLM Application

(A d
=W

End Users

SYNoPsys

Application
Services
(Core/
Greenfield)

LLM Production Services

Plugins/Extensions

LLM
Automation
(Agents)

LLM

Model

Fine Tuning
Data

Training
Data

Training Dataset & Processing
(cleansing, anonymizing, etc.)

External Data
Sources

‘

Synopsys Confidential Information

Downstream Services

Database

Website

Core
Application
Services

© 2024 Synopsys, Inc.
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Source Code

The finding occurs in gitrepo/routes/vulnCodeSnippet.ts on line 94

} catch (error) {
const statusCode = setStatusCode(error)

res.status(statusCode).json({ status: ‘error', error: utils.ge
return

const vulnLines: number([] = snippetData.vulnLines

const neutrallLines: number[] = snippetData.neutrallLines
99 const selectedLines: number[] = req.body.selectedLines
91 const verdict = getVerdict(vulnLines, neutrallLines, selectedLine:
let hint

if (fs.existsSync('./data/static/codefixes/' + key + '.info.yml'

94 |

const codingChallengeInfos = yaml.load(fs.readFileSync('./data,
if (codingChallengelInfos?.hints) {
9¢ if (accuracy. getFlndItAttempts(key) > codingChallengelInfos.h
97 if (vulnLines.length === 1) {
SYNoPSys

H}O}
O L

FIX CODE

i = |
st Aace
MABH0] H|A|
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Polaris Assist: A& &85t 7|0|E N&

POLARIS

Software Integrity Platform’

Dev Portal @® Docs User »

S Example Application @ Project One / ¥ main (default)

@ Sotting

ummary ssues omponents icenses Branche & Setting

} v ‘ NEXT Displaying 100 out of 203 matching issues S S 7 | H F O E

dda =

| % lIssue Type Location Filename/Ori¢ Tool Type- Triage Status CWE Vulnerability Il Jira ID... Fix-By... First Detected!

0 I Improper Resource Shutdown or Rele... sre/mainfjava/org/..  Sqllnjection... SAST Not Triaged CWE-4 PD-85 Oct 19, 202... SAS I S‘ A DAS I

J J
0 I Insufficient Session Expiration src/main/java/org/.. JWTTokenja.. SAST Not Triaged CWE-6 PD-85 Feb 15, 202...

src/main/java/org)...VulnerableT.. SAST Not Triaged

HAES

E St X—” =0 |- —
Location: src/main/java/org/owasp/webgoat/webwolf/jwt/JWTToken java O E o L

e Synopsys SIG|

First Detected: Tool:

Synopesys Synopsys Confidential Information © 2023 Synopsys, Inc. 22



Polaris Assist

SYNoPsys

SY"UPSYS Dev Portal
@ Project One / ¥ main (default)

£ Example Application

Issues & License: ests Branche
‘TI NEXT Displaying 100 out of 203 matching issues
0 = Issue Type Location Filename/Ori¢ Tool Type. Triage Status CWE Vulnerability Il Jira ID-.. Fix-By... First Detected
00 B 'mproper Resource Shutdown or Rele. sre/mainfjavajorg/...  Salinjection.. SAST Not Triaged CWE-4 PD-85 Oct 19, 202...
) B Insufficient Session Expiration sre/mainfjavajorg/... JWTTokenja... SAST Not Triaged CWE-6 PD-85 Feb 15, 202...

[0 B 'mproper Resource Shutdown or Rele... sre/mainfjava/org/.. VulnerableT., SAST Not Triaged CWE-4 PD-85 Oct 17, 202...

lssue Details

Contributing Code Events

2, Verify that the token is still valid by king the setR: E Timel)’ function, Invoke the ‘setMax FutureValidityinMinutes()’ function if you need to tolerate a small amount of clock skew.

new

new wkey(secretKey getBytes(UTF_8

try

Powered by Polaris Assist 1l ¥
+. Issue Summary @ _

JwtConsumerBuilder” ignores expiration time by default. making JSON web tokens valid forever and allowing attackers a longer window to exploit. CWE-613.

+. Code Analysiz @ -
Functionality:

- This code snippet defines a private method called “validateSignature®.

- The method takes two parameters - "secretKey” and “jwt”,

- It uses the "hasText” method to check if the "secretKey” is not null or empty.

- It creates an instance of "JwtConsumer” using the “JwtConsumerBuilder” ciass.

- The “setSkipAliValidators® method is called to skip all JWT validation checks

- It sets a verification key using the "setVerificationKey" method.

- The “setRelaxVerificationKeyValidation™ method is called to relax verification key validation.
- Finally, the “build” methed is called to build and return the "JwtConsumer” object.

- The method then tnies to verify the JWT using this object and the “try” block.

- If verification fails, an exception is thrown,

Weakness: CWE-613, lgnoring expiration time in JSON web token. Impact: Attackers have 3 longer window to exploit stolen tokens due to their indefinite validity.

+. Fix Suggestion @ -

124 JutConsumerBuilder()
.setSkipAllvalidators()
.setVerificationKey(new HmacKey(secretKey.getBytes(UTF_8)))
.setRelaxVerificationKeyvalidation()
Lbuild();




116 total findings (533 types from 35,150

Filters
All findings ¥

Q Search

ty Finding Location

© Policy Violations

DISASTIG (2,449 - 17%)
panchen-demo-palicy {15 - 0.1%)
Varun BO Policy Test (36 - 0.2%)
Vulnerable to XSS (124 - 0.95%)
None (11,916 - 82.7%)

© Fix-by Urgency
Overdue (2,464 « 17.1%)

No Fix-by Set (11,952 - 82.9%)

© Type

results)

Clear All

“Java Concurrency in Practice” book annotat
[1is better written in dot notation (22 - 0.2%)
A class with only private constructors should

Abstract class does not contain any abstract

AD_No_Exploit {1 - < 0.1%}
Alert malious code (1 - <0.1%)

Always specify the columns in an INSERT sta

© Project
APAC (4 - <0.1%)

& =

Microservice1 {aroller} (2,806 - 19.5%)

Micrncanden® lue net (10 A SO0

SYNoPsys

Findings

Displaying 14,416 matching fir

Displaying all findings

1D Project
224762  WebGoat
224761  WehC

0]
N
B
:
-
&

224757
224754
224752
B 224751 webGoat
224746 at
224745

o]

37346 200 Microse

a8

246891

246749

a8

246746  webgoa
B 246702
246701

Type

Vulnerable Component

Vulnerable Compaonent

Vulnerable Component

Vulnerable Component

Vulnerable Companent

Vulnerable Component

Vulnerable Component

Vulnerable Component

Vulnerable Component

. Vulnerable Compaonent

.. Spring LDAP:2.3.3.REL

Command Injection

Cross-site Scripting (X.

Command Injection

Cross-site Scripting (X..

SOFTWARE RISK MANAGER

Tool

3 active results from Black Duck / Sec,

3 active results from Black Duck / Sec,

3 active results from Black Duck / Sec,

3 active results from Black Duck / Sec...

5 active results from Black Duck / Sec...

5 active results from Black Duck / Sec..

37 active results from Black Duck / Se..

5 active results from Black Duck / Sec.

3 active results from Black Duck / Sec.

3 active results from Black Duck / Sec.

1352

1352

1352

1352

w
e
~

. 1352

1352

1352

1352

2 active results from Black Duck / Ope...-

1 active result from ESLint / Security /

1 active result from ESLint / XSS /No |

1 active result from ESLint / Security /.,

1 active result from ESLint / XSS / No

Location

® Compoanents/spring-boot-starter-se...
© Components/spring-boot-starter-ao.
© Components/spring-boot-starter-js
© Components/spring-boot-starter-ac...
@ Components/spring-webmve:5.3.21
© Components/spring-aspects:5.3.21

© Components/xstream:1.4.5

© Components/spring-orm:5.3.21

© Components/spring-boot-autoconfi..
© Components/derby:10,11.1.1

© Companents/spring-idap-core:2.3.3....
B goatAsyncErrorHandlers: 20

B goatAsyncErrorHandlerjs: 19

B clientSideFittering js:30

B clientSideFiltering.js:31

Finding...

Existing

Existing

Existing

Existing

Existing

Existing

Existing

Existing

Existing

New

New

Triage Stat... Assigne.

NotTr..» U. »
NotTr.,. » U.. *
NotTr..» U. =
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Tool
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