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The new cloud operating model requires a new approach to security

Self-service infrastructure
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Heterogeneous Environments
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Security spans across multiple teams
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Biden cyber executive o
zero trust

eignites push to cloud,

The Biden administration issued a long-awaited cybersecurity executive order Wednesday that,
among other things, requires federal agencies to develop an implementation plan for a zero-trust
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In this document, CSPM capabilities seek to support the following activity outcomes:

e ‘ ¢ Governance and Compliance,

e Standards and Policies,
’ CSPM2| 9| e Privilege and I[dentity Access Management,
e Data Protections,
e Infrastructure and Application Protections,
Ato[E{ ko] G2 Al ¢ System Health and Resource Monitoring, and
QIAALSH H|A| ¢ Incident Response and Recovery.
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These capabilities include:
° e Security and Risk Assessments,
¢ (Continuous Monitoring and Alerting,
e Identity, Credential, and Access Management (ICAM),
o DevSecOps Integration, and
o Artificial Intelligence (Al)- and Machine Learning (ML)-Based Security Capabilities.
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TATUM CNAPP Detailed View

Artifact Scanning Runtime Protection

Web Application and
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- CVEs Cloud Configuration Exposure Scanning
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- Sensitive Data Network Configuration and Security Policy - Secrets
- Malware Cloud Infrastructure Entitlements Management - Sensitive Data
- Unknown Vulnerabilities Cloud Security Posture Management - Malware
- Attack Path Analysis Kubernetes Security Posture Management - Unknown Vulnerabilities

Data Security Posture Management - Attack Path Analysis

-— Development Pipeline Detection and Response
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TATUM CNAPP Detailed View

Artifact Runtime
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Artifact Scanning
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Artifact Scanning
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Cloud Configuration

Artifact Runtime
Scanning Protection

Cloud Configuration

* Infrastructure as Code Scanning

* Network Configuration and Security Policy
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* Cloud Infrastructure Entitlements Management
+ Cloud Security Posture Management
» Kubernetes Security Posture Management

+ Data Security Posture Management

-_——m m - Development Pipeline Detection and Response
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Cloud Configuration
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* Network Configuration and Security Policy
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* Cloud Infrastructure Entitlements Management
» Cloud Security Posture Management @
» Kubernetes Security Posture Management v

» Data Security Posture Management
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Runtime Protection
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TATUM CNAPP Detailed View
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TATUM CNAPP PLATFORM

CNAPP CWPP

Cloud Native Application
. . Cloud Workload
° Protection Platform Protection platform °

CSPM CIEM

Cloud Security - Cloud Infrastructure
Posture Management Entitlements Management
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