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Edge-to-cloud Zero Trust platform for Security-First, Al-Powered Networking

Q

SD-WAN SSE ZERO TRUST, AI-POWERED

SD-WAN, routing, WAN Optimization, ZTNA, SWG, CASB, FWaaS in a single * Al-Powered visibility into connected
network and visibility control platform devices, risk-based authentication

Secure Internet breakout Single policy engine * Role-based segmentation
Next-generation firewall Agent and agentless ZTNA * Continuous trust adjustment

IDS/IPS, DDoS defense Harmonized access across the world via e AlOps, Al Search with natural language

End-to-end network segmentation a cloud-backbone of AWS, Microsoft using LLMs
Azure, Google, and Oracle
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Laptop Mobile Data Center Public Cloud Saa$S Internet

HPE
GreenLake

Edge-to-Cloud Zero Trust Platform
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EdgeConnect SD-WAN S8 &

E; Multi-cloud networking

C Dynamic routing with BGP and OSPF support
2@.;\ App performance with SaaS and WAN

I[ Network visibility and reporting
:j Automation and zero-touch provisioning

Built-in next-generation firewall including
IDS/IPS, DDoS defense and role-based
segmentation

Optimization & Path Conditioning

E—

Traditional branch office

ECE

WAN
SD-WAN Opt

Firewall

v

D &

Router Visibility

Secure WAN Edge

A

EdgeConnect SD-WAN
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HPE Networking EdgeConnect SD-WAN

SD',WAN orCheStritor SD-WAN Orchestrator

Centralized policy orchestration,
| monitoring and reporting

L
(on prem, cloud or as-a-service)
|
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EdgeConnect EdgeConnect EdgeConnect
SD-WAN SD-WAN SD-WAN
(Physical) (Cloud)

EdgeConnect SD-WAN Appliance

Unified SD-WAN edge platform: routing,
security, SD-WAN and WAN Optimization
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WAN Optimization

On-demand WAN Optimization
WAN Optimization (Optional)

@ Dynamic Threat Defense
Enables IDS/IPS (Optional)

Dynamic Threat Defense
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Path Conditioning

* Overcome the adverse effects of dropped and out-of-
order packets that are common with broadband internet
and MPLS connections

WAN Optimization

* Leverage TCP Protocol acceleration and data compression
techniques

Find the best path and the shortest route to the closest
point of presence to accelerate SaaS applications

Real time Applications

* Experience consistent application performance including
high quality voice and video over broadband connections.

=M=t WAN 715 Vs, 2 A O EE[A 0 Edy S 28 52 ELHE

Best voice and video experience
over any transport
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Tunnel Bonding +
Path Conditioning
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Tunnel Bonding
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Application Group
Application

Address Map

Domain

Geo Location

Interface
Protocol

DSCP
IP/Subnet

Port

Traffic Behavior
Overlay

Fabric or Internet
User Role

E—

Match Criteria

Select Match Criteria

Application Group

Application

Address Map

Domain

Geo Location

Interface
Protocol
DSCP

IP/Subnet

Port

Traffic Behavior
Overlay
Fabric or Internet

User Role

Summary

Type to select

Type to select
Fewer Options

Examples: *Office365*' or 'Skype*' or "*Dropbox Inc'
O src:Dest  +Attributes

DNS to match. Use "*' in the beginning or end to match anything

() src:Dest
Location name. Use "' in the beginning or end to match anything User Nam e
() Src:Dest

User Group

Type to select

Use[ Device
User MAC

any

Example: 1.1.1.1/32 or 1.1.1.1-220 or fe80::204:23ff:fed8:4ba2/128 or fe80::204:23ff:fed8:4466-4999

O src:Dest | 1ps | Groups

Example: 80 or 20-30 or 4|8[10

O src:Dest ‘ Ports ‘ Groups

Idle v
Select... v
Internet v

Enter Role

D Src:Dest
More User Profile Options

Protocol ip, Traffic Behavior Idle, Fabric/Internet Internet

Match Criteria

Select Match Criteria

Application Group ()

Application [

User Role O

User Name
User Group
User Device

User MAC

More Options

Fewer User Profile Options

Enter Source User Name

Enter Source Group

Enter Source Device

Enter Source MAC in X00000000CXX format

13
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Business Intent Overlay: &4 €5 23S D2{st dM 7|8  EQ3 47

Apps, laas, PaasS

Real Time Overlay

]

Video, voice

Critical Apps Overlay

SUS <

S’

A Microsoft Azure ORACLE’

Default Overlay

Circuits

@ MPLS
@ Internet

@ LTE
(Backup)

MPLS

Internet

LTE
(Backup)

MPLS

Internet

LTE
(Backup)

Bonding + SLA

Availability

Loss: 1%
Latency: 400ms
Jitter: 200ms

High
Quality

Loss: 2%
Latency: 600ms
Jitter: 300ms

High
Efficiency
Loss: 5%

Latency: 800 ms
Jitter: 500 ms

Topology

Saa$, Cloud, Internet Apps

2Zo0om
00 webex
8x8

RingCentral

B8 Microsoft 365
23 Dropbox

w&ﬁ%y o slack

—_—
T._.
L ]
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2 YouTube

I sse

)L SSE

Internet Policy & Security

Best Circuit +
Local Firewall

Overlay Defaults

FW Zone: Real Time
QoS: Real Time

Local Datacenter
=]

WAN Opt: Disabled

Firewall (Backup)

Best Circuit +
SSE

FW Zone: Restrict

QoS: Enterprise

Datacenter
Eﬁi (Backup)

WAN Opt: Enable

Load Balance +
SSE

FW Zone: Default
QoS: Best Effort

Eﬁi Datacenter

WAN Opt: Disabled|

(Backup)
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Tunnel Charts
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7kA1‘d: Flow BLE{& —WAN 7} Egl= BL|E{

| Flows x|
Application | Type to select 1P/Subnet | any Zona Overlay Transport Flow Characteristics
Src:Dest From:To \T] loosted
App Group [ Type to select O O RECREATIONAL SD-WAN [ | Routefbropped
VAN SSE Breakout Dropped
Role Port | any DEFAULT Underlay IPS Dropped Embryonic
O src:Dest DSCP | any v BESTEFFORT Check Point CloudGuard Pass-Through Asymmetric
User Name N ) ; . .
seqment GUEST Perimeters1 Slow Devices
v
gment. | Any Protocol [ e ] REALTIME Skyhigh
n Started [ Last 24 hr v Domain | Type to select Include EdgeHA () Include Built-in (]
Ended Ended [Last24hr ~ | puration | Any ¥ Bytes [Total V| </ ® Filter e e Clear
4 mins
Flows @  Active 366 Pass-Through 41 Asymmetric 22 | Displayed 922 () Matched 922 Display | DNS & IP v Reset Flows ¥ Reclassify Flows Export AN VAN
922 Rows, 1 Selected Search
Appliance Detail fihart | Start Time ~ | Uptime Overlay User Name | Protocol Application 1 Portt P2 Port2 Inbound Bytes Outbound Bytes Inbound Tunnel Outbound Tunnel
Kennesaw3-Powers ! 15:20:28 7m 10s BESTEFFORT  ¢85b7656096f tep Nest_AwareVideo 57905456 (192.16... 52187 trapworker257-usi.dropca... 443 16M .I 164K to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B...
Kennesaw3-Powers 15:20:27  1m3s  BESTEFFORT  c85b7656096f  tep Nest_AwareVideo 57905456 (192.16... 52186  oculusd630-usl.dropcam.c.. 80 ok || 4 to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B
Kennesaw3-Powers 15:16:53  4m36s  BESTEFFORT  c85b7656006f  tcp Nest_AwareVideo 57905456 (192.16... 52170  trapworker286-usl.dropca... 443 s.am [ s6x to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B
Kennesaw3-Powers 15:16:45  1m10s  BESTEFFORT  c85b7656096f  tcp Nest AwareVideo 57905456 (192.16.. 52169  oculusd630-usi.dropcam.c.. 80 ok || 4% to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B.
Kennesaw3-Powers 150731 375 BESTEFFORT  089798bd2792  tep Adblockplus 192.168.11.221 60558  easylist-downloads.adblock... 443 stk [] ¢ to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B
Kennesaw3-Powers 14:47:05  30m 50s  BESTEFFORT  c85b7656096f  tep Nest_AwareVideo 57905456 (192.16... 52074  trapworker315-usl.dropca... 443 7ov || 2 ™ to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B..
Kennesaw3-Powers 14:47:04  1m3s  BESTEFFORT  (85b7656006f  tep Nest_AwareVideo 57905456 (192.16... 52073  oculusd630-usi.dropcam.c... 80 ok [] ax to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B.
Kennesaw3-Powers 14:41:22  6m44s  BESTEFFORT  c85b7656096f  tep Nest AwareVideo 57905456 (192.16.. 52048  trapworker185-usi.dropca... 443 13m [ 132 to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_B
Kennesaw3-Powers 144121 1m3s  BESTEFFORT  c85b7656096f  tep Nest_AwareVideo 57905456 (192.16... 52045  oculusd630-usl.dropcam.c.. 80 ok [] 4k to_FAST2-AWS_BESTEFFORT  to_FAST2-AWS_{ Flow details for IPL: 102.168.11.151 Portl: 51036 IP2: 35.186.34.223 and Port2: 443
Kennesaw3-Powers 14:28:39 375 BESTEFFORT  089798bd2792  tcp Adblockplus 192.168.11.221 60397  easylist-downloads.adblock... 443 61k || 2« to_EAST2-AWS_BESTEFFORT  to_EASTZ-AWS_|
General Optimization TCP NAT AVC/DNS Internet Performance User Details 1P1 P2
Kennesaw3-Powers 14:20:27 375 BESTEFFORT  3c7c3f0d0etl  tep Adblockplus 192.168.11.202 50826  easylist-downloads.adblock... 443 61k ]2 to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS
N N , - X N ~ i Optimization
Kennesaw3-Powers 14:12:30  20m45s  BESTEFFORT  c85b7656006f  tcp Nest_AwareVideo 57005456 (192.16.. 51936  trapworkeri84-usi.dropca.. 443 7av1 || 2 & to_EAST2-AWS_BESTEFFORT  to_EAST2Z-AWS
Map Name PRODUCTION
Kennesaw3-Powers 14:12:31 im1ls  BESTEFFORT  c85b7656006f  tcp Nest_AwareVideo 57005456 (192.16.. 51934  oculusd630-usi.dropcam.c.. 80 ok ] ax to_EAST2-AWS_BESTEFFORT  to_EASTZ-AWS_|
Kennesaw3-Powers 14:12:01 2m13s  BESTEFFORT  3c7c3fod0etl  tep Youtube 192.168.11.202 50808  edgedl.me.gvti.com (34.10.. 80 12w || ok to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_( [l TCP Acceleration Configured
) a R o i i TCP Acceleration Status
Kennesaw3-Powers 14:06:17 ~ 7m24s  BESTEFFORT  (85b7656096f  tcp Nest_AwareVideo 57905436 (192.16.. 51913  trapworker227-usl.dropca... 443 160 [l 165x to_EAST2-AWS_BESTEFFORT  to_EAST2Z-AWS )
TCP Acceleration Info
Kennesaw3-Powers 14:05:30  1m49s  BESTEFFORT  c85b7656096f  tep Nest_AwareVideo 57905456 (192.16... 51910 trapworker397-usl.dropca.. 443 5t || 19k to_EAST2-AWS_BESTEFFORT  to_EAST2Z-AWS .
Kennesaw3-Powers 14:05:23 1m 565 BESTEFFORT  c85b7656096f  tcp Nest_AwareVideo 57905456 (192.16... 51909  oculusd630-usi.dropcam.c... 80 6K ﬂ] 5K to_FAST2-AWS_BESTEFFORT  to_FAST2-AWS._| Proxy Remote Acceleration No
SRDF Acceleration Configured  No
Kennesaw3-Powers 14:04:45 235 BESTEFFORT 089798042792  tep Adblockplus 192.168.11.221 52788  easylist-downloads.adblock... 443 seak | sk to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS_ |  SRDF Acceleration Status No
Kennesaw3-Powers 14:02:51 2 REALTIME graysonpowers  tep CCE 192.168.11.220 52951 config.edge skype.com (52.... 443 P ES to_EAST2-AWS_REALTIME to_EAST2-AWS SSL Acceleration Configured No
SSL Acceleration Status No
Kennesaw3-Powers 14:02:51 33s REALTIME graysonpowers  tcp Webex 192.168.11.220 52962 ocsp.digicert.com (192.229.... 80 lK" 655 to_EAST2-AWS_REALTIME to_EAST2-AWS, SSL Ao
SL Acceleration Reason
Kennesaw3-Powers 14:02:51 335 REALTIME  graysonpowers  tep Webex 192.168.11.220 52063 ocsp.digicert.com (192.229... 80 k[l est to_EAST2-AWS_REALTIME to_EAST2-AWS_{  ISCSI Acceleration Configured  No
Kennesaw3-Powers 13:47:48  4m2s  BESTEFFORT 089798042792  tep Youtube 102.168.11.221 64735 lytimg.com (172.217.10.214) 443 20k || 2x to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS,
Netwark Memory Minimize Latency
Kennesaw3-Powers 13:47:47  4m4s  BESTEFFORT  089798bd2792  tcp Youtube 192.168.11.221 64731 lytimg.com (172.253.124.1... 443 7ak || 3% to_EAST2-AWS_BESTEFFORT  to_EAST2-AWS Header Compression Yes
- 12.47.06 Am3c | RECTEEEADT  080708hA2700  ben i 109 182 11 921 £4796 | snansrvonstibo com (64922442 o Y b EACTI.AWE RECTERENDT  tn EACTI.AWK Payload Compression Yes

Confidential | Authorized |
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ThA
Application Bandwidth
25 Rows

<-- Reduction %

Iemp 0
Office365CommonDefault 0
Ms_terminal_services 0
Windows 0
Http 0
WindowsUpdate 0
SharePointOnlineDefault 0
SilverPeakCloud 0
Msn 0
Office365Common 0
SkypeForBusiness 0
Https 0
Dns 0
Akamaized 0
others 0
SkypeForBusinessDefault (1]
Doubletake 0
Pstatic 0
Naver 0
Silverpeak_gms
Xboxlive 0
Hadoop 0
Ndmp 0
AmazonCloudFront 0
Azure 0

<-- Bytes

LAN [ WAN

Search

Bytes --> =

1.4 [ I+ =

som [ som
7.2k [ sem
1w 11m
121 ]| s.om
124m[]] s.0m
a8m|| 4.2m
1am ]| 1.om
7.6m ] 1.8M
133m[J] 1m
26m | 1.3m
23] sosk
13m]] 30K
554K [ ] 307k
1.3M [ | 208k
a7k || 113x
a.2m] sax
416k || s0x
L2m]] sk
so7k || 21k
ok || 11x
157k || s.6%
371k ]| 4.2¢
107k ] .0%

Reduction % -->

Application Bandwidth € Refine by domain

[] ian [ WAN
50 Rows Search
Inbound Outbound
Application Reduction % Bytes Bytes Reduction %
*amazonaws.com (HTTPS) 1.4 0
Image-Server V4 el 73.4
I *windowsupdate.com (HTTP) 49.9 97.4 I
*googlevideo.com (HTTPS) 0.8 E [ e 0
*gnu.org (HTTP) 49.2 3.86 1.96 95.2
*samsungcloud.com (HTTPS) 11.7 1.4G _- 1.5G 0
Autosupport 13 136 [ [ 136 0
Jenkins 1.8 1.1G 1.0G 0
I nfs 95.8 146 [ J14e 95.7 I
R
*office365.com (HTTPS) 0 1.16 [ ] 109m 0
*speak.local (HTTPS) 8.3 76om [J] [l s19m 33
*silverpeaksystems.net (HTTPS) 5.4 416m [J] [ 482m 0
*cloudfront.net (HTTPS) 2.9 agom [[] ] 253m 0
google.com (HTTPS) 6.9 asom [J] [] 286m 1.9
*cdninstagram.com (HTTPS) 0 agom [J] ] 240m 0
*webex.com (HTTPS) 1.8 333m ][] 190m 0

o E&l#lo]d

L =2

Il
=

SRHWANZIS 22 BLEHEY
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== “Sneaker Net” =)

S Y
Tpl O

Manual

HPE Aruba

Aruba

EdgeC t
Updates, geConnec

Licenses

Isolated Network

E—

Download

HPE Aruba
Cloud Portal

— @Authenﬁcafe
upload o
Orchestrator o

Air-gap
Portal

License File and
Supporting Data

Connected Network
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SD-WANO| A

on Groups Application Definitians
Groups. Appiramrl youtude :
34 Rows
wlication
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HPE Networking approach to Zero Trust and SASE

Apply zero trust security controls to protect users and applications, no matter where they connect

HPE Networking SSE

* Cloud-native

* Unified policy management
* Global PoPs

HPE2..5bS
Unified SASE

J

EdgeConnect SD-WAN
* Secure SD-WAN

* Multi-cloud

* Improved QoE

Al

HPE Networking Central

* Al-powered client visibility & profiling
* Dynamic Segmentation

* Continuous Monitoring

: ° AIOps and GenAl

HPEL ]
GreenlLake
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