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PLC &4 (Evil PLC Attack)

Initial Access

|
\ Attacker

Customer A

1 Attacker scans for interat-facing devices

2 Attacker infects the PLC with Evil PLC Attack
SHODAN -+ wsesv e

4 Attackor faults or stops the PLC

3 PLCis now
weaponized

5 Engineer connects
%o diagnose the PLC
and gets exploited

Engineer
A visualization of an attacker using the Evil PLC attack to gain a network foothold, B
before infecting engineering workstations, and accessing the OT network. -
Traveling Integrators
Integrator Corp
| R
Enginering
Workstation
I-I s compromised
Engineering Workstation
4
2 Upload Procedure Download Dewnioad
Maliclous Maliclous
Logic Logic
Customer A Customer B Customer C
1 H
vancious 5 ;
Engineering H
workstations

Download .
Procedure

Attacker pLC

ara now
compromised

Payment will be raised on

Time Loft

Your files v be lost on

Time Left

Evil PLC Attack

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

M our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time,

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

Butif you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Bl Ao, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this addre:
bitcoin
T T
Demo by CLAROTY Research
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Device IDs

Versions & Names

Network

Location

Custom Attributes.

#ID: BWMBLHUKGT

Add Notes
+ High Priority  Require Patch

DEVICE INFORMATION

10262928 O OAGSBCOLFE29 Randomnized Locally Admini

ECL] bl = Y
KHAF Al _ XpAF X H XHE AF] ———
| - E - o -I- s ‘ FECEFTS
I EEER
Device Information Device Cards Risk & Alerts Vulnerabilities Location Communication Map Network Activity History
® BME P58 4040 Schneider Electric RISK SCORE: HIGH (55.7) w

£ 18C Techs W A Maintenance

10262964 B : 0020 F3768E15 : Quantel Ltd = o Convel Sehneider Elecrric
PLC BME PS8.4040 Physical Stationary SE0OTI24 High
Levell
0270-T1
Corporate Default Re VLANT24 VLAN 124 Ethernet
Corporate Default 124 VLAN 124 VLAN 124 Ethernet
Sttie 26/04/2022,2:05am - 25/09/2022, 830 am
Static 27/04/2022, 738 am 17/08/2022,1216 am
Albany 00TI95B00S3B Fahlz dep 6KOLF 25/09/2022. 854 am

o 3 1 N
2022-09-03 00118:26.971696+00:00 Building 20 N N/A N/A

Hob 4o ZRotEE N&

- O,

5 mpof 222t OFs Lt
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DEVICE CARDS

Device Cards (6)

Slot 0 - Empty
Slot 1- Empty

Slot 2 - Network Card 2

2% ZHZE|T IS

UL L R —

ECE] LE] g

HerEanEd By
HEHINSE

‘ - -
provene ‘ =
I EEER

.
.
H
v
CARD NAME CARD TYPE CARD NAME CARD TYPE
Network Card 7 Network Card crUB CPU
] ~t w ~
E -?U -:% g CARD MODEL CARD MANUFACTURER CARD MODEL CARD MANUFACTURER
] 4] Z U 1] _ ) .
x x B x =  TM22ICEI6R Schneider Electric > BME P58 4040 Schneider Electric
] 5 5 & 5 5
: : : 2 2 -
© @ L]
z =z g % % CARD APP VERSION CARD SERIAL NUMBER 5 CARD APP VERSION CARD SERIAL NUMBER
L + n iy e n
1.5.01 SE007125 02.70-1 SE007130
8 5 B 5
n n n n
CARD IP CARD MAC CARD OS CARD SLOT NUMBER
10.26.29.64 00:80:F5:76:8E15 Proprietary 8
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/!  Vulnerabilities

Total 93,253 Relevant 1209

ey
Device Filters < [S\K?Neme - ][ Network v ][Ca(fgar:« - ][ Sub-Category v ][‘M;rfu’iwei.v-.].[ Device Type ] Model v Vulnerability Rffevance v

Showing: 10 Vulnerabilities, 32 CVEs

Sorted By: ( RELEASE DATE IDESCI | Filters:
RELEASE —;  VULNERABILITY -
DATE NAME
o8/05/2022 K23605346
800 pm (BIC-IP)
25/01/2022

CVE-2022-22587
7:00 pm
23/08/2021

CVE-2021-30860
800 pm
23/08/2021

CVE-2021-30858
800 pm
03/05/2021 DSA-2021-088
800 pm (Dell driver)
30/06/2020 K52145254
800 pm CVE-2020-5302

AFFECTED DEVICES

VULNERABILITY -

Dlatform

Platform

Platform

ACTIVELY EXPLOMED ) ( RISKSCO

cvEs =|

CVE-2022-1388

CVE-2022-22587

CVE-2021-30860

CVE-2021-30858

CVE-2021-21551

CVE-2020-5302

938 @

78 @

88 @

78 @

98 @

.‘

RE x| ResetFilters &

68 @

68 @

46 @

0@

DESCRIPTION

This vulnerability may allow an

unauthenticated attacker with

network access to the BIG-P system...

A memory corruption issue was
addressed with improved input
validation. A malicious application
An integer overflow was addressed

with improved input validation.

Processing a maliciously crafted PD.

4 use after fres issue was addressed

with improved memory

management. Brocessing malicious! -

Dell dbutil_2_3:sys driver contains an
insufficient access control

vulnerability which may lead to
Avulnerability affecting F5 BIC-IP
devices This vuinerability allows for

unauthenticated attackers, or...

Search Q

O selectan (3/5)

Search

arFeflt [ very Low iENDATIONS =1
0O Low
For t! coflmend installing a version
W Medium
advisfih linfihe “Fixes introduced in"
High
niofe ® 119 nnfh the advisory. Until it is
W Critical
eppiflc R - r@ommends users of the

[P

2142l Aro|H By of Y

I kLl &Y 3

"rl"*fﬂ&i'—la‘a &2
nude | FECErE

SOURCE () ACTIVELY EXPLOIT
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Actively Exploited JIECTHE]

153 Apple macOS Big
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REET

Alert Information Affected Devices History

OT Vulnerability (aert #5667

An OT vulnerability was identified. Affecting 89 devices from 5 different models (ICSA-22-130-08)

D ALERT INFORMATION

ALERTSTATUS ALERT CATEGORY AFFECTED SITES DETECTED
Unresolved Risk 3 sites 25/09/2022,1218 pm

LABELS

+ Add Notes
High Priority
wns
Vulnerability Info ___...--“"
anunt®
PETT LA
VULNERABILITY NAME VULNERABILITY RELEASE DATE CVES __...---"' CVSS BASE SCORE
.

ICSA-22-130-06 2/8/2022 CVE-2021-3712 e L 74 (v3.0)

581v2)
DESCRIPTION

CVE-2021-3712 - ASN strings are represented internally within OpenSSL as an ASNI_STRING structure which contains a buffer holding the string data and a field holding the buffer length. Thi:

repesented as a buffer for the string data which is terminated with a NUL (0] byte. Although not a strict requirement, ASN strings that are parsed using OpenSSL's own "d2i" functions (and other similar parsing functions) as well as any string.-

NATIONAL VULNERABILITY DATABASE

CVE-2021-3712 Detail
UNDERGONG REANALYSIS

Current Description

-

Severity

8 . Sevnrie ot Merien

| g

e scocr Vecaas S5 LM NAC KSR WA SIS KA

Recommendations

MELSOFT GT ORC UA Cliz
and block acc
all control

pdate to 1.03D or laterGT SoftCOT2000: Update to 1.275M or laterWhen connecting the products to the Internet, us
ed networks and hosts.Update the OPC UA server to the latest version.|nstall antivirus software. Restrict physical ac
tem devices and/or systerns, and ensure they are not accessible from the Internet. Locate control system networks and remote devi
secure methods, such as Virtual Private Networks [VDNs], recognizing VDNs may have wulnerabilities and should be updated to the most current version available Alsa recognize VPN is only as sec

wirtual private network (VPN, etc ) to prevent spoofing and sniffing.Use the preducts within the LAN
0 computers and network equipment that use the
behind firewalls and isolate them from the busine:
cure as

ted products Minimize network exposure for
rk\When remote access is required, use
connectad devices
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[The Hacker News

OpenssL, 2712] M2 HZE7t 52 H AT e A 54

108 25% OpenSSLE OpenssL BT 2072 ChE Bl AT HoFo| s A7t 222 Zol2tn SEHSLC of YEE F2|28thTE B4 FUFe 451 gl of
ol =58 = Qs ZES AIZHE BUSUCE NE12 OpenssL2 HiH 3078 EAlOIR TH 0| EDto] FZHo| ZAroh 2t M s BEAE HYHO0| A= g2 AR Y
TOIDSREUC 22|20 s F HME 4= 52 22 =250 AUEL0 3,07 22|20 27 OpenSSLHA CVE-2022-3786 B CVE-2022-3602, AH| = HER 0|01 2 5 U
S 4 HH 2uEZ oz B2H 20215 98 0|20 AHSE 5= Gl OpenssL HT 3.0 o0l & O/FLCH

e

OpenSSL30 AL AHE OpenSSL3.0.72 97180| S0 B

2022H108 Y, 22 84

2217l

SIEMENS

SIMATIC 572] 98t 7| B3 H U4
Siemens Simatic PLCS| FAEE 4B3ei SIE ZYE 22 70 P 7|15 YR FAS Ao{T &= UG LIS FF L FR7t o B Y=E ASSY TH SIMATIC 57-
12001500 A& 2212 &4AZE 5= ASLICH

2022410218, 2T 104 568
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Building Management Control Opera. P. Com. GC. General loT Mobil..  Physi. — Comp.. Servers

2 g o @

BACnet Broadcast Ma...
BACnet Router & BBMD
Building Autamation _
Building Autamation _
Temperature Sensor
Engineering Station

Vending Machine
Network Scanner

BACnet Router
Fire Alarm Panel
Room Menitor
Controller
pLC
HMI
RTU
Intercom
VolP Phone
Digital Sign
Clock
Mabile Printer
Point-of-Sale
Printer

LS
Time Clock
Domain Server
Server

BACnet Broadcast Manageme.

BACnet Router

BACnet Router & BEMD

Building Automation Controller

Building Automation Device

Fire Alarm Panel

Building Management

Room Monitor

Temperature Sensor

Controller

Control

PLC o 0@
Engineering Station [ ] @ srnsennnnny >
HMI @
all RTU (] [ ]

Intercom

Opera..

m..

38 VolP Phone

dl Digital Sign

‘ Clock
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c@ CLAROTY RECOMMENDED POLICIES (O
Showing: 15 Recommended Policies
Sorted By: | MATCHING DEWICES (DESC) Search Q
POLICY — = = = MATCHING — POLICY POLICY —
D =l POLICY SOURCE =| POLICY NAME =] APPLIED MODELS =| (6] DEVICES =t RULES =1 ACL =l
1747-L553/C CN13 - DC 3.54,
#RD221 @ Recommendation PLC - Rockwell 1756-ENBT/A, 1763-L1I6BWA 76 12 Rules ACL
B/14.00, 1794-AENT/B H '
.
Policy 'PLC - Rockwell' - ACL %
#RD144 @ Recommendation Clock - Primex - SNS SNS Clock
© Aiterations may be required to apply these rules to your network
- - Cisco ¥ ® Wired Bwik Wi cisco
#RD147 @ Recommendation Time Clock - Kronos InTouch 9100
HPE
Building Automation
H#RD91 (@ Recommendation Controller - Johnson NAE, NCE
Controls
i PanelView Plus_7 Standan
#RD222 @ Recommendation HMI - Rockwell
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Commun g Dé ...’0.

T a 2,

com ac wasacuRen 31 e wooes ’."..’

= - e 2, Buikding Automation Device - "".

=3 1085734 O0IOTFTHBOC! i Simons Building Automation Device CPIN Cumn:::‘:a’(?w’ Communicating

e .

nwulile e | ®
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o

Deviating Traffic

Out-of-Policy Communication e siooooos

Policy deviation was detected in

PLE - Rockwell Palicy by 3 Rockwell Automation 1756-ENBT/A devices O

D ALERT INFORMATION

Recommendations

5} DEVIATING DEVICES

——
G ALERT INFORMATION

| E 943
AZX|%| 8}

7|& SOC &t (SIEM, SOAR

=jupis

Suspicious Device Behavior (aker: =1000040)

A device was observed communicating to a su

bstantial amount of malicious |

P addresses

@ ResolveAll || @ Acknowledge

J— J— J— - -
uuuuuuu e Threat Columbia 04/11/2022,706 am 04/11/2022, 106 am
-
+ Add N D) + Add Assigness
)
g AFFECTED DEVICES (O
B ) (oo | b DEVIATING TRARRIC
Totall reaveso | & DEVIATING TRAFFIC
Showing: 1 Devices Showing: 1 Trafflc Record
Sorted By: | DEVICEID (450) Sorted By: | LAST COMMUNICATION [DESC)
O e 3 e 3 P DEVIATING DEVICE FIRST LAST
et P PROTOCOL =/ PROTOCOL =| DSTIPS =| PORTS. =1 DST PORTS = | =1
=3 Columbia 010855 1013415976,
3 ubDP NetBIOS 10.13.88.107, 137 137 H/OE/ZGZZ OE/IG/ZGZZ
10.223.240.156
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