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FOR maven-central 9 33 50

o Thu Jul 25 2019 at 12:12:45 PM ARTIFACTS IDENTIFIED ~ SECURITY ALERTS  LICENSE ALERTS
T 100% of 269 TOTAL 25 s Affected

AGE moments ago

FORMAT maven2

@ Security Vulnerability Summary ® License Analysis Summary
Critical (7-10) Copyleft 2%

:

Severe (4-6) Non Standard Not Provided

Software Supply Chain 2]

ag— #OFY, 20| M2 Issue 5

o .19
view By: | @ Vulnerabilities - | I | < ’O | .I-l l — 1
Threat Level + Problem Code Group Artifact Version
9 CVE-2017-1000487 org.codehaus.plexus plexus-utils 3.0.13
CVE-2017-1000487 org.codehaus.plexus plexus-utils 151
CVE-2017-7525 com.fasterxml.jackson.core Jjackson-databind 215
CVE-2017-1000487 org.codehaus.plexus plexus-utils 3.0.15
CVE-2017-1000487 org.codehaus.plexus plexus-utils 145

org.codehaus.plexus

[ ]
CVE-2017-1000487 org.codehaus.plexus plexus-utils 205
CVE-2017-5929 ch.qos.logback logback-classic 1.07
CVE-2017-1000487 plexus-utils 156

CVE-2017-1000487 org.codehaus.plexus plexus-utils
CVE-2017-1000487 org.codehaus.plexus plexus-utils Sonatype Nexus Repository Manager
CVE-2017-1000487 org.codehaus.plexus plexus-utils PRO 319.0
CVE-2017-1000487 org.codehaus.plexus plexus-utils
Browse - / .
= Browse / & maven-public
Q Welcome
HTML View
» Q Search B3 antir
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Manager S
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L L— g g - E +-[ avalon-framework
+-[ backport-util-concurrent

2 H (Release cee

- classworlds

Candidates) ¥AE=F i

+-[ commons-beanutils

_Tl_l- E | +-[ commons-chain
L

—- commons-cli

SOMNATYPE NEXLUS REPOSITORY

#1 RANKED

—-= commons-cli
REF IRY MAMAGEF u@m
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Pro

World #1 Repository
Manager

SONATYPE NEXLUS REPOSTORY

#1 RANKED
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=0t M| 33HH Nexus Repository Pro= *1|
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FOR Central

ON Thu Aug 20 2020 at 6:51:05 PM

AGE 8 minutes

Issue Summary

Security Vulnerabilities

License Warnings

4670

COMPONENTS IDENTIFIED
100% of 4670 TOTAL

@ Get Nexus Firewall

Benefits

@ Stop bad components at the front

Nexus Repository
OSS

Nexus Repository
Pro

Critical (7-10) m Copyleft
door
Severe (4-6) m Non Standard
O Automatically shield your software
Moderate (1-3) | | Not Provided from open source risks
Thraat 50100 150 200 250 300 350 400
Level o0 A0 en SR SR AR Weak Copyleft | | Learn More
9 L [ [ [ | ]
8 EEEN Liberal
7 1 [ | | | |]
6
5
What should | do with this report? View Detailed Report
View By:| (@ Vulnerabilities - View By:| () Artifacts .
Threat Level Problem Code Group Artifact Version License Threat - Declared License Observed Licenses it
7 4 CVE-2010-2076 org.apache.cxf cxf-common-utilities 224 | [eR Apache-2.0 Apache-2.0, GPL
CVE-2011-3180 org.apache.tomcat coyote 6.0.33 BMocrL20+ Apache-2.0+, BSD, EPL- Apache-2.0, BSD, EPL-1
e b b Lok MoceL crL20 CDDL, GPL, GPL-20  Not Provided
osvdb-67294 org.apache.cxf cxf-common-utilities 22
. GPL, GPL-2.0 CDDL, GPL, GPL-2.0 Not Provided
osvdb-24363 struts struts 1.1-rct
.GPL-2 0, GPL-2.0+ = Apache-2.0 Apache-1.1, Apache-2.0,
osvdb-67294 org.apache.cxf cxf-common-utilities 224
WGP GPL20 CODL, GPL, GPL-2.0 Not Provided
CVE-2011-3180 org.openl.rules org.openl.rules.tomcat.lib 572
osvdb-74818 org.ow2 jonas.assemblies.profiles = jonas-full 5.3.0-M2 | _[8 Apache-2.0 Apache, Apache-2.0, GP
CVE-2006-1547 S s aias [N AFL-2.1, Apache-2.0,BS  AFL-2.1, Apache-2.0, BS
osvdb-67294 org.apache.cxf cxf-common-utilities 212 MocrL20+ GPL-2.0-with-classpath- GPL-2.0+
CVE-2010-2076 org.apache.cxf cxf-common-utilties 22 - GPL Apache-2.0 Apache-2.0, GPL

Group Artifact Version
org.sonatype.configurat base-configuration 11
biz_source_code baseB4coder 2010-12-18
org.glassfish.core glassfish 3.1-b13
org.glassfish javax jms 31
org.apache.servicemix = servicemix-scripting 2008.01
org.glassfish javax transaction 10.0-b28
org.apache.camel camel-jms 230
org.cometd cometd-demo 113
me.springframework spring-me-sample-j2 10
org.apache.camel camel-core 210
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Sonatype Al A2 Opensourced| CHBt
MIMe J|Hto 2 20l X}ChSEALE QHA 0|

I ® You are protected Firewall is currently monitoring 300 comp in 1 repositaries
Quarantine Auto Release from Quarantine Quarantine Auto Released from Quarantine
Status Status
® Active ® Active 230 70
on 1 of 1 repositories releasing 3 of 5 policy components in quarantine components released
condition types month-to-month
Configure View Auto Release Quarantine

Firewall

Quarantine

THREAT POLICY NAME

Shift Security Left

®10 Security-Critical
® 10 Security-Critical
@10 Security-Critical
e 10 Security-Critical

® 10 S rmies Feisiant

Upcated 11:50:28 p.m. 2021-05-10

QUARANTINE DATE COMPONENT

2021-05-10 com.pojosontheweb : woko-blobs-web : war : 2.2-beta?

2021-05-10 org.mule.examples : mule-example-errorhandler : zip : 3.4-M1
2021-05-10 org.atmosphere.samples : atmosphere-twitter-live-feed : war : 0.8.2
2021-05-10 smartrics.restfixture : smartrics-RestFixture : zip : bin: 4.0

a4 A an SO FUN SR S Y

e s Auto Release from Quarantine

COMPONENT

QUARANTINE DATE

org.apache.directory.studio : Idapservers.apacheds.v154 : jar : sources: 2.0.0:v20120111  2021-05-10

org.glassfish.grizzly : grizzly-http : 2.1 2021-0510
org.ow2.jonas.autostart : jonas-full-starter : jar : full-starter : 1.0.0-M2 2021-05-10
org.apache.portals.bridges : perl: war :1.0.4 2021-05-10
com.sun.grizzly : grizzly-htip-webserver : 1.9.18-0 20210510
com.sun.faces : jsf-api: 2.0.4-b11 2021-05-10

(O sonatype

# Refresh

REPOSITORY

test-repo
test-repo
test-repo

test-repo

REPOSITORY

test-repo

test-repo

test-repo

test-repo

test-repo

test-repo

Policy Threat ~
Security-Critical

Security-High
I Architecture-Cleanup
Architecture-Quality

DATE CLEARED
2021-05-10
2021-05-10
2021-05-10
2021-05-10
2021-05-10

2021-05-10

COMPONENTS IDENTIFIED

FILTER: Exact Unknown

[ 2 | 4
POLICY ALERTS QUARANTINED COMPONE

VIOLATIONS: Al Quarantined

Component - Quar

commons-collections : commons-collections : 3.2.1

dehaus.plexus : plexus-utils ; 3.0.9

apache-beanutils : commons-beanutils : 1.7.0
junit - junit : 3.8.1

apache-velocity : velocity : 1.5

g : commons-logging : 1.0.4

commons-validator : ¢ ator : 1.2.0

org.apache.maven : maven-plugin-api : 2.0.9
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Nexus
Lifecycle

World #1 Software
Composition
Analysis

SONATYPE MEXUS LIFECYCLE

#1 RANKED

tral Station

* [ Ovganizstions
+ [l Apscations

+ () Appacasion Categories

1 ot wages
L) s
] stage Release
L Foiwmse
& Coee

= Poly Trpes
] ot poiicy s
bl Secumy
[ ieeess
) uainy.
L) omer

»  Palicy Threat Level

Results

| voLanons ) componenTs [l APPUCATIONS

NAME

COMMONL NIPCREN  Commons. nRpcent 11

org apache struts - strutsd-msembly - ip: o1 : 2334

o apache stiuts | sttsd.blarsk - war | 2304

G APRCNE SIS | SINAET Shawhed T war 13 M

o apache struts | shutsd.portiet - war : 2 114

org apache strus | sl rest showcase  war 2314

i awin 112

Gogapache stuts : shntsd-mallvnader - wie : 2334

Grg apache struts | strutad-eors : 20

rg apachi sty swerk | rworkcom : 118

rg springhamrurack | sgring context : 3 6.6 SEC02

GO PG I GpORRLS - It | &35

g springh e | igring wed | 2888101

g apache jackabba - ackrabist webday 253

00 MG aewrors | AN et 305 RELEASE

g mpache struts | strted.rast plagin : 3 104

Fommony fleupiond cemmom feuproad 111

AFFECTED TOTAL
apps

III

CRITICAL SEVERE MODERATE Low

View

Z SBOM(Software Bill of
| Material) A= 4 -

, Opensource 2|23 4l
Z 3d-party 2|=4 =0l

CHiest ewalunthon 7 mosifs ago

olg 20 o)
D%7H0|E X

OFJ ot

Repository results for maven-central

Vulnerability Information

SEMOING e MARCIOUSH Craned INpUL1a INe reaavaile metndd of INe UDieCIMapper.
This isswe exténds the prévious flaw CVE-20M7-7525 by blacklisting mone classes that
could be used maliciousty.

Explanation

jackson=databind IS vuinerable 15 Remate Code Execution (RCEL The
ergatsBoanbeserializer () Tunction inthe BesnDeserializerPacrory cliss
allows untrusted Java objects o be desaralized. A remote attacker can exploit this by
uplgading a malkcious seralized object that will result in RCE if the applcation attempts
1o daserialize iU

Mate: This vulnerability exists due ta the incomplete fix far CVE-2017-7625

Datection
The application ks vulnerable by wsing this component, whan default typing is enabled
and passing in unrustéd data 1o be desedalization.

Haote: Spring Security has provided their own fix for this vulnerability [CVE-2017-4995) Iif
this companent is being used as pan of Spring Security, then you aré nol vulnerable if
you ang running Spring Security 4,2, 3, RELEASE or greater for 4.x or Spring Security
S0.0M2 or greater for S

Recommendation

There is no non vulnerable version of this component. Despite there being a fix
prowided by Jackson, it uses a black-lst approach, If there is ancther class not black-
ksted which performs deserialization on the classpath, then this may lead 19 code

Close




pom. xml

@@ -16,6 +16,7 @@

<maven.compiler.source>1.8</maven.compiler.source>

19 + <jackson.version>2.9.9.3</jackson.version> Gi‘l‘HUb, Gi‘l‘LOb, Bi‘l‘BUCkeT,

eduard-tita 4 minutes ago  Author

2 Nexus IQ found policy violations introduced by: E C | i p S e | N 'I'e | | iJ Eltl Vis uda |

v 110 com.fasterxml.jackson.core : jackson-databind : 2.9.9.3

|/ Bumping to version 2.10.0 will resolve these violations (as of May 07, 2020) S -I- U d I O ) C-)l CI;II- = % H = A
Threat Policy Violation Details I-l E E x |- 5 _6|— Oq _él;l' H-l

Critical risk CVSS score:

0 Security-Crical - Found security vulnerabilities: CVE-2019-14540, O E £| I-I Ol 9D—| E LI;—I

CVE-2019-14892, CVE-2019-14893, _I

N ex l l S CVE-2019-16335, CVE-2019-17267
High risk CVSS score:
L . f |

-

Im
i I_O
_|g1: JE |-w

2z L

9 Security-High

[ NN ] workspace - WebGoat/pom.xmi - Eclipse
G-EWQ @O QU FC NS v CEr -

World #1 Software TR e T e e e e
Composition
Analysis

-1
* &

javax. activetion</grouplds
d>activetion</artif

4 src.main webapp. Jesso
R src.main webapp.esso
(T4 sre.main webapg. e4s0 2

i3 src.muinwebspp.iesso  Overview Dependencies Dependency Hierarchy | Etfective oM [HORIN
74 sre main webapp (€350

>

>
>
»
>
>
>
>
>
>
>
>
> [ Corsale 4 Search ® Drag Placerhalder &5 Componertinfo 13 [ Problems [ Maven Workspace Build 3 Maven Repositories = Progress @ Javadoc ), Declaration =
* i src.mainwebapp. iesso BRA 3 o
> ) we.mainwebapp o330 wenGoat, 53 components (58 shoan, O filtered)
¥ [ src.mainwebapp.jesso  Comporent -3 2
» (3 src.mainwebappiesso | [ auis - n e e Ouor  ThsVersion  Newer
> ._,-.‘ Sre main webspp €330 ; - = 9 Artfact: commons-collections Fopuarry l
: commons-collections - 3.2.1 | | Version: 3.2.4
4 commons-fleupload - | ] Dedared License: Apache-2.0 Licensa M.
> oemer " n Otserved Licanse: Apache-2.0 Securty Aerts e L
* {3 src.main wobapp (eS80 . u Efective License: Apache-2.0
* i sre main webspp lesso | | H Poticy Trreot: [0 1
> G sre.mainwebspp esso | () spring o W e

SONATYPE NEXUS LIFECYCLE - n Highest Securty Trreat: [T

L * ()} src.mainwebepp. Jesso axig-ond - 1 B Cataloged: 10 years ago

#1 RA N K E D > ) sre.mainebepp. a3 | [ s e - = Match State: exact
> {4 e main webapp lesso B R =
B IR srci wabapp 0ss ::- :‘-m ] identfication Source: Sonatype

- " - SITIr - hvation - >

SOFTWARE COMPOSITIC > 3 src.main webepp less0 T o View Detads  Migrate
A oo » ) sre.main.webapp Jesso . —
AMALYSIS b G we.main.webapaesse | O cllent -
» ) src.mainwebapp. lesso v
IT Central Station » I} sre.mainwebagp.esso commons-digester - © &

> {3 sre. main webapp users commons - & scovery -
» i aroet RS
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©| & & (Dependency) Map

Dependency MAp - instana View INSTANA

\

A\

]

INSTANA @ Infrastructure & Application Websites 4 Incidents @ Analyze Last hour

Applications Biﬁ%a%?-n"np Containers STG / P R D Ql_l_ 7O:|

, Demo Shop Containers

Dependencies &

@ @ cityservice
cityservice
https://sqs.us-east-1.amazonaws.com/394765823591/publications @

@ ratingservice
recommendationservice e .
roductdb roductservice
@ H - @ productsearch

recommendationkeyspace

authentication

@ cartservice :

rabbitmg

marathon @

deliveryservice




Infra Map OSC
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The Reliabllity Gap

99.9999% \
99.999% \ \\

> 99.99%
.-§
E \)L\ \
99% ~ \\> Change infroduces new forms of
\\ failure that are difficult to see
90% \\ before the fact....
\' - Richard Cook, How Complex Systems Fail
1 10 100 1000

Rate of Change
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Chaos Engineerin99_| JHX| — Sygtemo| Fek = Aol = E5f 20l

Chaos Engineering= SystemO| O{ & 7| Bt 5H=X| =
HOiE HL 2 YYAF System?| FAHE X0t = A

ChOOS Eﬂglﬂeerlﬂg Test Scenarios

Thoughtful,
experiments designed to reveal

the weakness in our systemes. People

Processes

Application

Infrastructure




Progressively test
your system 1o

Isolate problems
and mitigate risk



Gradudlly increase
experiment magnitude

Gremlin




Chaos Engineering 1E=EH 2 2 Issues A OFLITH, SystemC
T ES A0 =2felord] ol tieH s 2y AlA
/| L =2 4}
— RO 24 MIIH XX — HO{ CH 3 B
Engineers proactively test And are more effective
L to find and fix issues and ___, when they work reactively during
limit the impact of failures an incident

ot

= 328 2] Monitoring & Detection 4= MFX 22 TN s 44

Chaos Engineering changes the exercise from one of guessing, to one of
staging and observing. It helps mitigate risk from emergent failure paths that
we literally have no other way to discover.

£ Matt Simons
v«orklva Sr. Engineering Manager




Chaos Engineering= DevOpsS 2 Al OSC

Chaos Engineering

" ZASystems PEHC 2 R HSHE 7T
Y2 Chaos E = Egote A
Comple_l_es :)eVOpS Chaos Engineering ot A

By 2023, 40% of organizations will
implement chaos engineering practices
as part of DevOps initiatives, reducing
unplanned downtime by 20%.

arthe

M, cHAOS
ENGINEERING

202347} K| 40%2| Z=Z!0| Chaos
Engineering= DevOps2| YO 2 & QIS0
Downtime= 20% ZtAA|Z 74" - Gartner

https://www.gartner.com/smarterwithgartner/the-io-leaders-guide-to-chaos-engineering/
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Gremlin A A Apat

Why Gremline

“Failure as a Service’

2 X5t System2| HOfQAE Aot = At ME2A0] 7|HtSt Solution

il |

Simple Safe

Secure

Ct25t Interface 2t H2| =l API Ot oF 2o 72 5! 54, Roll SOC Il 1=
=A1 M-S Back X| € RBAC, MFA, SSO

Comprehensive

C}FSt Stack Layerd
CHot Attack | &



Gremlin Architecture & Use Cases

S Expedia’ ® TARGET H w workiva | 88 qualtrics.

Cloud ™2t Team 1§ Cloud Native ™2t Monitoring/Tool A& O|EH /et A 85

Gremlin

Simple Interface
Ul | CLI | API

$

U
A
oY
oA

- e 4
\\\ 0

Security

MFA | SAML | Google SSO |
RBAC | Access Logs

Attacks
Network | Resources | State

® ¥ A O & 0 L oH A

VMware AWS Azure Google Docker Linux Serverless

Orchestration Safety

Schedule | Scenarios Magnitude | Blast Radius | Halt Button

Windows




Choose a Gremlin

What do you want to attack?

%.1 Resource

Containers Applications Kubernetes Impact cores, workers, and memory.

i vailabile 71 available 0O st

Pro killer, shutdown and time travel

Network
Blackhole, latancy, packet loss and DNS.

Choose Hosts to target

cify the coverage and

BLAST RADIUS

Expand All

Run the attack

Schedule for later

0, o0
A
020%e%
03030009
030309
030309
030%

a Only cm.ce

[
@
o®

Randomly within a timeframe

@
@

Application Targeted Attacks
@ Host @ Container
Tim - /e yyy 07/17/2020
Tri Percent of targets to impact
3of3 '

e 3 T
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Identify Generate Run
E|AE T =0 KIS E|AE AN OFXE| F|AE 3+7 3t

© 2022 Speedscale, Inc. All Rights Reserved. www.speedscale.com @ SPEEDSCALE



Identify . E{| AE CH{Al 2HO] 1 2 3

O /M L

Speedscale / payment / Traffic Viewer Service name: payment v M 2021-08-13 12:27:1 - 2021-08-13 12:42:11  ~
20 40
§ z . 2 v
S R e S TR PR
Traffic filters Filter traffic that matches the following characteristics. 0 active filters hd
C | | 2}O|
Traffic + Generate a Traffic Snapshot ® A P | a —/ 1
Date 2 Direction 2 Tech % Operation % Host & Location % Status 2
Aug 13, 2021 12:41:15 PM out DynamoDB POST dynamodb.us-east-l1.amazonaws.com:443 [/ 200 o —' E A — O
akeq 7 O]
AUg 13, 2021 12:41:15 PM out DynamoDB POST dynamodb.us-east-l.amazonaws.com:443  / 200 v . E %l
Aug 13, 2021 12:41:15 PM in JSON POST payment:8080 forder 200 v
Aug 13, 2021 12:41:15 PM in JSON POST payment:8080 flogin 200 v

Aug 13, 2021 12:41:06 PM out Plaid POST sandbox.plaid.com:443 /accounts/get 200 ~ *—ll I I * |-_|_ I- —t I-O |

Info Request Response ¢h Download o 1 —
Headers Body I
Actual (2]

1 { l

2 "accounts": [

3 {

4 "account_id": "QdxepTX25mHV1ExxJNRMSPrMx4VBAItkRGWSP",

Confidential Information © 2021 Speedscale, Inc. All Rights Reserved. www.speedscale.com Q SPEEDSCALE



Generate | X|& E|AE Alld 1 3

Create a traffic snapshot X

o AP|EZ{ZE HAE FHO|AR B}

Snapshot name

[ Payment Load Test ]

o HOIEZF IOiet0H, Timestamp S &H|O|E
Token Config
® E% Ca” 0-” I:'H-(ISH %E‘IZII- é||-IO_I http_standard

Filter settings

Service is payment
Time range is Aug 6, 2021 2:26:19 PM - Aug 6, 2021 2:41:19 PM
”A :' = = I|—A—| = A X o Ol E.” I E ;.”OI AE Cluster is gke_speedscale-demos_us-centrall-c_demoz
——H-— T 0 o T 7 K HA _— —_— = Namespace is microservices
Direction is Inbound (in)

Close Create the traffic snapshot

Confidential Information © 2021 Speedscale, Inc. All Rights Reserved. www.speedscale.com @ SPEEDSCALE



Run: QA= HIAE 2t HSHH

—- O /i

o OIO|3Z MH[A O|EE A

AP| EZHZIS Mock MH|AZ i3t

e O|O|E & st QHAEY|0|M

0 payment

port: 8080 messages: 772

. payment

Service

o2

E dynamodb.us-east-1.a...

port: 443 messages: 602 Qo

suipe api.stripe.com

port: 443 messages: 345 [}

\46 api.hubapi.com

port: 443 messages: 197 9

@ sandbox.plaid.com

port: 443 messages: 52 [}

3 discovery.googleapis.c...

port: 443 messages: 49 -]

Confidential Information © 2021 Speedscale, Inc. All Rights Reserved. www.speedscale.com

@ SPEEDSCALE



Use Case : SREEIQ| MEH=

Replay Results
TAEms 97.90% SRE =& A|1'Z(Golden Signals)
Latency © 71.45ms Throughput @ 45.10tps

00:00:29

e Latency

Gl
400

.__—./. ® 269ms 95th Percentile
PO S — :r—: ® 335ms 99th Percentile

® 55tps Throughput
——o—C€ ciicic and drag 1o z0om.

Throughput or Traffic

CPU @ 88T.27millicpu Memory @ 353.53mb

e Success Rate or Error

e Saturation

Latency Summary by URL

URL % Average Response Time 95th percentile of R/T % 99th percentile of R/T % Average TPS 3 Count ¢

http://payment:80/balance 204.06 35850 418.50 5.53 785

© 2022 Speedscale, Inc. All Rights Reserved. www.speedscale.com @ SPEEDSCALE



Use Case : 2T EQ|0{ O AX|L|K 7|5 HAE

Assertions @

Time = MsgID 3 Operation $ T URL % Status & T Assertion type & T Expected = Actual 3
(' H=X Aug 13, 2021 .
a | | D O 6:3’9:?5 Ak 22 POST flogin O Fail Status Code 200 401 v
Aug 13, 2021 3
6:”3%:25 AN 25 POST flogin O Fail Status Code 200 401 ~
Aug 13, 2021 " " o — %
25 POST flogin O Fail Body JSON 5/5 Lines Match 2/5 Lines Match hd
6:39:25 AM
. H ' :l;iwisi&‘m 26 POST fogin O Fail Body JSON 5/5 Lines Match 2/5 Lines Match v
Aug 13, 2021 - .
POST F: s Co 2 401 v
£:39:25 AM 4 o fogin @ Fail Status Code 00 0
alf] DB 34 POST 1] t 9 Fail Body JSON 19/19 L Match 1819 L Match Lo
i P n in
4 *-I £:39:25 AM paymen ody ines Mate es Matc
. EI 1 T _I Info  Reguest Response & Download
Headers Body
Expected Actual Q
—a
I (@) 1 { 1
. o u 2 "CardDetails": { 2 “CardDetails": {
3 "CardID": "afd2f8d5-012c-4912-a968-b3618be4cafa", 3 "CardID": "afd2f8d5-012c-4912-a968-b3618bedcofa”, I.
4 "Code"; "0 - Approved®, 4 "Code"™; "36 - Restricted Card - Pick Up",
5 “CreditCardNumber”: "4539598902254132", 5 "CreditCardNumber”: "4539598902254132",
6 “CreditCardType™ "VISA", 6 “CreditCardType™: "VISA",
7 “Currency™; "TND", T "Currency”; “TND",
8 “Price”; 17.45 8 "Price” 17.45
9 b 9 b
10 "Location”: { 10 “Location™: {
bl "IPV4": "66.235.90.34", n "IPV4": "66.235.90.34",
12 “Latitude": 18.468155, 12 "Latitude": 18.468155,
13 “"Location|D™: "1223f686-ea21-4786-a782-3549ffbSe48e", 13 "LocationiD™: "1223f686-ea21-4786-a782-3549ffbSe48e",
14 “Longitude®: -26.655136, 14 "Longitude”; -26.655136,

© 2022 Speedscale, Inc. All Rights Reserved. www.speedscale.com

SPEEDSCALE



ClIntegration Continuous Resiliency

for Kubernetes

Cl Integration2 S A2 2 L0 CHoiA S2HQI HE 3

@Jenkins D AaitLab

circleci
Cl Pipeline ) ﬂ
o=
. &) @) (&
Build Unit Integration Review Staging Production
Tests Tests
A F
Related Code
e, Repl Intelligent
@) oo B i o @)
s R : Turn-key
]] | ]] | integration tests
Generator Your Service Responder

© 2022 Speedscale, Inc. All Rights Reserved. www.speedscale.com @ SPEEDSCALE
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= OSC Korea 274

- Opensource(0), Security(S), Content_Delivery(C) 7|22 Motto=Z OtEfX| S &S A 2| ICT Business
Platform Group

’

- QEAA JIHIO] M E Knowledge Service S AM7|= MY, A, 75, Y, Y, XHE AMH[A
S ol A
(@]

y Linux et=F A{THH|[E2|) 252 S3l, Opensource 7|Eto| CHY o 7 |§ Trend, 8= S MENA|l Partner 27
) CHYoE M7 Knowledge/ A&t =52 Global Networka X[&A Q1 M 24 81 MH|A =5

OSC Asia Group Limited AFQFH| O E{ A A E () Linux = XHECF-H|Y2| XYt

- 2008E A&l in Hong Kong - AMOFT|O|ERA|AEIE K| Z=B|AFOI - Global X2 Opensource Technology
- OfA|Of A|ZLO| ICT 20t EYALOFS O AT} MEEY EX} Projects @ 8 X HEfA Governing A &
- Public Cloud AHR =%, D E3HE 2|, - Linux M EH&t5H =2 ProjectE 0l CHSH =LA
- OFA|OF XA} : o=, 5=, &7t2 2, TiEF, 25 Opensource 7|82 FZEX o1 WIN-WIN Z3LE QI3 CHYS 2& i.e., CNCF(Cloud
T2 AP Ol Synergy 7ICH Native Computing Foundation), Hyperledger,

LF Edge, LF Al, OpenChain, &

° oo <"
*samyang®® Samyang THE
m ﬁ%g%"fﬁ E HYHIOIEFA| AR | LINUX Eps

FOUNDATION  eLouD NATIVE

COMPUTING FOUNDATION

o



» OSC At B9

- Opensource 7|2 DevOps, MSA H1& 7| & &1 7|= Solution Incubation T2 7|22 A|H M

Opensource 7| 2t2] MSA (Microservice) 7| Global Solution Incubation & 7| &
- Opensource 7|2 (Kubernetes, Rancher, Kafka, Al/ML, NoSQL/SQL, - Opensources Z2ot X[ A0] Trend 3 CHYSH A 7[=0f Co
BlockChain, Edge, 5G &) 0|8¢%t A4, 7=, 7HY, T4 E X 3¢ InsightE £3l, O(Opensource), S(Security), C(Content
WE AH|A Delivery)7[8tQ| Citot 2 29 417[= Solution X AH|A L M
- Opensource 2} Cloud Native 7|& &, Vendor Lock-in 2t £ Cloud - Opensource 7|22 £17|& Solution(Saas, Paas, etc)df| CHSt t=
Provider(AWS, Azure, etc)2| Lock-in & x| & Agile ¢t CI/CD, XA O, &, H2FH Partnership M2

DevOps, MSA A, 7HE, =, QX B, Xt&2

Al
- ChYet MSA 22 (DDD, Event-Driven, Event-Sourcing with CQRS, ot
etc)0f CHet 7|= AMH|A

§g kafka =3 RANCHER K3S WS, axual © imply ©) specoscare ) msTana
kubecost @w SUSE Gremlin AxonlQ ¥4 solo.io 1y TIGERA @) evergent Edgio
krakenD Osonatype meena () EiiLico &) GitLab € CONVIVA = OceaNBLUE CLOUD @VISIT LUMEN

o
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- Cloud & Cloud Native MSP(Managed Service Provider) 3 Opensource & @ & A}

Opensource M & &

1A%

/|

Cloud Native & Cloud MSP 7| ¢ ]

- 71”9] Cloud Infral}t Kubernetes, Cloud Native”7|Et2| System=
23 A 2ot T 2F MHA

- Cloud0|| =[XztE 7= XS Sl
Issue/&Off Hal Al MESEA A

2|
- Cloud & Cloud Native & 294 215 24 x 7 X|& HA 2= §&

QL= T M| A S Sk,

| 24
X HRAE 7|8 e 2 D249| Cloud W computing, £, Network,
Backup, Application & Ct2 Féf dSotHEoZ 29

kubernetes
{ ol

RANCHER

dWS . ‘ CLOUD.
N PLATFORM
A Microsoft Azure

o

Opensource, Cloud Native & 2| A2 Xt

Linux A& =591 115 Partner : Kubernetes &
On/Off site S &

us M=s

Alo] Admin, 7&K}

29 OIO| SUSE Gold @€ Partner : Rancher 49| A&

THE @® SUSE
LIENYX  Gold
AUTHORIZED TRAINING Partner
PARTNER TRAIN

A& ‘34 71e &&EY Curriculum Xl

ﬂ.ﬂ

RANCHER

X} 0|2



We are your trusted Digital

wWWww.osckorea.co




	Slide Number 1
	Contents
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Why Sonatype?��어플리케이션 보안은 복잡하고 다양한 측면을 가진 문제이며 Custom 코드에 대한 테스트 및 Opensource �Library에 대한 취약점 분석이 필요함
	Slide Number 11
	Nexus Repository�Pro��World #1 Repository Manager
	Nexus Repository�Pro��World #1 Repository Manager
	Nexus Repository�Pro��World #1 Repository Manager
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Velocity Comes at a Price  
	Slide Number 23
	Slide Number 24
	Dependency Map - Instana View
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Chaos Engineering Platform
	Safe
	Slide Number 37
	Slide Number 38
	Slide Number 39
	API 테스트의 해결과제
	이상적인 API  테스트 방법론
	Identify : 테스트 대상 확인
	Generate : 자동 테스트 생성
	Run : 안정된 테스트 환경확보
	Use Case : SRE팀의 성능검증
	Use Case : 소프트웨어 개발 엔지니어 기능 테스트
	CI Integration
	Speedscale 가치
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53

