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Stateful vs. Stateless
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Why Backup Kubernetes — Real Life Cases, 1/2

FHYE[AE 2l Fof7t = AlXHO|L HAM o= RHIPYH| M CHYT 2022 HE W0 st FL27 HdgL Lt

e

000 2

update
« FUH 2 O], ClOJE HEfOf AT Rl HH w - AU B 071, MR 280 20| AH A 2
« K8s 7k AISE |B1H MHI2E0| Sjgtel A2 - RHUEIAE HMY Y 5|2 HE YHO|ES
Kt MNSHAM L 71 HFAH =
MEEIOEIOIE BerSol RIS Arn 23 + YEO|E YT 2L0|H A AR RIS 2o S O O|;
T AHIA 2 SRY0 R HEY Ty OFE A0 )N BT B 2B
+ M2 Kast WJ0| WRBX| BHEC 0¥ 7|8 - YHOIES 0T T HY £RHS TYSHY|2 2HY
Sef w0 Wasits 2B oMelol g Rl =Y AE

© 2022 Veeam® Software. All rights reserved. veeAM



Y E| 2

-:::iiﬂ
i
5 7]

O
i

FLY 2 o719, ST 0| A0 A Kes 20| AfH| A 2
HAPE Q! TH|THO| Yo HEE F2tec o
oto| 10| M A =5t &

2f4 00| 13|0| M Aol $7|2{L| RE Helg
+3go2 ofopsn fE et & 2

=
—
AT
A1 31El Kes T2 0f0| 120|M 240l ¢ 7tAHlS

HAESH U=

© 2022 Veeam® Software. All rights reserved.

= el Hojvt A= A2-oIL HAX o2 2RI Crdet QoI = [ E WYo| East Z 7t wdgLICt

shell> velero backup create
nginx-backup --selector 'backup
notin (ignore)’

shell> velero schedule create
nginx-daily --schedule="0 1 * * *"
--selector app=nginx
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Why Backup Kubernetes
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Kasten K10
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Crash “App”
consistent consistent
Storage snapshots Freeze data service

Storage snapshot
Unfreeze data service
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app capture

Shows application-specific
dynamic policy creation with
compliance, scheduling,
visibility, and auto-discovery
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app restore

Illustrates how we generate
restore points and restore
entire application stacks by
repaving infrastructure

app mobility

Demonstrates cloning
different application stacks
across namespaces, clusters,
and clouds
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application capture
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application restore
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Seamless application transformation
application portability requirements
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Storage Systems
Kubernetes Versions
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Seamless application transformation
application portability requirements
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Seamless application transformation
application portability requirements
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Today

86%

started 2+
years ago

Started in last
two years

2021 Data on Kubernetes Report (N=502)
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https://dok.community/wp-content/uploads/2021/10/DoK_Report_2021.pdf

O
Q5 =

[

SHE JE EEA MR =3
Z2X T8 oE2AH ol =+

oy
>
=4
oz
A
s
i
)
Of
ot
N
> 0

HE|-H| = A RBAC

© 2022 Veeam® Software. All rights reserved. veeAM



HESE 29 752 Sof BE of 227 0|8 P4

Y FAO| XSTHE MBS0 # 0| QTALO|E A
=2 x0f HSPH Sx|El= W Hel

HF EH
=]
Kubernetes ¥/ 2 E0] CH3H 00| 717712 RTO AtE

_

CrossAZ and Multi and Hybrid
Region Cloud

© 2022 Veeam® Software. All rights reserved.

Storage
Transforms

veeAM



o =2|70]42] 0] &3

2t 7H0|Al M Bl k8s 2R E 7F {E2|#H 0| M Of

o|2zo|d A

AL ojZ2[AH 0ol A =tF2 %-EEHDIAE FX|SHHA

CI2 O{E2|AH0|M Sl StAL SR E S2X0AM A

HEg 5 Z2t0|8l K8s Hi 2 7H0| 22X o 2 Oto| 12|

O|M

O Z2|A 0|8 Y O|=E S2LE 2 Q{Ié 7+ 3t

A Oto|12{|0|M5l, K8s %:L | O| =0f CHSH A=l 8L O]

s XM=
S| AF o{Za|#|o| M HIAE /7%
dagol= Mzt =3 2H

© 2022 Veeam® Software. All rights reserved.

veeAM



DevOps 743}

Veeam Kasten?| %12} KASTEN
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Cloud-native Multi-cluster Ransomware protection Improved out-of-the-box Security
data engine experience & extensibility everywhere
Cloud native Multi-tenancy Ecosystem  Ease of use Cloud to Edge  Ecosystem Shift Ecosystem
application scale enhancements Support Innovations left advancements
transformation
engine
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Kubernetes-Native RBAC with Kasten K10
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prod-backup-enforce-policy.yaml
apiVersion: kyverno.io/v1l
kind: ClusterPolicy
metadata:
name: prod-backup-enforce-policy
spec:
validationFailureAction:| enforce
rules:
- name: cd-prod-backup-policy
match:
resources:

kinds:
— Deployment

- StatefulSet
validate:
message: "Production Deployments
pattern:
metadata:
labels:
=(purpose): production
dataprotection: klo-7x
immutable: enabled

© 2022 Veeam® Software. All rights reserved.

I.I:E-"OI

apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx-deployment

namespace: nginx
labels:

app: nginx

purpose: production

dataprotection: kl@-goldpolicy

immutable: enabled
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
container
- name: n

image: nginx:1.14.2

ports:

Kyverno

> namespace/nginx created

> Error from server: error when creating
"nginx-deployment.yaml":
admission webhook

> "validate.kyverno.svc-fail"
denied the request
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Shift Left
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