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Open Source Governance
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Open Source Governance & Program Office
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LGE Open Source Program Office

Q http://oss.lge.com

OLG About Project Product Guide

LG Open Source Program

LG Open Source Program Office= 2|At L Z2 501 2 A A 22[2F Open Source Compliance RiskE #4A|7]7| 215t
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https://www.youtube.com/channel/UCGCKQQvHh6pgjwHmZtKi8Hw

Open Source Compliance
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Policy

Open Source Contribution Policy

The policy to be adhered when contributing
software developed by LGE to open source
communities.

Open source
community

- @LG —

Life's Good

3rd Party Software Usage Policy

The policy to be adhered for OSC for
3rd party software included in software
that LGE distributes.

31 Party Distribute

Product/SW

Open Source Usage Policy

The policy to be adhered to protect
LGE intellectual property and
mitigate compliance risks when
using open source for software to
distribute or service.

External developer
[/community

External Claim Response Policy

The Policy to be adhered in order to respond effectively
when a claim is received from outside.
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Education

Video training contents
Online training

Education

Workshop

3rd Par(){i%ﬂ o -
Software HE{|E ATt

32nd
OPEN SOURCE COMPLIANCE
ONLINE WORKSHOP

Download video: mp4 format

wEx A
YA 14001420

AX|g 1420

30

4X|g 1430~ 1450
2/s{4 1500-1530
FOSSUght Tool QIO 24 249 1530-1630

atg

2200 1630-17.00

Download video: mp4 format
2020. 09. 23 (Wed) 14:00 ~ 17:00
Join to WebEx
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Tool
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LG Open Source Guide

O https://oss.lge.com/guide

# LG Open Source Guide

1. Introduction

1. Open Source Policy

B0SC Process
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https://oss.lge.com/guide

FOSSLight Hub & Scanners




OSC Process
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OSC Process

“ FOSSLight| .

> P o) 001/1:32

15/ 32


https://www.youtube.com/watch?v=CTxY876GzCI
https://www.youtube.com/watch?v=CTxY876GzCI

FOSSLight Scanner
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FOSSLight HUB
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OpenChain ISO 5230

w 'w ‘OPE N C HA | N Adopt Resources FAQ Community Partners News About Q
Welcome to OpenChain ISO 5230, the | 9.9
International Standard for Open Source ; u o

Compliance - o/

OpenChain ISO 5230 is the International Standard for open source license compliance. It is simple, effective and suitable for
companies of all sizes in all markets. This standard is openly developed by a vibrant user community and freely available 10
all. It is supported by free online self-certification, extensive reference material and official service provider partners.

Let Us Help You With OpenChain ISO 5230

upstream g downstream
suppliers inbound G\ﬁ * customers
* open source » L \—/\ » * users
: Training " :
projects _ it community
Policy

Process

Adopt The Standard Get Reference Material

19 /32 https://www.openchainproject.org



OpenChain ISO 5230 Conformance

OpenChain Spec.

L1 THELINUX FOUNDATION

PR 1. Program Foundation
,\(_ }.OPE N C H Al I\I Adopt Resources FAQ Community 1.1. Policy

1.2. Competence

LG Announces Conformance To OpenChain 2.1 1.3. Awareness
(ISO/IEC 5230) 1.4. Program scope
By Shane Coughlan February 8, 2021 Featured, News f—-/-—-/\—\l G [Fares Db”qﬂtiﬂﬂﬁ
VAL /

2. Relevant tasks defined and supported
2.1. Access

] 2.2. Effectively resourced
3. Open source content review and approval
3.1. Bill of matenals
3.2, License compliance
4. Complinace artifact creation and delivery
4.1. Complian ]

- ’
L I fe S G 00 d 5. Understanding open source community engagments

5 1. Contributi

OPENCHAIN

Today the OpenChain Project announced LG Electronic’s conformance to OpenChain 2.7 (ISO/IEC

‘ _ _ _ _ 0. Adherence to the spcification requirements
5230), the International Standard for open source license compliance. This standard defines the

&.1. Conformance
6.2. Duration
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Project List @

Vulnerability &

Self-Check List &

-

page [+ Jof3 > [ 3]

Excel download m

D Project Name | | Created pate | =~ = m
Division v Creator | | Reviewer | |
Distribution - Metwork Service ¥ | Model Name | |
Type
Status () Progress [ Request (] Review (] Complete (7] Drop
Priority v
CEXRY

O s Project Name (Version) 5'3'”; Tdentification Packaging | Download | 7| Distribution Ty "';'i';;;:“ Division Creator Created Dat Updated Da
| 34 | fosslight_demo G [ Start | General Model N/A jsles 2021-07-02 | 2021-07-02
[} 33 | kkk123 (ver vi.1) G Confirm [sRC - Em E) General Model A N/A EEE 2021-07-02 | 2021-07-02
O] 32 | kkk123 (ver v1.0) Q@ REESETHSEN - fson) General Model | R |N/A 233 2021-07-01 | 2021-07-01
O 31 | yaly3 (Pl Confirm [SRC BOM E General Model | 4 AJA=RE| 2021-07-01 | 2021-07-01
O] 30 |pemo {ver0.1) @ [ Start | General Model Al A-=3E]| 2021-06-30 | 2021-06-30
O 29 |Abc (P] [ Start ] General Model A|2ET2| 2021-06-28 | 2021-06-28
(| 28 |Test-Project (ver Test) Q@ REMEES 3rd) | BIn {500 General Model A AERZ|| 2021-06-24 | 2021-06-28
O 27 | Test-Project (ver 1.0) G | Start | Transfer in-hous A|AEIE| 2021-06-24 | 2021-06-24
(0| 26 | test_project_foosslight (ver 1.0}, 3 [ Start | General Model A|AETE|| 2021-06-22 | 2021-06-22
O 25 |yaly2 (RJM Confirm [sRC BOM 3 &> | General Model | £k A|AE22| 2021-06-18 | 2021-06-18
O 24 |yaly (RN Confirm [smrC B EBS General Model | R AlAEIE| 2021-06-16 | 2021-06-18
O 23 |myProject 0617 (P Progress | 3rd | BIN |[500) General Model | R Al A3 2021-06-17 | 2021-06-17
| 22 | kkhtest (RIN Request B ERE T R B2B A nua Lo 2021-06-16 | 2021-06-16
[} 21 | test_parkja6 G | Start | General Model N/A JangWoong 2021-06-15 | 2021-06-15
0| 20 | test (P] [ Start | General Model N/A | test 2021-06-11 | 2021-06-11

Addition:

(=% " Informat

AlAERE|X

info......

Vo Trung Ha MyPrajec

»

View 1 - 15 of 33
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BOM(Bill Of Materials) Zt2| (1/2)

What is an SBOM?

P N

THE ;_
L LINUX By Shane Coughlan,

FOUNDATION OpenChain General Manager

The National Telecommunications and Information Administration (NTIA) recently asked

* Project Name yallyz @ @ . Created A| A B2 K (2021-06-18)

Show Comment History

Obligation

Vulnera admin

ID Reference 055 Name 055 Version License Download Location Homepage Copyright Text bility ST — Restriction check
o X | X | o X | o~ X |~ X |~ X | == X
2 SRC CImg 2.6.7 CECILL-C http://cimg.eu/downlg http://cimg.eu | Copyright (c) David Tschumperle (http A ¥ i o
1 SRC cairo 1.4.12 MPL-1.1,GPL-2.0 http://cairographics.of https://www.cal Copyright (c) 2002 University of South A 2] ]

22732 https://linuxfoundation.org/blog/what-is-an-sbom/



BOM(Bill Of Materials) &t2| (2/2)

ID | | Project Name ‘ |Ereated Date -E. Search I

Division r Creator ‘ | Reviewer | |
Distribution - Metwork Service ¥ | Model Name | |
Type
Status [ Progress [ ) Reguest [ ] Review [) Complete [7) Drop
Priority A
055 Name caird 055 Version License Name
Additional | caire Comment

Information cairol23

Binary Name 3rd party ‘

o000 o0o0000o0Oo0 g

D+ Project Name (Version) SIBIJ.I; Identification Packaging Download 7 | | Distribution Typ« Vg:::g;a Division Creator Created Date Updated Date| Reviewer ITF::::::;;I

35 | kik1234 (ver v1.0) @ ) General Model A na gz 2021-07-05 | 2021-07-05 | AIZBREA

33 |kkk123 (ver vi.1) (P] E General Model A |na 5|53 2021-07-02 | 2021-07-02 | A&}

32 kkk123 (ver v1.0) @ Request [3rd [SRC [ LD General Model A N/A =R 2021-07-01 | 2021-07-01

31| yally3 (PJ Confim [sRC BOI E General Model A A|ABETER 20210701 | 2021-07-01 | A|AER2R

25 |yally2 (R] 2 &y = General Model A A|AEBEE 2021-06-18 | 2021-06-18 | A|~=2H2| It

24 | yally (R] Confirm [SRC Bm ENEY =] General Model A AlAHEMIT 2021-06-18 | 2021-06-18 |||

23| MyProject 0617 [PI Progress | 3rd [BIn ] [500 General Model | A\ AASREA 20210617 | 2021-06-17 ““I’;"g Han [Project 0

22 | kkhtest (R] B2B A [nna HEd 2021-06-16 | 2021-06-16 o=

19 | testtesto [REN Request (5l SR I ERI General Model A na A0 E 2021-06-11 | 2021-06-11

15 | test_jguery (ver 0.5) (C] Confirm [Srd EREY=] General Model A wa AT 2021-06-09 | 2021-06-09 | A|AEEE| X

[ test_jcc (ver 1) (P] ] General Model A na HIHE 2021-06-07 | 2021-06-25 | A|AEE2|XH fest
Page[1  |ofl View 1 - 11 of 11
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Open Source #2| (1/2)

0SS Name | | [[] Exact Match Copyright Text m
License Name | |E]E:(act Match =
Description
#
\Website | | Deactivate [
Creator I:l Created Date E| ~| E| Modifier I:l Modified Date E| ~| E|
License Type | v |
Excel download m
D == T‘;' 055 Mame Version License Name License Ohliga;i Download Locatii Homep Description \;'I';II':: Creator Created Modifier Modified
23 EEA log4i 2.8.2 Apache-2.0 Permissii 5 URL zﬂ‘l\ admin |2021-05- admin |2021-08-
22 E EE Jetty 9.4.35 | Apache-2.0 OR EPL-1.0 | Permissii URL A admin |2021-051 admin |2021-08-
+ 32 @ [EEA Mbed TLS 9.9.9 AGPL-3.0 Copyleft Tr & admin | 2021-06- admin | 2021-06-
19 EEA xstream 1.4.9 BSD-3-Clause Permissi| 5 https://mvnreposii URL A admin |2021-051 admin |2021-05-
18 m EEA python-dateutil 2.8.1 BSD-3-Clause AND Apac| Permissi| ¥ https://pypi.org/p URL admin | 2021-05- admin | 2021-05+
+ 16 EI @ [ A 5.0.0 LGPL-2.1 OR Apache-2.0 Permissi| T https://mvnreposil URL * [Dual][V-diff] ve admin | 2021-05- admin | 2021-05-
15 m A libaddressinput Apache-2.0 AND BSD-3- Permissii ¥ https://github. com URL admin | 2021-05- admin | 2021-05-
14 B8 QUARTZ 2.3.2 Apache-2.0 Permissii https://mvnreposii URL admin | 2021-05- admin | 2021-05-
13 E EEA node-browser-com| 2.1.2 MIT OR Apache-2.0 Permissii 5 https://git.coolai8l URL Code released und admin |2021-05- admin |2021-05-
12 EE™ zopalliznce-repack: 2.6.1 EPL-2.0 weak Cd % 5 | https://mvnreposil URL This Source Code admin |2021-051 admin |2021-05-
11 m B Gazebo 9.13.0 | Apache-2.0 AND LGPL-3| Weak C¢ % % | https://bitbucket.c URL admin |2021-051 admin |2021-05-
10 EEA Jcommion 1.0.15 |LGPL-2.1 Weak Cc % B3 | https://mvnreposil URL admin |2021-051 admin |2021-05-
] EEA mariadb-java-client 2.5.4 | LGPL-2.1 Weak Cd ¥ 155 | https://github.com URL admin | 2021-05- admin | 2021-05-
] m EEA PerconaFT 8.0.13 | GPL-2.0 AND AGPL-3.0 | Copyleft| ¥ ¥ | https://aithub.com URL admin | 2021-05- admin | 2021-05+
+ 6 ] _MonggoDB 404 |SSPL-1.0 Copyleft| ¥ B3 admin | 2021-05- admin | 2021-05-

14 <4 Pageofg [

15

View 106 - 120 of 125

24 / 32



Open Source #2| (2/2)

055 Name IHA
Java Native Access + Add &« C ﬂl mvnrepository.com/artifact/net.java.devjna/jna/f6.0.0
Java Native Access - JNA
Mwmv | |search for groups, artifacts, categories Search
java-native-access-jna
Nick Name
jna-platform Indexed Artifacts (21.3M) Home » net.java.dev.jna » jna » 5.0.0
I net.java.dev.jna:jna I . &« & & | mvnrepository.com/artifact/net java.devna/jna-platform.0.0
I net.java.dev.jna:jna-platform I g
é' Mwmv | |search for groups, artifacts, categories Search
Q55 Version 5.0.0 i
© single License ® Multi/Dual License . Indexed Artifacts (21.3M) Home = net.java.dev.jna » jna-platform » | 5.0.0
LGPL-2.1 OF Apache-2.0 . - - .
Popul . « => C @ github.com/java-native-access/jna/tree/5.0.0
License Copyright i
License 1 LGPL-2.1 Aspec E
o fEmrEn et Actor % . Issues Marketplace Explore
2 OR Apache-2.0 <,
Applic =
Build | - = i & Watch ~ 388 i
+ popular Cat]  * Java native-access /Jl‘la atc
Copyright 7-2018 Timothy Wall Aspect Orien -~ @A o . -
Copyright 09-2018 Daniel Doubrovkine Actor Frames <> Code (+) lssues 67 i1 Pull requests 1 (») Actions |"l] Projects 00 wWiki
Copyright 07 Wayne Meissner . -
Copyright
 5.0.0 ~ Go to file 4 Code ~
B matthiasblaesing Release 5.0.0 .. v on80ct2018 (D 3.564
License Type | Permissive
Obligation & .github Add description for the primary artifacts and upd... 4 years ago
Ihtt mvnrepository.com/artifact/net java.dev.jna/jna I ant-tools-src/com/sun/... Use Arm EABI section to detect hard-/softfloat u... 3 years ago
Download Location Ihtt mvnrepository.com//artifact/net.java.dev.jna/jna-platform I
contrib Address javadoc warnings (production build is d... 3 years ago
htt github.com/java-native-access/jna
dist Release 5.0.0 3 years ago
Home Page htt thub.com/java-native-access/ina
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License &2

License Name l‘ BSD 3-clause "New" or "Revised” License

License Type Permissive

() Mon-Commercial Use Only ] Network Refflistribution  [] Resfricted Modifications [_) Platform Deployment Restriction () Prohibited Pur]

Restriction Dse
(] Spedfication Constraints (] Restricted Reffistribution  [_] Commons Clause Restriction
Obligation Notice (J Source Code

SPDX Short Identifier BSD-3-Clause

Nick Name

‘ The BSD 3-Clause License

‘ The New BSD Licensa X |

‘ ¥ML-RPC FOR C/C++ license X |

Web site for the license https://spdx.org/licenses/BSD-3-Clause.html

Internal URL | http://dema.fosslight.org/docx/license/BSD-3-Clause. html

HYZ= AJO A=A 2 License 1A 7 22 LD
Copyright and license notice are required when distributing the software.
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E oL Xokx 37

| =1 e

‘ 0SS Name | openssl | Exact Match 0SS Version CVEID | QVE-=====s= | m “

055 Name Nickname 055 Version Max CV55 Score K

- x|~ | x|~ | [ [>-| ¥
301 | openssl 0.9.Be-5 A
302 | openss| 0.9.8e-6 A
303 | openss| 0.9.8e-7 A
304 | openssl 0.9.8e-8 A
305 | openss| 0.9.8e-9 A
306 |openssl 0.9.0b O
307 | openss| 0.9.0 A
308 | openss| 0.8.3 A
300 | openss| 0.8.2 A
310 | openss| 0.8.1 A
311 | openssl 0.8.0 A
312 | openss| 0.7.17 A
313 | openssl 0.7.16 A
314 | openss| 0.7.15 A
315 | openssl 0.7.14 A

14 <« Page[21  |of 26 > mi| 15 v View 301 - 315 of 376
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FOSSLight System Notification

[0SC] Vulnerability Discovered

« Vulnerability Information »

0858 0SS Name DSIS CVE Score Summary Published | Modified
D Version D Date Date
MaockServer is open source software which enables easy mocking of any system you integrate
with via HTTP or HTTPS. An attacker that can trick a victim inte visiting a malicicus site while
running MockServer locally, will be able ta run arbitrary code on the MockServer machine. With
CVE- an overly broad default CORS configuration MockServer allows any site to send cross-site 5021-08- | 2021-08-
21777 | mockserver 2021- |98 requests. Additionally, MockServer allows you to create dynamic expectations using Javascript or 7 6
32827 \elocity templates. Both engines may allow an attacker to execute arbitrary code on-behalf of '
MockServer. By combining these two issues (Owverly broad CORS configuration + Script injection),
an attacker could serve a malicious page so that if a developer running MockServer visits it, they
will get compromized. For more details including a PoC see the referenced GHSL-2021-038.
* This mail was sent by osclge.com

28 / 32




> Request Review
tom.johnston | 2020-07-25 03:30:10

w
(SRC)
tom.johnston | 2020-07-25 03:12:49
B @ @ -« | e Rl
#2 | changed sax-js to licence ISC.
B I & I, |2 i %% | Styles =

#& | updated the names of three @wsebassembly/ packages as you suggested. The OSC system changed the names back when |
uploaded them. See the attached window capture.

It's for communication, Please check the download location | fie;//home/tom/Pictures/Screenshote620from2202020-07-24%2013-03-27.png

(SRC)
tom.johnston | 2020-07-25 03:07:18

body p The following open source and license names will be changed to names registered on the system for efficient management.

Opensource Names
node-redis => node_redis
@webassemblyjs/helper-api-error => webassemblyjs

@webassemblyjs/fieee754 => webassemblyjs
fnsnd s nmn b hie fhaloae fomn —n snnbhaccaen bl

> Rejected
hyesung.choi | 2020-07-24 23:30:15

1. Thers is a typo in the OS5 name. Please correct.
1) blakeemrey-change-case > blakeembrey-change-case

2. Another QSS with the same name has been registered in the OSC system. Please change the 055 name as follows.
1) chardet/0.7.0 — node-chardet/0.7.0
2) mysql/2.18.1 — mysqljs-mysgl/2.18.1
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FOSSLight Links

O https://FOSSLight.org

Q https://github.com/FOSSLight

Q https://demo.FOSSLight.org

Q https://FOSSLight.org/fosslight-guide
Q https://FOSSLight.slack.com

# FOSSLight

# README.md Kor = (&
FOSSLight
To develop and distribute software containing open source software, you need to follow the OSC(Open Source Compliance)
Quick Start process. FOSSLight system is an integrated system that can process three steps of the OSC process sequentially.
@ FOSSLight Menu
Features
Create a Project
=
FOSSnght CeEe Sk e Compliance Compliance Hub Scalability
Workflow
5 REST API
Open Source Governance with l—ul .
| o} =
FOSSLIg ht Developer Documentation
Contribution
HUB It can process the open source You can manage everything It can be used with additional
compliance workflow. about open source compliance features (including FOSSLight
such as license, oss, vulnerability scanner or other plugins).
SCANNER and others.
GUIDE
Function
o) ‘ . G
Project License / OSS Vulnerability 3rd Party Self-Check

30/ 32


https://fosslight.org/
https://github.com/fosslight
https://demo.fosslight.org/
https://fosslight.org/fosslight-guide
https://fosslight.slack.com/

LG Open Source Program Office

0 https://www.youtube.com/channel/UCGCKQQvHh6pgjwHmMZtKi8Hw

o4 ' LG Open Source

Nole s
..'.’O'... LGE OSPO SUBSCRIBED [
R~ ~ON 10 subscribers
RN
HOME VIDEOS PLAYLISTS CHANNELS DISCUSSION ABOUT Q >

Uploads PLAY ALL SORT BY

. FOSSLight] 2. . FOSSLight] 2. . FOSSLight|7Z:. W FOSSLight| 0.
1:20 m 1:33

FOSSLight2| 3rd Party How to use 3rd party project  LGTXI0j A= O{EH| How to use FOSSLight at LG
Project AI&'4 in FOSSLight. (Eng ver.) FOSSLightS A3t S Electronics (Eng ver.)
2 views * 13 minutes ago 2 views * 34 minutes ago 38 views * 6 days ago 34 views + 6 days ago
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https://www.youtube.com/channel/UCGCKQQvHh6pgjwHmZtKi8Hw

Your attention, please.

Thank YOU !!

:G: LG Open Source

& ' ﬁ
P o
. : ' —
.
Share Collaborate Enhance
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