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Container specification & stack
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NIST 800-190

Application Container Security Guide Overview
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Image_Creation, Image Storage Container R
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Figure 3: Container Technology Architecture Tiers, Components, and Lifecycle Phases [1] ‘ RedHat

[1] https:

csrc.nist.gov/publications/detail/sp/800-190/final 2]
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3.1 Image Risks
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3.2 Registry Risks
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3.3 Orchestrator Risks
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3.4 Container Risks
HELY 2T EY00f F X
Metgle HE/ R HE

CHHSHA| B2 ZH|O|Lf HEHY &7

Of S 2|A 0|4 9| FFH
Z2XE TH o[ &K

Container Risks

Namespace

Container (with app)

Orchestration

(Kubernetes) D D
[
gt

Container
Registry

Container Image

Host OS

>




NIST 800-190

3.5 Host OS Risks
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Container security Contents

WHAT'S INSIDE?
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Container security Contents

CONTENT: Container Health Index

The following grades and icons are used with a brief explanation of how they are calculated.

WM 6 C D E T
l - Grade A: This image does not contain known unapplied errata that fix Critical or Important flaws.

A ¢ D E Grade B: This image may be missing Critical or Important security errata, but no missing Critical flaw is older than 7 days and no

missing Important flaw is older than 30 days.

A B D E Grade C: This image may be missing Critical or Important security errata, but no missing Critical flaw is older than 30 days and ~~
[ I —— Container Application
missing Important flaw is older than 90 days.

MongoDB Enterprise Database .
) . Provided by
A B ﬂ £ F  Grade D: This image may be missing Critical or Important security errata, but no missing Critical flaw is older than 90 days anc mongodb/enterprise-database mo ngo
— ——
missing Important flaw is older than 365 days. Architecture amdé4 ~ Tag ®latest ~
A B C D ' Grade E: This image may be missing Critical or Important security errata, but no missing Critical or Important flaw is older thar
— — —
365 days.
@ latest @200
A B CDE Grade F: This image may be missing Critical or Important security errata, and they are older than 365 days. Or the container is
Overview Security Technical Information Packages Get this image
of its lifecycle.
- - F— Published
A-B C D E Grade Unknown: This image cannot be scanned as it is missing metadata required to perform the Container Health Index Description ceishe
—_— I —— M months ago
calculation The MongoDB Enterprise Database image is used to run MongoDB databases provisioned by the MongoDB Enterprise
’ Operator. Release category
It contains MongoDB Enterprise and an Automation Agent to connect to MongoDB management services, Cloud Manager Generally Available @

or Ops Manager. Together, the MongoDB Enterprise Operator and Cloud Manager or Ops Manager provides a

management and orchestration layer to run MongoDB Enterprise in OpenShift clusters Health index (partial grade o’

i ]
Size
Products using this container 4116 MB
Digest
. mongo b04924c... K

19
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CONTAINER

LANGUAGE RUNTIMES

oS
(USER SPACE)

https://catalog.redhat.com/software/containers/explore

SERIEREEEE

| 0] X| | X|AE2| registry.redhat.io 0f| A{
0| Z4ZEl UBI(Universal Base Image) M| &

Red Hat Universal Base Image= RHELO|| 7|85 S
MEZ-Z end user license agreement0f| 8|Sl F =22 AHE 7tsT
L|C}.

Development
o XABIO| Z|AA HEQ (~90 to ~200MB)
o IZZI2{YU A0 (Modularity & AppStreams)
o [t CI/CDchain7ts

Production
e RHEL ?0M #+5E B20=RHELNE X| & &
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Red Hat Container Base Image

*

=
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2435 T! UBIE Base Image2 &80l C|YT UpstreamImage 2E 7

RHEL 6 UBI7 RHEL 6 UBI7
UBI 8 OTHER UBI 8 OTHER

Red Hat Enterprise Linux 7 Red Hat Enterprise Linux 8 Like any upstream project

RED HAT COMMUNITY
SUPPORT SUPPORT
& RedHat

ANY CONTAINER PLATFORM
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Container Image F 2™ ZA}
Red Hat Quay O| 0] X| 2| X| A E2[2]| ZiH|o|L{ &f|0]02] HOot AF
+.

RED HAT QUAY EXPLORE  REPOSITORIES  TUTORIAL A opentic...
Self-Managed Service | ¢ & cmpesyr B 3786c14b8819
L
© -
% <= = Quay Security Scanner has detected 718 vulnerabilities.
—|-| Qll: K|:‘|| ?:_! Al‘ (Clalr) Patches are available for 144 vulnerabilities.

0
-

31%
47 High-level vulnerabilities.

Geog ra ph IC Repllcatlon 220 Medium-level vulnerabilities.

177 Low-level vulnerabilities.

{\\

B |d | T . 25% 266 Negligible-level vulnerabilities.

UI I | |age rlggerS 8 Unknown-level vulnerabilities.

(with Time Machine) Vulnerabilities
CVE SEVERITY PACKAGE
CVE-2018-15686 % 10 I  systemd 232-25+deb%u6 5] | I file:a61c14b18252183a47199808da07ac483044bca..,
CVE-2019-3855 % 9.3 I libssh2 1.7.0-1 5] EETDY :rt-cet update 88 apt-get install -y --no-i.
CVE-2019-3462 % 9.3 I apt 1.4.8 O 1. m file:a61c14b18252183a4719980da97ac483e44bca..
CVE-2017-16997 % 9.3 I ] glibe 2.24-11+deb9u3 O 2 file:a61c14b18252183a4719980dag7ac483044bca

& RedHat
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Container F 2 &2

Red Hat Quay £ Security Vulnerabilities 7| s 7+ ¢

— RedHat m admmin v
= OpenShift Container Platform # 0o e kube:admin
You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
— x]O e A @3 Administrator
— e =
= - TIOo=2 — 2
Dashboards
CHA| 2 E O A HIZ =9l 7} Home
— [ .
- o Dashboards .
Security breakdown %

Projects

Red Hat Quay% %-6H ETI Xl-A-”-él;l- E-)i o Quay analyzes container images to identify

vulnerabilities.

—_ . ; Details View settings Status vents
5 22l 7k (link out)
Events - 1High 19
L Cluster APl Address Cluster Control Plane Image Security,
Quay Operator: https;/fapi.sgoodwin2.devclusteropenshift. o o o ‘ ‘ 1total
Operators 5443
On-premise?} External Quay -
atorHub (MRED HAT Quayio  EXPLORE TUTORIAL  PRICING SIGN 1N
H H = = o . N 4% Fixable Vulnerabilities
ReglstrleSE E—r x| ‘.L-I e e T i et e et I 29abc8c5a3b2 O opensel s namespaces | >
>
D~
[e) H OF 74 I. __I_I_ H I._Q_. Workloads e d
I_:i X E I_I- a * E E Clalr * o { Quay Security Scanner has detected 61 vulnerabilities. I - . . - ¥
x|_ _6 E_I' = H‘" E_l E §I‘I}' 7:” §I Pods = n Patches are available for 61 vulnerabilities. 1500 @ Successfully assigned test.. >
-— 16:00 55 a "
- - = 1o - Deployments b 14 High-level vulnerabilities iew details 600 @ Successfully assigned ope.. >

33 Medium-level vulnerabilities.

. | .
(TWIStLOCk, Aq ua o ) Deployment Configs 14 Low-devel vunerabiites. 16:00 (@ Suecessfully assigned test.. >

sa%

Quayf -E/E/E/l_i O/U/I/O// [ﬂb"/y/(f S lew details 16:00 (@) Successfully assigned brie/.. >

6:00 G Successfully assigned test..  »

of &= X} Vulnerabilities Only show sl ‘
L O 77 16:00 (@ Successfully assigned andr... »
PACKAGE bur =
16:00 () Successfully assigned test.. >
RHSA-2019:07T10 % A python-libs 2.7.5-68.0l7
RHSA-2018:1587 % pythan-libs 27568 el 13:00 12:00 MR BN cnd bocsnbasnd ime >
RHSA-2010:0368 % systemd-libs 219-57.8l7

RHSA-2018:0040 % systemd-libs 21957017
RHSA-20190679 % ibssh2 14.310.007_21 ‘ Red Hat

RHSA-2018:2285 yum-plugin-ov 1.1.31-45.87




OfFel & 7[H//E

RRRRRR



Red Hat Certification

‘ Red Hat

Training and
Certification
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CONFIDENTIAL Designator

Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make Red

Hat a trusted adviser to the Fortune 500.

m linkedin.com/company/red-hat facebook.com/redhatinc

E youtube.com/user/RedHatVideos u twitter.com/RedHat
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