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Image details
Image & jenkins/jenkins:2.150.3
ID sha256:806f56c84444df9bladbdc320ecaf682e2a67dccdbe8fcebebf2dcd84d04edd)
OS distribution Debian GNU/Linux 9 (stretch)
OS release stretch
Digest sha256:0c4ae900b2d75067884c015de37812124dde8c35533060f46c8529c7d47ef8)
Running in O containers
T ﬂt n* I } E Vulnerabilities Compliance Layers Process Info Package Info Hosts Labels
i 49 Layers, Image Size: 702.6 MB

Details Size Vulnerabilities

ADD file:4fec879fdca802d6920b8...

100.6 MB 49 104
Feb 5, 2019 7:30:01 PM - .

SAE OIOIAl, ZAHO0IH ¥ ABH2IA IS0l A Fab, 201973002 P os d
EPEInEE:}-T= i
RUN set -ex; if ! command -v gpg > ...
Feb 5, 2019 9:51:14 PM
D .’C_DI. @' él’ jo:' 0‘” j | Ul_l' @' 2,_=—| glt él 9,' II‘ % —C|>— /I\_—I —/ll_E -C,?'l RUN apt-get update && apt-get inst...
Feb 5, 2019 9:51:50 PM
INES

Component Version Vulnerability Severity

curl 7.521-5+deb9u8 CVE-2019-3822 @ high
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openssh 1:7.4p1-10+deb9ud CVE-2019-6111 © medium

openssh 1:7.4p1-10+deb9ud CVE-2019-6109 © medium

© 2019 Palo Alto Networks, Inc. All Rigl eserved.
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Color Radar by: Vulnerabilities v

No namespace (Namespaces) %

Show more (5) ¥

HITP:9080

default

examples-bookinfo-productpage-v1:1.8.0

Image istio/examples-bookinfo-productpag
e-v11.8.0

Namespace default

Service

Image ID

OS distro

Host

Service Account

productpage

Service IP 10108176.30

Summary Istio

Runtime events

Vulnerabilities
O No events

2 Critical risk
14 High risk

Medium risk

o Low risk

Show filters T ) Search radar
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examples-bookinfo-
productpage-v1:1.8.0
productpage

a151027e867acd37
Debian GNU/Linux 9 (stretch)
demo-node-john-lab-twistlock

kinfo-productpage

Compliance

1 High risk

~



Container incident forensic data

XS 7HAE o

Host demo-neil-lab-twistlock-com
Profile tl_demo/struts2_demo:2.312_build
Forensic Exporl
package
i The last 500 entries are displayed below, use the export button to get the full forensic data set. Q search
—
@© Total duration 0:08:24 07:56:58.040 07:58:22.007 o75e.4o154 OBoT0211 080234
E o I H F [v! I Container started |
E : o [Vl Listening port |
L [V I Process spawned I
v/ IRuntime audit I |
= [V IRuntime profile 1
0= OHO.”H D:I/\|I-|O| 'O_lﬂEE’Xl.E O dl2al ! ?
4 g -/ S T o =20 @ -
Jun 20, 2019 Container process /usr/local/openjdk-8/bin/java is Event detail
he Runtil dit
ao::r 8:05:22:384 AM I untime au listening on unexpected port 8005
2 Container ID 2ad1b|
= TT7 = = q AlR/binfiava i N
D ET“ D_l %D_l %:I Il || = j UI_I- O E ol- I E ' E|> I g .}Jun‘zo, 2019 I Runtime audit ?ontémer process /usr/local/openjdk-8/bin/java is Type Runtir
1 =2 =x< 4L = —_— — () 8:03:06:642 AM listening on unexpected port 8005 .
Timestamp  Jun 2
D—I 01' UI’ Jun 20, 2019 N .. Container process /usr/local/openjdk-8/bin/java is Message Conte
=< o I Runtime audit
8:01:35:978 AM listening on unexpected port 8005 Jusr/Ic
listen
Jun 20, 2019 1 Runtime audit Container process /usr/local/openjdk-8/bin/java is e e

8:00:49:541 AM listening on unexpected port 8005
Effect alert

@® Jun 20,2019 Container process /ust/local/openjdk-8/bin/java is

Runtime audit

8:00:04:307 AM listening on unexpected port 8005

High rate of reg file access events, reporting
aggregation started; last event: /usr/bin/unzip wrote a
Jun 20, 2019 N . suspicious file to
I Runtime audit
7:58:07:892 AM /usr/local/tomcat/webapps/ROOT/webconsole/useful/f

avicon.ico. Command: unzip webconsole-0.9.7.zip -d
haimhannn DAAT/

8 | ©2019 Palo Alto Networks, Inc. All Rights Reserved.
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Kubernetes audit details

Time
Message
Verb
Resources
Request URI

Authorization Info

Account

Source IPs

Event Blob

Jun 17, 2019 6:55:19 PM

Privileged pod created

create

pods
/api/v/namespaces/twistlock/pods

{"authorization.k8s.io/decision""allow","authorization.k8s.io/reason":"RBAC: allowed
by ClusterRoleBinding \"system:controller:-daemon-set-controller\" of ClusterRole
\"system:controller:-daemon-set-controller\" to ServiceAccount \"daemon-set-
controller/kube-system\""}

{"username":"system:serviceaccount:kube-system:daemon-set-
controller”"uid":"dba01352-9167-11e9-b795-42010af00079","groups":
["system:serviceaccounts"'system:serviceaccounts:kube-
system"'system:authenticated"]}

["10.240.0121"

"annotations": {
"authorization.k8s.io/decision": "allow",
"authorization.k8s.io/reason": "RBAC: allowed by ClusterRoleBinding \"syste

},

"auditID": "06839f30-e520-4c83-8fbb-8ccabcb2ebed",
"level": "RequestResponse",

“objectRef": {

:oin,
"twistlock",
"resource": "pods"

,
“requestObject": {

"kind": "Pod"

"metadata": {
"creationTimestamp": null,
"generateName": "twistlock-defender-ds-",

"labels"
"app": "twistlock-defender",
"controller-revision-hash 77df754659",
"pod-template-generation": "1"

9 | ©2019 Palo Alto Networks, Inc. All Rights Reserved.
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Monitor / Compliance

Compliance Explorer v

Refresh 2

Overall compliance of Overall compliance of

containers 33 hosts

0 1 0 1

csv [2

ID £ 7 Category & 1 Type ¢ T Severity & Description & T Non Complian
521 Docker container @ critical Do not disable default seccomp profile k8s_gogs-app
520 Docker container @ critical Do not share the host's UTS namespace k8s_weave_w
59 Docker container @ critical Do not share the host's network namespace k8s_weave_w
54 Docker container @ critical Do not use privileged containers k8s_weave_w
598 Docker container @ critical Container app is running with weak settings k8s_registry_r
515 Docker container @ critical Do not share the host's process namespace k8s_weave_w
55 Docker container @ critical ::):nr:i;:(smm D e RO k8s_weave_w
531 Docker container @ critical Do not mount the Docker socket inside any containers k8s_jenkins_je
56 Docker container @ critical Do not run ssh within containers k8s_gogs-app
528 Docker container @ high Use PIDs cgroup limit k8s_gogs-app
525 Docker container @ high Restrict container from acquiring additional privileges k8s_gogs-app
510 Docker container @ high Limit memory usage for container k8s_gogs-app
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Vulnerabilities

Vulnerabilities
Vulnerabilities Trend

All Vulnerabilities
280

Total

XX
john@john-test:

Enter Password for admin:
No CA cert was specified, using insecure connection
Image

$ sudo

io/morello/motools:latest
io/morello/motools:latest
10/morello/motools:latest
io/morello/motools:latest
10/morello/motools:latest
io/morello/motools:latest
io/morello/motools:latest
io/morello/motools:latest

docker.
docker.
docker.
docker.
docker.
docker.
docker.
docker.

Summary

Total High Priority
280 12
Details

Types  Vulnerabilites | Details
Type

Compliance

Vulnerability

New Vulnerabilities
244

Fixed Vi
109

Normal Priority

141

New Fixed High Normal Low

Total Distribution

2 -
278 wmmm
280

./twistcli images scan --details --only-fix¢

ID

939999d63a8f6f9a
939999d63a8f6f9a
939999d63a8f6f9%a
939999d63a8f6f9a
939999d63a8f6f9a
939999d63a8f6f9a
939999d63a8f6f9a
939999d63a8f6f9a

CVE
CVE-2017-10685
CVE-2017-10684
CVE-2017-11108
CVE-2017-7245
CVE-2017-7246
CVE-2017-7244
CVE-2017-1000100
CVE-2017-1000101
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Console
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container runtime
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) host 0s

host OS

serverless / PaaS

metal / VM / laaS

metal / VM / laaS

cloud provider
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DEPLOY NEW NODE

LAUNCH CONFIGURATION

0 NEW NODE

1

gl

ECS CLUSTER

ECS NODE:
CONSOLE AS TASK

TWISTLOCK
CONSOLE

u DOCKER:

1]
d- DEFENDER
DEPLOYED

EFS -1

ECS NODE:
NO T/L TASKS

. DOCKER:

ann
d- DEFENDER
DEPLOYED

EFS-1

L
i
Wt

TWISTLOCK
ADMINISTRATOR

TWISTLOCK
CONSOLE

&

REPLICATION CONTROLLER

PERSISTENT STORAGE
READ / WRITE

(©

S
K
"N g

TWISTLOCK

INTELLIGENCE STREAM

INGRESS CONTROLLER

CONTAINER
REGISTRY

TWISTLOCK
DEFENDER

TWISTLOCK
DEFENDER

R

KUBERNETES POD

KUBERNETES
DAEMONSET



<\¢ PRISMA CLOUD <  Color by: Vulnerabilities sock-shop (Namespaces)
Total filters: 3
2
@ Radar &3
catalogue:0.3.5

© Defend v

El Monitor v

# Manage A
View Logs
Defenders
Alerts
Collections
Authentication

System

About
Compute 19.11.480

catalogue-db:0.3.0

user.04.7
payment:0.4.3
2
ol 5
orders:0.4.7

shipping:0.4.8

X istio-system (Namespaces) X Show filters T Search by image name Gr2)

front-end:0.3.12

user-db:0.4.0

443

@ galley: ske»O

cants:0.4.8 mixer:1.1.16-gke.0 citadel:1.1.16-gke.0

¢

ilot:1.1.16-gke.0 sidecar_injector:1.1.1¢
P ge -gke.0

mongo:latest stackdriver-
prometheus-sidecar:
0.1

istio-system

Container Security E
(Radar) e &

@ Deployed Defenders

° Container Defenders

@ Number of incidents

Last week

Compliance  Vulnerabilities

° Impacted o o

images
m Impacted Q

containers

Impacted

hosts

Impacted G

functions



QG PRISMACLOUD < Monitor / Vulnerabilities Vulnerability Explorer Images Hosts Registry Functions Jenkins Jobs Twistcli Scans CVE Viewer PCF Blobstore (?

- Vulnerabilities Explorer

Refresh 2% Collections
O‘ @ Defend v
©
Y .
El Monitor A Impacted Impacted Impacted
= Events containers over time (30 days) hosts over time (30 days) IMages over time (30 days)
9999+
: Runtime
Vulnerabilities . . .
@ Compliance . . .
# Manage v _=
- = | | |
0 2 4 6 8 10 12 0 2 4 6 8 10 12 0 2 4 6 8 10 12
Top 10 most critical vulnerabilities (CVESs)
© Images i Hosts
csv 4 Search for specific CVEs
ID Risk Score (0-100) Risk Factors  Impacted Packages Impacted Images
CVE-2018-14719 GEEE—— 92 o com.fasterxml.jackson.core_jackson-databind:2.8.6, com.fasterxml.jackson.core_jackson-databind:2.8.1 (] 5.5%
CVE-2018-7489 G 92 o com.fasterxml.jackson.core_jackson-databind:2.8.6, com.fasterxml.jackson.core_jackson-databind:2.8.1 (] 5.5%
CVE-2019-14379 GEEE—— 92 o com.fasterxml.jackson.core_jackson-databind:2.8.6, com.fasterxml.jackson.core_jackson-databind:2.8.1 (] 5.5%
A J— CVE-2018-14718 G 92 o com.fasterxml.jackson.core_jackson-databind:2.8.6, com.fasterxml.jackson.core_jackson-databind:2.8.1 (] 5.5%
oul
9 Compute 19.11.480 CVE-2017-17485 caEmm—— 91 o com.fasterxml.jackson.core_jackson-databind:2.8.1, com.fasterxml.jackson.core_jackson-databind:2.8.6 (] 5.5%



<l" PRISMA CLOUD < Color by: Vulnerabilities

Total filters: 1 v

& Radar

© Defend v

El Monitor A

Triggers (AWS)
Events
Runtime Os
Vulnerabilities
Compliance
# Manage v
7€ sns

@,

About
Serverless

Compute 19.11.480

us-east-1 (Regions/AWS) X  Type region, account or collection to filter

m Functions (Lambda)

, Replcator-Lam_.. _replicator-dev...

replicator-dev... lamdaconfigtwt... replicator-dev... replicator-dev.. demo-tw-block-...

i-ind d " der block-... d Jert. § di

replicator-dev...  replicator-de...

Serverless(1)

@ Deployed Defenders

o Container Defenders

Services '***

»>
5 CloudWatch L G# Number of incidents

Last week

0-0—0—O0—O0—0—0—0
18 19 20 21 22

» DynamoDB Nov

Compliance  Vulnerabilities
yss ° Impacted o Q
images
m Impacted
» sEs containers
= Impacted o 6
hosts
Scan 4
Impacted
Refresh 0 A
-~ functions G b
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<\'. PRISMA CLOUD < Color by: Vulnerabilities

& Radar
@ Defend v

El Monitor A

Events
Runtime
Vulnerabilities

Compliance

# Manage v

Compute 19.11.480

G replicator-dev-replicate:6

us-east-1 (Regions/AWS) x Ty,
IE Functions (Lambda)

Permissions

CloudWatch Logs
S3

Show more >

Show filters ¥

Vulnerabilities

2 High risk

© Lowrisk

@ Deployed Defenders

o Container Defenders

G} Number of incidents

Last week

Nov

Compliance  Vulnerabilities

‘ Impacted

images
m Impacted

containers

Impacted

hosts

Impacted G p

e A
functions dic.naver.com




<\z PRISMA CLOUD < Monitor / Runtime Incident Explorer Container Models Host Models

® Radar
& Active B Archived Search incidents Collections csv A
© Defend v
Category Type Host Impacted Date Actions  Collections
El Monitor A Hijacked process (M Container -compute-test.c.cto-sandbox.internal Nov 13,2019 11:
Events Hijacked process (@ Container gke-standard-cluster-1-default-pool-f62eceaf-9thl ~ weaveworksdemos/catalogue-db:0.3.0 ~ Nov 13,2019 12:24:14 AM E -
Runtime
- . This incident category indicates that an allowed process has matt-compute-test.c.cto-
Vulnerabilities Incident been used in ways that are inconsistent with its expected @ Hostname sandbax.intemal (Removed) Time 2
_ Hijacked behavior. This type of incident could be a sign that a process . G 2019-11-13
Compliance E 4 has been used to compromise a container View forensic data [ Container name /tomcat (Removed) 23:52:23
process Learn more ° Image name tomcat:latest (Removed)
# Manage v
Total 2 audit items in incident csv [2 Radar view of incident
Details /bin/mkdir launched from /bin/bash but is not found in the
® Nov13,2019 11:52:15PM PROCESSES - runtime model. Full command: mkdir attack
Rule Default - alert on suspicious runtime behavior
R A Alert /\ Radar not available for this incident
Show model @ Relearn @
Report X< Collections -
® Nov 13,2019 11:52:23 PM NETWORK
About

Compute 19.11.480




< {h prismacioun <  Monitor / Events ?
\¢
@ ® Radar o Container Audits 901 Cloud Native App Firewall 416 Cloud Native Network Firewall 11 RASP Audits 0 CNAF For RASP 0 Kubernetes Audits 0 Trust Audits 0 Docker 1

A © Defend Serverless Audits 0 CNAF For Serverless 0 Host Audits 4 CNAF For Hosts 0 CNNF For Hosts 3 Host Log Inspection 0 Host File Integrity 0 Host Activities 152
v

1 Monitor A CSV [4 Showchart ® Refresh O Search audits Eve Eall tioMon Itor

Events

— Image 0S Namespace Total Last Audit Collections Actions
: ST ger.io/stackdriver-agents/stackdriver-... Debian GNU/Linux 9 (stretch) kube-system 3 Nov 22, 2019 9:38:19 AM - 000
e E Container ID Type Attack Type Hostname Rule Effect Forensic  Date
@ Compliance 077e2e72d4ec707¢0... processes Unexpected Process gke-mbarker-compute-test-default-p... Default - alert on suspicio... I Alert j Nov 22,2019 9:38:19 A...
/bin/sh launched but is not found in the runtime model. Full command: sh. Low severity audit, event is automatically added to the runtime model
# Manage v - ‘
2d128990e67e9676b... network Unexpected Outbound Port  gke-matt-gke-default-pool-f2495eeb... Default - alert on suspicio... I Alert ;:2 Nov 21, 2019 3:52:58 A...
Outbound connection to an unexpected port: 443 IP: 172.217.219.95. Low severity audit, event is automatically added to the runtime model E
dfb8204d655638442... network Unexpected Outbound Port  gke-matt-gke-default-pool-f2495eeb... Default - alert on suspicio... 1 Alert _:?L Nov 21, 2019 3:52:58 A...
Outbound connection to an unexpected port: 443 IP: 173.194.195.95. Low severity audit, event is automatically added to the runtime model E
rabbitmq:3.6.8 Debian GNU/Linux 8 (jessie) sock-shop 1 Nov 21, 2019 4:57:14 AM - 000
Container ID Type Attack Type Hostname Rule Effect Forensic  Date
30e263a20e51527ca...  processes Unexpected Process gke-mbarker-compute-test-default-p... Default - alert on suspicio... I Alert ;:g Nov 21, 2019 4:57:14 A...
/bin/bash ran temporarily during container startup but is not part of the model. Full command: /bin/bash /usr/local/bin/docker-entrypoint.sh rabbitmq-server
weaveworksdemos/catalogue-db:0.3.0 Debian GNU/Linux 8 (jessie) sock-shop 27 Nov 21, 2019 4:54:18 AM - 000
Container ID Type Attack Type Hostname Rule Effect Forensic  Date
A 2754d2320dbbebcb2...  filesystem Reg File Access gke-mbarker-compute-test-default-p... Default - alert on suspicio... | Alert ;3& Nov 21, 2019 4:54:1

About
/usr/bin/mysql wrote a suspicious file to /tmp/sh-thd-912186510 (deleted). Command: mysql --protocol=socket -uroot -hlocalhost --socket=/var/run/mysqld/mysqld.sock

(< B Compute 19.11.480




<\$ PRISMACLOUD <

6 Radar

© Defend v

El Monitor v

£ Manage A
View Logs
Defenders
Alerts
Collections
Authentication

System

About
Compute 19.11.480

Manage / Defenders ~ Manage

Deploy

Manage deployed Defenders Search Defenders

i Defenders enforce the policies created in Console. A Defender is installed on each host Prisma Cloud protects. Advanced Settings

csv [2
Host Version Type Listener Type Roles Status Actions
gke-standard-cluster-1-default-pool-f62e... 19.11.471 Daemon Set on Linux None [] Connected for 4 mins. Manual upgrade requir...  ooo
gke-standard-cluster-1-default-pool-f62e... 19.11.471 Daemon Set on Linux None [] Connected for 1 min. Manual upgrade required 000
gke-standard-cluster-1-default-pool-f62e... 19.11.471 Daemon Set on Linux None [] Connected for 1 min. Manual upgrade required 000
gke-patrick-beta-cluster-default-pool-10... Container Defender - Linux w Disconnected for 23 hours 000
gke-patrick-beta-cluster-default-pool-10... Container Defender - Linux @ Disconnected for 23 hours 000
gke-mbarker-compute-test-default-pool-... 19.11.480 Daemon Set on Linux None M Connected for 1 day 000
gke-mbarker-compute-test-default-pool-... 19.11.480 Daemon Set on Linux None [/ Connected for 1 day 000
Ubuntsu002 Container Defender - Linux [] Connected for 3 mins. Manual upgrade requir... ~ ooo
Win002 Container Defender - Linux [] Connected for 4 hours. Manual upgrade requi... ~ ooo

Defender logs



4+ PRISMA

(7) Dashboard
O‘ Investigate
Policies
Compliance
Alerts 9999+
Compute
Settings
Cloud Accounts
Account Groups
Roles
Users
Access Keys
SSO
Integrations
IP Whitelisting
Licensing
Audit Logs

/2  Subscription

e Steve Kim

Licensing

Cloud Services

Time Range

Past 3 months

Resource Trend

@
S

Licensable Resource(s)
Y
&3

Compute

TOTAL

64

19. Aug

Compute

26. Aug 2.Sep
CONTAINER WORKLOADS
64

9. Sep

16. Sep

Prisma Cloud : Compute License

@ Compute Container Workloads

23. Sep 30. Sep 7.0ct 14, Oct 21. Oct

Time

SERVERLESS WORKLOADS

Compute Serverless Workloads

28. Oct

4. Nov



6" PRISMA CLOUD < Manage / System Intelligence Scan SCAP Logging Forensics Proxy Custom Feeds Downloads Backup & Restore

G Radar
Download Prisma Cloud utilities
¥ Defend v
General utilities
B Monitor v ¥ Jenkins plugin m
£ Manage A ¥ Defender image m
View Logs twistcli tool
Defenders ¥ Linux platform m
Alerts ¥ macOS platform m
Collections ¥ Windows platform m
Authentication
- Path to Console
i Use this path as the Console address when using the Jenkins plugin and twistcli.
https://us-east1.cloud.twistlock.com/us-1-111573457 m
Prisma Cloud Ultilities
Compute 19.11.480



Prisma Cloud
License | A|




(11 L} ]
Workload” 9|

Every instance of these resources in an AWS account onboarded into Prisma Cloud:

1 Prisma Cloud workload .

EC2

RDS

RedShift

DynamoDB

ALB & ELB (load balancers)
NAT gateways

Every instance of these resources in an Azure subscription onboarded into Prisma Cloud:

Virtual machines
SQL databases

Load balancer
Application Gateway
Gateway

Table 1: Mapping Workloads to Common Public Cloud Resources (continued)

1 Prisma Cloud workload

8 Prisma Cloud workloads

Every instance of these resources in a GCP project onboarded into Prisma Cloud:
¢ Google Compute Engine (GCE)
¢ Cloud SQL
o Cloud Spanner
o Load balancer
o Cloud NAT
Every host (not running containers) where a Prisma Cloud Defender is deployed

Every Prisma Cloud Defender for container as a service (AWS Fargate, Azure Container Instance, Pivotal Cloud
Factory, etc.)

Every 12 million annual function executions (AWS Lambda, Azure Functions, Google Cloud Functions)

Every host (running containers) where a Prisma Cloud Defender is deployed

25 | ©2019, Palo Alto Networks. Confidential and Proprietary.
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r PUBLIC CLOUD

Continuous security ¢
& compliance ‘ ‘

I ibaba Clou
/A Azu re avwg Q &)Sféateform C_J om0

Secure OS and app
within workloads

Protect and segment
cloud workloads

© 2019 Palo Alto Networks, Inc. All Rights Reserved.



—w -

ZALEILILY

stkim@paloaltonetworks.com




