Here’s your TIBS(Threat IP Blocking System)!

IXIlA sz 9= e =3 ma e 4

2019. 12. 11(=)

Keysight NSS(Network Solutions Sales)

U5 & (chris.kim@keysight.com)



AGENDA

L o B2 2" IP AHH 2[2ETF EX 5h=7F7

2. TIBS — T2 & IP XIoh 22M A7)

3. TIBS N|& -4

© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 2




i, &l 5SS G I 24 ESE) &0 ©rsa®

IXia



?E AMOIE o322 Qo ¢t &3t €249 7t

202 = L JAIO|E, 2[2 5E7F 28} O|&f SALt "L} |IAIO|E =L{|0|X| HZE S| Lol ojE =7+
T f YAO|E HHALD 2O 301, I HHS?  mums s i AU 776 DHIUE S5, SIAJO|E 22
ol Sote 274 = s 10:4 2 558l

#MYAOIE  #ARY gEOIAMAY  FHYHE  #IHRIYE

2|32 54 7 22 7|3 = ALRISH= ‘O|A E’ E} C} AHA A S0| g ZHO|A] = ZAA0|E AI5HAIL oHdAC S X O]A ¢ "N
2|2 54 7t 287|2 S AL2IGH= ‘T|AIAIO|E’ ERR|-2jch 714 #3FEHES0 S #EE0|A| #EA0] SfAIL  # i #C|HOA £ 2L PAIO|E EHO|X| B X &
Ao 38712 XY 2090 H0|R], JHSEHH| O] ALO|E sk #0)SA 2A  #WebDAV  #3UA{H]

2 M| HojAm|Y 154 1,800%0 Fot= S LIYHIZ

[p%)
ne
Hl
ot
rr

o
rat

[n e

RE0[EHE o E(
EHO|A| X2 37 0|4 SHOIX| Y2, AHHIS §E [|EA 32

as o ange  EEE MBLE R0 02w 3
A

[HoHsA SUH3 7|21 7P EE AJO|E 2791 ET|0|R|7} & WebDAV-I}Y H=E F%AH 0|8 L At IES S FAH 0 s ==

b HEE |E 212 ET[0]A[7} % L ; % o = Ll o
Sr| A% HET|HOIL ST A S Al Surste 14 WebDAV AHIA S|, THY Q2S i3t SRIY WYL Wi 2O FEH3Ho} Ol&™ S7kel 3000240 d= A2
EfiCH HHE0 = &

2 2= e

A

2 SHY 7|78 018 B Y- ST AO|=0| Hasts Ho2 Lig

A2 347t SHO|X| BX si2 I
2= 32 BHOIX| 812 o3 e 129 SHEE M A0\ Q3| 7} 2t7k5h 0171 QIE{ Ul £ ¥ QiR AMETAF 2 DA 2B ZAFCYA 10
Ho aQ, (=] r
ST AOR 72% SAM. 20173U= 17 ¢ 557051 puje 717|224 280 AOIZ0| BT,
ASSLUSAE A LAUMOIEAE: ?_‘l—JFE 390?_"0||:|'.
0]= 20CH(12.1%). 30CH(9.2%), 40CH(6.4%). S0CH O] 2k(8.2%) S MHQI2LCH YS53| &2 H|ZO0|Ct 100 O[5t
FHHOE 20134 5,0000f 20| TAIAO|E E2)-24¢t = R 8 i S R S S

EH0|X| HZEE KISACIM © MA| = 3.7%L ST
LIHEE S8l =4 SH|0X| HE

gioLt, 2017'd Ad CHY| 2.48) O] 4 &0 10,469742] |4

830 Ye 2HY 7|7|2 0|83 H| 2= 100H(8.3%)2F 100 DI 2H4.5%)0| CHE AT =
Ch 20MEe 29 R 827 H4E 9 }-0F500A OIX|= ofgets naisi2 H2ot 242t |

(=}

-
N
oA

© 2019 IXIA AND/OR ITS AFFILIATES. ALL | - . IXI




Mt 50| 7Hs Bot EHT

© Mike Powell/Corbis

Malicious Bots by Type

Scrapers

The Damage
« Content theft and duplication.
o Theft of email addresses for spam purposes.

¢ Reverse engineering of pricing and
business models.

The Target

Anyone.
Most commonly travel industry websites,
classifieds, news sites, e-stores and forums.

The Damage

» Data(eg. creditcard) theft.

o Malware injection and distribution.
» Website/Server hijacking.

* Website defacement and content deletion.

The Target

Anyone,
Most commonly CMS based websites (WP,
Joomla, Vbulletin, Magento, etc.)
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Bot/Human Traffic Distribution

-

Good Bots 9_“-__‘
19.5% &

Humans
51.5%

Bad Bots
29%

Good Bots Bad Bots
Search Engine * DDoS
Crawling » Site Scraping
- Website Health i
Monitoring OTRmArE Sy
v * SEO Spam
Vulnerability
Scanning * Fraud
* Vulnerability
scanning
* Bot traffic Report 2016 — Imerva - -
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https://www.incapsula.com/blog/bot-traffic-report-2016.html
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Gartner

Source: Gartner Emerging Technology Analysis: Threat Intelligence Gateways - Nov, 2017
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Here’s your TIBS!
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LAST 5 MINUTES PROTECTION SCORE

TOP BLOCKED COUNTRIES

|. UNITED STATES

2 (HINA

3. RUSSIA

4. MBXICO

5. INDIA

0. HONG KONG

7. UNITED KINGDOM

TOP ALLOWED COUNTRIES

P CHINA
TOTAL TRAFFIC PERCENTAGE

UNITED STATES
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 24 M CONNECTIONS: 191.7 K

F% UNITED KINGDOM
TOTAL TRAFFIC PERCENTAGE

&= |RRO
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 614K CONNECTIONS: 95.7K

© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. |
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374.4,

B COCOS [KEELING...

TOTAL TRAFFIC PERCENTAGE

CONMECTIONS: 615K

M FRANCE
TOTAL TRAFFIC PERCENTAGE

CONMECTIONS: 61.7K

18

™ RUSSIA
TOTAL TRAFFIC PERCENTAGE

CONMECTIONS: 9% K

| ANTARCTICA

TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 61.7K

oo RE

1.5.

L

LAST BLOCKED IP ADDRESSES

I3 MEXICO UNITED STATES

BLOCKED CONNECTIONS

40.5 K

BLOCKED CONNELTIONS

40.7 K

016-07-27 13:58:58 2016-07-27 13:58:58

BOTTOM ALLOWED COUNTRIES

= HASHEMITE KIN...
TOTAL TRAFFIC PERCENTAGE

2%

CONNECTIONS: 61.7 K

= KUWAIT
TOTAL TRAFFIC PERCENTAGE

2%

CONMECTIONS: 618K

I FRANCE
TOTAL TRAFFIC PERCENTAGE

2%

CONNECTIONS: 61.7K

% ANTARCTICA
TOTAL TRAFFIC PERCENTAGE

2%

CONMECTIONS: 61.7K

UNITED STATES

BLOCKED CONNECTIONS

40.4 K

2016-07-27 23:58:58

= GERMANY
TOTAL TRAFFIC PERCENTAGE

2%

CONNECTIONS: 618K

F% UNITED KINGDOM
TOTAL TRAFFIC PERCENTAGE

2%

CONNECTIONS: 95.7 K

DASHBOARD

UNITED STATES

BLOCKED CONNECTIONS

40.3 K

2016-07-27 13:58:58

I SOMALIA
TOTAL TRAFFIC PERCENTAGE

2%

COMNNECTIONS: 615K

&= |RAQ
TOTAL TRAFFIC PERCENTAGE

2%

CONNECTIONS: 614K
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ThreatARMOR
Rap Sheets

—

B E Block 3]0 CHet

=g S HAl

RAP SHEET

THREATS DETECTED: 6 MALWARE

com/book2/?attachment_id=1996

18e41874286d0a4f8194d29

INS: P3NLH250.SHR.PROD.PHX3.SECURESERVER.... Last Blocke 2016-07-05 16:05:45

ThreatARMOR
Appliance

Set, Select and Forget.

Maximum reliability.




RAP SHEET

185.68.16.161

THREATS DETECTED: 5 MALWARI

http://chuguevnews.info/index.php?view=article&ca
02&id=935:2014-02-14-08-49-37&tmpl=component{
2016-01-10 15:46:51

SHA256 -
fecdbcc77c324650fb10645b4dd535a131edccfObB5f

Home | chuguevnews

http://chuguevnews.info/index.php/2012-12-16-21-!
17-352tmpl=component

2016-01-10 15:39:20

SHA256 -
9b470f11291dcb18a8b72fe62d441f2b8e661379b59
9

© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RES
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RAP SHEET
THREATS DETECTED: 2 BOTNE
2016-01-06 00:53:40
SHAZ256 -
79938cad61289bcabfisac3c496fas7aas41 2b7 0edc
2015-12-07 07:36:03
SHAZ256 -
albedde35an16186ee27a6142d790a8610c55e54a(
Reverse ONS: 202.97.174.82 Last B

THIS IP IS HIJACKED

This particular network range has been hijacked. A hijacked range is a netblock brought back
from the dead, often by a spammer. The original owner of the block may have left it derelict
for any number of reasons. For more information about these types of IP ranges please visit
http://www.spamhaus.org/fag/section/DROP%20FAQ#258

2015-12-30 06:28:54

http://www.spamhaus.org/sbl/sbl.lasso?query=SBL104616

9737 TOTNET-TH-AS-AP TOT Public Company Limited, TH

apnic

TOTNET-TH-AS-AP TOT Public Company Limited, TH

2011-04-08

9737

§: 205.203.0.1 2016-01-08 13:28:34

Last Blocked O




THREATS D RAP SHEET

http/mhp-kadik:
2016-01-01 19:45
SHA256 -
fAb7fb00fac9afas
Yahoo! Mail

http:/fmhp-kadik
2016-01-01 15:45
SHAZSE -
fEb7fb00fac9aras
‘fahoo! Mail

THREATS DETECTED: 2 PHISHING

http:/fsanalkoyum.comfwp-content/post¥h2 0dhlfexpress/oracking. htmi
2016-01-10 06:07:20

SHAZ256 -

d5156ced298eaal43540d3264097221 fbd7ded243f562d3d 26cedd2d 203d76f
d

TRADE FILE

http:/fsanalkoyum.comfwp-includes/dhl/dhlitracking. html

2016-01-07 06:20:25

SHAZS6 -
d5156ced298eaal43540d3264c97221fhd7ded243f562d3d26ce4d2d 203d76f
d

DASHBOARD \ BLOCKED IP ADDRESSES

IP Address

104.192.0.22

104.192.0.20

213.186.33.3
184.168.189.1
69.89.31.191
98.138.19.143

91.236.75.4

Country

Bl United State
BB Ukraine

B8 United States
&8 Netherlands
EH United States
BB United States
&8 Netherlands
B8 United States
B8 United States
B8 United States
B8 United States
EH United States
B China

B8 United States
B8 United States
EH United States
B Canada

Bl United States
EH United States
W France

B8 United States
United States
EH United States
™ poland

Bl United State
E® United States

Q| (® LAST 24 HOURS v

Reason Last Blocked On

4
4
]
¢
&
@
L
4
4
4
@
@

L 28 2R IR GR 3R 2R S S

INS: 5.196.197.221 TRADE FILE
Showing last 100 blocked IP addresses O REFRESH

CIANENPV-WANIDVIOI=MRRSWN [icyorse ()5 M5481 WEBEMPRESA.EU Blocked On; 2016-01-08 13:28:34

LOAD MORE RESULTS
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ﬁThreatARMOR“ [Ixtaadmin] {x] SETTINGS E

OPERATION MODE

© BLOCKING MODE

ThreatARMOR is best when it is protecting you from danger. Select this mode to
have ThreatARMOR drop packets from malicious sources.

TEM UPDATES

RK CONFIGU

AUTHENTICATION #m REPORTING MODE

JTENANCE ThreatARMOR can be used for detection only, reporting statistics on IP addresses
and connections which would be dropped in Blocking Mode. If not connected inline,
you should disable forwarding of any received packets.

GING

PREFERENCES

TP RESPONSE A BYPASS MODE
DR CENTRAL Worried that ThreatARMOR ® TreatARMOR™  tchwiamszs) 9 (i ALLOW / BLOCK E

trigger our integrated hard

BOUT potential networking issues.
ABOUT

ATI IP Addresses are a list of IP ranges produced by IXIA ATl Research Center based on 100% proof of
malicious activity.

ALLOWED INTERNAL DEVI

ALLOWED REMOTE IP ADDRESSES HRE
By default ThreatARMOR blocks traffic based on ATl malicious information.
BLOCKED R )TE IP ADDRESSES

GBS - HHESE REPORTING

BLOCKED COUNTRIES In the ATl Reporting mode ThreatARMOR blocks traffic based only on custom rules. Traffic that
matches ATl information is allowed and reported separately.

BLOCKED UNASSIGNED IP ADDRESSES

DISABLED
BLOCKED ATI IP ADDRESSES

© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 23 In this mode ThreatARMOR ignores ATl information and blocks traffic based only on custom rules.




Q8| IP 2| AE TIBS A|AHIOZ ME AR

IXIA ATI ol IP XpTh A] 2B
Research Center (TIBS)

— 58 X}I= Update “

TIBS 2| AMH
Request

‘llllllllllllllllllllllllllllll

X KISA
QEMBY et KrCERT | NN  Export APl )

Wleessnn®

<

1G ThreatARMOR

C-TAS 10G ThreatARMOR
g S2M
® m— Vb Console fummp | HE EFA AH| S8 1P XHEH A2

‘O E———————
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* KpE W HO|X| 2F - AtE = AFEAL i 2t

ﬂThreatARMOR“ [ixiaadmin] Q 7 SETTINGS E

" B2 XNOMe =X QLh H O] X|

v/ DISPLAY A CUSTOM HTML PAGE WHEN

OPERATION MODE When network users access a web page that is blocke (g
an HTML page notifying that the requested URL was bl

SYSTEM UPDATES This applies to both HTTP and HTTPS requests. oHHI5IX| 42 — 103.56.30.38

Title Hwo|x] &gk

U 0|X| Rfct

PREFERENCES

X2 skt stz YHO0IX| = 7IAIOIE ThreatARMORO| 2|8 Achz|Rig|ch

AUTOMATIC HTTP RESPONSE

et S0Ix|i= ofo] 2laf ofoj=iel Ato|=2 piislgtaLic

10R CENTRAL mo|x| E2ojl cHEr 2 MEOR FO|FA|7| Higc,

Custom URL

ABOUT —

http://103.55.30.38/

RESET TO DEFAULTS

SAVE AND PREVIEW
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ThreatARMOR d& &7 [1/3]

...‘.0.,.1. 0.......‘.' . O....A0.0.0.0.'.o.c.o.o.o.o.o.-.o.o.t ) o
-l

o SRERD DT ﬂ
n = n ]
- = - ]
n = - =
' ] - B
pe s 10G & . 10G
vi: vl
E2E 2wy
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— Throughput

. A ET LY

Throughput : & 40G bps
> 27| 2| M ZtZt QFEtSE 20Gbps
Efj & : TCP 80
{7l AFO|= : 1024Byte
HAE AlZt: & 3A17H 1582

EolE 27| 2 Bt

7.7.3. Settings

Parameter Value
Test Duration/Test Duration Measured by a Time Interval 03:15:00]
Test Duration/Test Duration Measured in Frames 0

Delay Start 00:00:00
Packet Templates/Type TCP
Data Rate/Data Rate Unit Megabits / Second
Data Rate/Data Rate Type Constant
Data Rate/Minimum Data Rate 10000
Data Rate/Maximum Data Rate 500
Data Rate/Increment N Units/Period 0

Data Rate/Every N Seconds 1

Data Rate/Data Rate Ramp Limit




ThreatARMOR d& &7 [2/3] — 100% Line-rate throughput

HAE 21t

- 100% Ecf& =4

- 40GbpsQ| Throughput X| &l

7.3. Component Summary

Measurement Value

Frames transmitted 38,036,372,400

Frames received 38,036,372,400 100.000%
Frame bytes transmitted 57,739,213,303,200
Frame bytes received 57,739,213,303,200 100000%
Maximum frame transmit rate ~3251000

Maximum frame receive rate ~3251000

Maximum frame data transmit rate ~40000

Maximum frame data receive rate ~40000

Corrupted frames received 0

Out-of-sequence frames received 708,779,797

Frames not received on the correct port

Frames received more than once

Frames received that were not test-generated

Slow start frames sent

Dropped frames

Frames received with bad IP checksum

olololo|jo|lo|a

Frames received with bad UDP checksum

© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 27




ThreatARMOR M= =7 [3/3] — Manual Blacklist 1= M

=
-1 O O

" HAE A8 = HAE Z21}

Blacklist & 7|+ M2 A|Zt
100K (108H) 700 ~ 800 ms
200K (208H 800 ~ 1,050 ms

Manual Blacklist 22 (API)
500K (502Hh 1,800 ~ 1,900 ms
Management 1M (1002H 3,200 ~ 3,300 ms
Server (TMS)
2M (2008 6,300 ~ 6,500 ms
© 2019 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 28
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