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Windows 10 vs Windows 7: Microsoft's
newer OS is almost 'twice as secure'

The volume of malware seen on \Windows 10 devices is far lower than on Windows 7 machines, according to one
security firm.

https.//www.zdnet.comyarticle/windows-10-vs-windows-7-microsofts-newer-os-is-almost-twice-as-secure/
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Microsoft Security Guidance blog

Security baseline (FINAL) for Windows 10 v1809 and
Windows Server 2019

Rate tf

S \ s .
%ﬁ Aaron Margosis @ Share 62

Microsoft is pleased to announce the final release of the security configuration baseline settings for Windows 10 October 2018 Update
(a.k.a., version 1809, “Redstone 5" or “RS5"), and for Windows Server 2019.

Download the content from the Microsoft Security Compliance Toolkit (click Download and select Windows 10 Version 1809 and
Windows Server 2019 Security Baseline.zip).

The downloadable attachment to this blog post includes importable GPOs, a PowerShell script for applying the GPOs to local policy,
custom ADMKX files for Group Policy settings, documentation in spreadsheet form and as a set of Policy Analyzer files. In this release, we
have changed the documentation layout in a few ways:

* MS Security Baseline Windows 10 v1809 and Server 2019.xlsx — multi-tabbed workbook listing all Group Policy settings that ship in-
box with Windows 10 v1809 or Windows Server 2019. Columns for “Windows 10 v1809,” "WS2019 Member Server,” and "WS2019
DC" show the recommended settings for those three scenarios. A small number of cells are color-coded to indicate that the settings
should not be applied to systems that are not joined to an Active Directory domain. Cells in the “WS2019 DC" columns are also
highlighted when they differ from the corresponding cells in the “W52019 Member Server” column. Another change from past
spreadsheets is that we have combined tabs that used to be separate. Specifically, we are no longer breaking out Internet Explorer
and Windows Defender AV settings into separate tabs, nor the settings for LAPS, MS Security Guide, and MSS (Legacy). All these
settings are now in the Computer and User tabs.
A set of Policy Analyzer files:
© MSFT-Win10-v1809-RS5-WS2019-FINAL.PolicyRules — a Policy Analyzer file representing all the GPOs in the combined
Windows 10 and Server 2019 baselines.
© MSFT-Win10-v1809-RS5-FINAL.PolicyRules — a Policy Analyzer file representing the GPOs intended to be applied to Windows
10 v1809.
© MSFT-WS2019-MemberServer-FINAL.PolicyRules — a Policy Analyzer file representing the GPOs intended to be applied to
Windows Server 2019, Member Server.
© MSFT-WS2018-DomainControtler-FINAL PolicyRules — a Policy Analyzer file representing the GPOs intended to be applied to
Windows Server 2019, Domain Controller.
BaselineDiffs-to-v1809-RS5-FINAL.xisx — This Policy Analyzer-generated workbook lists the differences in Microsoft security
configuration baselines between the new baselines and the corresponding previous baselines. The Windows 10 v1809 settings are
compared against those for Windows 10 v1803, and the Wind: Server 2019 basel

are compared against those for Windows
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Gartner

Windows 10 Enhances Security

Published: 20 September 2018
ID: GO0346139

Analyst(s): Peter Firstbrook

Summary

Improved security is one of the biggest benefits of adopting Windows 10. This
research explores new Windows threat resistance security features that are important
to security and risk management leaders.

Table Of Contents

* |Impacts

Analysis

Impacts and Recommendations

* Windows 10 Delivers Foundational Security Features That SRM Leaders Need to
Consider When Planning Windows 10 Migrations

- UEFI Secure Boot
- Application Control

* Windows 10 Embeds Memory Exploit Protection in the OS5, and Continuous Updates
Will Enable SRM Leaders to More Rapidly Eliminate Future Zero-Day Techniques

* Improvements in Windows Defender Antivirus and the Introduction of Windows
Defender ATP Make Microsoft Much More Viable for SRM Leaders Looking to
Replace Dedicated EPP and EDR Solutions

Gartner Recommended Reading

EX{ : Gartner - https/www.gartner.com/en/documents/3890175/windows-10-enhances-security
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Figure 1. Magic Quadrant for Endpoint Protection Platforms

@ Crowdstrike
@ Symantec
Trend Micro
.Sophos
ESET @
@ McAfee
@ Kaspersky
BlackBerry Wlance.
Bitdefender @
FireEye @ Cisco@ @ Carbon Black
Panda Security "
F-
Secure ® ") @ SentinelOne
Palo Alto Networks @
Check Point Software Technologies @
Fortinet @
Malwarebytes @
COMPLETENESS OF VISION i As of August 2019 © Gartner, Inc

Source: Gartner (August 2019)

Quest



Queste| Windows 10

Quest



Active Directory=
=2 22| M

Active Directory MH|AQ] = = Linux G4
Ciol =2 E o AM|A

MH|A H ot Hold o 78

. Quest

- HEY3 FH 93

= 3 Party Solution 215




ClHO| A S
Active DirectoryE ME| A HoF Active
ESH o] 7(-||E| HA = Directory 2

Active Directory A{H| A0 - ~\

Ciot =2 22 MA

=2 HOol 7|HI9| Active

DirectoryAMH|A 2 ETHEl 22| H|A|

G J

24 Quest



(Active Directory)A{H| A EHOF X|A|?

Active Directory=

ST AIAG A + HOHEM + WS+ AU YE

(=2 — |

hh

=R 2 ot= HIO[H7t Mg

A

25 Quest



Group Policy Group Policy

22| %
1 2] 22| 17

e

26 Quest



Quest



K| A= 2l Active Directory HQl 5l =2 % A

Active Directory H2t2 34| HZ2/A’S/HOIH HE ZAIZ2 L4 & Active Directory E0r2 A F2/A H/HO|Ef B4 ZtA|
HOb A AR 24 B
x| & o}
‘ SER VPR AE=E
o
H -

l

HAIZEZAl HIA

HIO[E| HAZ0 CHet HAIZE ZA| ‘

MA|ZE ZX|
EOI- x = (=]
ot HIA ZA| g H|A|

HIO|E| HA Lt FA| S

.-
o
rH
rot

HOIE|Z Ao 2E HE

. 3 N *
ALA|ZF ZHX] Active DirectoryE E¢t IT HQ M A = sgx ug
Hob dxof Cist S8 22|E S =2 59
THEL M B, MH|A Hot £ =

28 Quest



Active Directory AH|A0]| Clict ASE 2 M2 Eot =2 HOH K| &

Quest Connected Security
-PCE Ho| NH{olN St CILX|

Change Auditor RMAD
« REAI ZIA OMAIE A4 + AIAIZE O Bia| & (OB ENT Y. T NG
. alo1 EA| %7 ADHEN UE

+HALOIHIE FE HZ « RE HBAR St 2UEZ

[Z{® &S] AD, AzureAD, Exchange, Office365, File, EMC,
NetApp Skype, SharePoint

Privilege Manager for Windows

- SETIX HEHAH - EU2AE AP |
NS 2 ASY « AD P o] W iz

[E7 R¥) Ulo|E=3, MUl AR, Zsh=7

Privileged Access Suite

AT G CADSHABUYAE - U W Sudo BY T2

! « NAH S B8 22| « Key Stroke O[3 X{3

(EOIRIA] HXIFBUS NS B |0 25 On-Premise | Hybrid | Cloud e ——

Quest

29

Quest



Active Directory AH|A HOF Zts} gl

Active Directory A{H|A HQF Zt5}

HAIZEEX A F2 HOE Rz

SAl S HA =

"ot ZISIE S5 2& MA /B 7E

K| 2F : Change Auditor for AD

Recovery Manager for AD

BEojo/dL =+ X P/E 2142
Aot : PMW(Privilege Manager for Windows)

PAS(Privileged Access Suite)

Hot ol HM U &

e

K|SOl £2 70| HOF HY

2% 28 HAH 75

Xt : Desktop Authority

30

Quest



7| &)

0
HE

—
(@]
—
(]
c
)
=
]
ol
o
(79}
(]
>
O
=

of

=
=

ol HA

.
2

Kir

RO
joil

o

Klo

od

L

ES
S =

ol

f

L

&0

b

3
=

Linux / Mac

AL
M 4

| A} Group Policy

=]

ADZ|Hh 2| HA =5

S MA +=

Al SLCH

E3C

=1
=23

ol
=x

HobgH

RO
il
o
—
2
(@]
©
)=
=
or
Lu|
H|
<
H
m
5
=3

Quest

31



