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Event time 2019-11-29 10:48:32 | 2
Event type HttpDownload @
Process name |EXPLOREEXE >
Download URL http//appdown.naver.com/naver/ndrive/NDrive6d/set

up/MDrivelnst.exe
Download path C:#UserswleskivAppDatawlocalwMicrosoftwWindow

sWTemporary Internet FileswContent|ESWD3B68K3H >

WNDrivelnstexe
e Y
File name httpz/appdown.naver.com/naver/ndrive/NDrive64/set

up/Morivelnst exe
MD5 dbdf7eef0babb4ccis182b713b04db49
Size 16.9 MB
File type PE
e HHEE
Internal name MAVER Cloud Explorer
Product name MAVER Cloud Explorer
Description NAVER Cloud Explarer
File version 15101
Company NAVER Corp.
Language Korean
CopyRight All rights reserved
Architecture  x86 o

>
ExeType EXE
Codesign
HEHE » HZE
HAME HE »HEE = U ME
23X Symantec Class 3 Extended Validation Code Si

gning CA - G2
FH NAVER Corp
MELW 2019-06-26 15:58:44
X 82830036FEE6T0ACF24778DBADG083329EANS1
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2019-12-01 15:48:27 FileMave Explorer.EXE
2019-12-01 15:48:24 FileMave Explorer.EXE
2019-12-01 15:48:20 FileMave Explorer.EXE

e

putty-b.exe L I
putty-a.exe .
putty.exe jammu®

FOREST \ 172.29.00.200
WORKGROUP ', for@li

userinit.exe
parent process

‘Exfalorer.E)(E

’ process

3 file event

Event time 2019-12-01 15:48:24

Event type FileMave @

Process name Explorer.EXE

Source file CwUserswiorestwDocumentsWTEST#putty-a.exe

Target file C:wUsersWiorestwDocumentswTEST#putty-b. exe- ............. >
oy ge

File name putty-a.exe

MD5 33c0d1e56152e212367e9c5b0167 1245

Size 5120 KB

File type PE

o HqEs

Internal name PuUTTY

Product name PuTTY suite _
Description $SH, Telnet and Rlogin client =
File version Release 0.66

Company Simon Tatham

Language English

CopyRight Copyright @ 1897-2015 Simon Tatham

Architecture  x88

ExeType EXE

CodeSign
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Open Port <«

2019-12-01 16:22:16

2019-12-01 16:22:03

2033-12-07 16215

2019-12-01 16:21:53

NetworkConnect

|

MetworkConnect

TepPortBind

MetworkConnect

spoolsv.exe

GnPCInspector.exe

e
CrTomeexe’

SR L R g e STECTTLTRED 3173 LLLLED CLTTITTrS

172.29.206:3910 out

172.2971.110:139

172292033443 out

-

,“172.29.71.110

172.29.71.110:139

HEf3I HE J&

services.exe
parent process

autgoing

NaverAdminAPISvc.exe
process

VELVET-VDI\ 172.29.71.1T1) Tistenin Event time 2019-12-01 16:21:56 @ (Connecting)
WORKGROUP \ SYSTEM 9
Event type TepPortBind @
Process name SYSTEM
Protocol TCp
Connection  (AIEENNGD 172.29.71.110:139
. Tog
SYSTEM
process
211.216.46.20:80 B~
HEH3I ¢6ZE ZE =]
Event time  2019-11-29 18:05:29 ~ 2019-11-29 18:07:29
(1% B9 wuw
Cowﬁgﬁéﬁbﬁ'%&m Events time  2019-11-29 18:05:29 ~ 2019-11-29 1827:29
(2 O EEE)
,Sg"network event Event type MetwarkConnect @

. 2 network event

listening

Process name  MaverAdminAPISve.exe

DNS name appdown.naver.com
Protocol TCP
Direction our
Connection HE

& 172.29.20.90:58274

@ 211.216.46.20:80 el
@ appdown.naver.com
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MC\ 172.29.%
‘WORKGROUP

services.exe
parent process

SearchFilterHost.exe
child process

SearchProtocolHost.exe

1 registry event
child process

HEZM

AR

A

2019-11-29 11:09:26

HKEY_LOCAL_MACHINEWSOFTWAREWClasses... [~

RegDeleteKey

HKEY_LOCAL MACHINEWSYSTEMWControlSet0... -

2019-11-29 16:58:57

RegSetValue

HKEY_LOCAL_MACHINEWSYSTEM#ControlSet0... v

2019-11-29 1311
s ge
Event time
Event type
Process name
RegKeyPath

RegValueName
RegValue
RegDatasSize
RegDataType

1:53  RegCreateKey B
2019-11-29 1311353

RegCreateKey &

mmmmmmEa

Searchindexer.exe
HKEY_LOCAL_MACHINEWSYSTEM#CantrolSet001#Ser
viceswvSSWDiag#MSSearch Service Writer

a

8 e
Event time
Event type
Process name

RegKeyPath

=
2019-11-29 11:09:26
RegDeleteKey &
e
iniline_crosswebex_Install.exe B
HKEY_LOCAL_MACHINEWSOFTWAREWClasseswPROT
OCOLSwHandlerd#crasswebex

>3 e
Event time
Event type
Process name

RegKeyPath

* BX&l= HIolH BE

Event type : 2| X|AE2| “4-d/AH/HME

Process name : T2 A|A HA
RegKeyPath : g X|AE 2| K|
RegValueName : 2| X|AE2| 2t

RegValue : A7 4/
RegDataSize : 4|0|E AtO|=
RegDataType : §|O|E Et&

RUAA )

O|F

RegValueName

=]
2019-11-28 16:58:57
RegSetvalue @
mnamsmmnns
WinStore App.exe B
HKEY_LOCAL_MACHIMNEWSYSTEM#ControlSetD01#Ser
viceswbamwStateWlserSettingsws-1-5-21-224369752
9-982335231-3249503476-1001

RegValue
gl RegValueName Microsoft WindowsStore_8wekyb3dabbwe
RegDataSize 0
RegValue e5 06 77 db 8a a6 d5 01 00 00 00 00 00 00 00 00
RegDataType N
RegDataSize 24
RegDataType REG_BINARY
2019-11-20 11:00:26  RegCreateKey <
2019-11-29 11:09:26  RegSetValue <
2019-11-29 11:09:26  RegSetValue <
SREH W pC UM B2 -]
EventTime AuthName P RegValue RegValueName
2019-11-25 13:06:46.187 forest 172.29.20.218 CATimeout=0 CSCFlags=2048 MaxUses=4294967295 Path.. Users
2019-11-25 13:06:46.185 forest 172.29.20.218 CATimeout=0 CSCFlags=0 Max|| Users
L] > 1-2/2 O
SREGE 2T 44 TEE 222U Fl

TAAlO] 22X M=
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------------------ =
https://wm_rvi:direct‘.co.kr/wiz...
-04Q9GHV \172.20.2552 & jreeRs
WORKGROUP &
f wwﬂ;'.direct_..co.kr
velllport-x64.exe | outgaing
parent process |
/
GdiPlus.dll ~ " )
ortmain20.exe
" prokcess
- 1 - —. >
- - 'r - \
< @ - 4 www.directdb.gkr
I’ DOWNLCAD _
10 file event L o
s
. keysharpnxbiz.exe P
2 d}ifd process -
< ® L7 voww.direct
e / DOWNLOA!
P 1 registry event @
-

2 file event

.
keyshar
- chil
- I
B) ... - .
!

4 file event L

K3

nxbiz.tmp
process
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MITRE ATT&CK

Ha| ey

A4 A8 0 A7
e EEL SR A
26 I 95%  2019-11-12 130205
Halz I MLHigh  2012-11-08 08:31:32
3 I 2% 2012-11-08 08:14:12
iz I 30% 2019-11-07 12:43:05
0% 2019-11-07 09:44:49
50%  2019-11-01 181347
e a%
EREES

SYSTEM 0f QI8 A=A ZE A7jd O[4BT FITHE (30%)

XBA / LateralMovement
SYSTEM

Malware

Malware

XA

XBA

Malware

2N HTER

Fake

ML

oc

LateralMove...

LateralMove...

Ioc

St7| WO BEE FTSH: ATEQI LHOIDE MY ZEAF LS
= Ct nmap & 25 ZE &7

!
EE AFHS B3 PCE 2 3
SIX|5hs L Lateral MovementE SX|5H= Z23 Z90I
ESYOME X E ST|EY] A 2HE HYES
HESHeM 0|2 7|58 222 25 AFH 0|2

T1046 - Network Senvice Scanning

2019-11-07 09:44:49
2019-11-07 094448

EHARR: 445/TCP, 135/TCP, 139/TCP S F
(N/ACKPLR &= FIE| YO L OHX| 8 ACKTE

e e Y L) A2AIP 25y
AlZip.exe 0 93 HRMU A 04 A 1722920253 Super A.
{46A1E49C-ET19-ADFF-BO54-9DEF6FET... H4F 172292064 oy
installer.exe THY0| |OCO 2J5] LT HEZE 192168016 QI.
svchostexe 0] 2/5F ARA TE AF Y | HE[F  172.29.30007 0|.
SYSTEM O 2|5t A2 ZE AT O]y AEE 172292577 ﬂ.
SetuplmgBurn_2.5.8.0.exe T 0| 10CY._. A7 172292038 [’l"

Active .
Hostiame  DESKTOP-1HIR
P 1722930123

MAC QO:EQ:4C:56:42B3
DevicelD  b160bdda-04fc-1036-8
Platform  Microsoft Windows 10
Domain  WORKGROUP
LogonID .\hs“

AuthMame ﬂ.
authio @nhs
authoeptia.. el 2l

Plugin version 3194311

Jt EHAEL SXBE JI5S

Create time  2019-04-03 08:56:45
Boot time  2019-11-19 09:04:50
Start time  2019-11-28 13:25:26

Update time 2019-11-28 13:25:26

Heartbeat time  2019-11-28 14:46:117

Policy time 2019-11-28 13:25:26

Data sent time  2019-11-28 14:46:29

Server IP 17”

'S

29/29

o

o]

DESKTOP-1HAF5R1 \ 172.
WORKGROUP \ (@nhs-21

?.

7 nétwork event
. outgaing

SYSTEM

process

child process

incoming

.+ 24 network event
. 5

15 network event
listening

Memo
child process

Compression

0 172.29.25.77:139 < 172.29.25.200 a-
FECER TR =
Event time  2019-11-07 094413 @ (Connecting)
Events time  2019-11-07 09:44:13 ~ 2018-11-07 08:44:10
@ (Connecting)
Eventtype  NetworkComnect @
Process name  SYSTEM
Protocol  TCP
Direction  IN
Connection
17220 0130
@ 1720020043761
Tag
Detect type  [EEY
Q" g
Detecttime  2019-11-07 09:4449
Detecttype  [EIBP Lateraliviovement
Rule 1D A%A LE AT StealthPortscanning) &
Detect target ~ SYSTEM
Score 0%
MITRE ATTaCK (TR

RUAA )
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Gateway System
Network EndPoint_Info

.............................. > AF BHO| HEAH
o oTl 2 e
"1|°E -EI»?H MOQ_I (Src, Dest IP) Pge] e IPS
;IEE;’OM O_Q_If IP, 2 11 Filename
Z CH&e| A& X} IP EFX| A|2ZH
API
sysiog :
v ORE N2} "X  omE nRgA e
2019-08-12 2011915 [ ] FileCreate SYSTEM I'-‘<=|Ig"f exe
2019-08-12 153726 FileCreate ALZip.exe HEO|0IX] jpg
} 2019-08-12 09:56:59 [ ] FileMove svechost exe BITB&66 tmp
2019-08-12 09:55:36 L ] FileCreate svehost exe BITB866.tMp
SIEM 0'"*1 OI ol At I|:_I'DE" 2019-0812091817 @ FileCreate Bandizipexe ABASCOBAIEZFDDBIC
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© HEHE Map

© pEuy
il QRHITA MEE !
ET x|
© Threat/alert 25
e apEEs %
© 2T HARE . [
o7'2s
uA 22
EventTime
20190730 1111
. 2019-07-30 1131
I 2019-07-30 1121

State
inprog
new

new

DetectsubType

HuER o

Trojan
Generic [
Oropper |1

e i

ProcessStart
FileCreate
FlleCreate

ProcessStart

EventSubTy-

HUSRE

9

High
High
High

High

Score | MiLevel

70% 1

a5 o6 od
BAELE S0 AR Y
o 112 yem
e
| Poucr @23 netwerk
1
s fare
o ©
[ETES
EventTime Detactipe

20190812220 O

20150812 )
o8- wio
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201508122103 w0
wo

Logott

Logolt

Logolf
Logott
Logolt

Logolt

2292074

172.29.20.90

2201

Authisme
#ag
s

#as

waz

M
o
ey

GEHsETEn

MLScore

o
Hastt
ek
oSk
DESKT
DEsKT
DEsKT
DSk

DESKT

Occurred | MDS

dgac
500+
2234

dotaf

" VelumeName

20190812 183221 1722930110 Meladu L &
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