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Cloud

However, the challenge exists not in the security of the cloud itself, but in the policies
and technalogies for security and contral of the technology. In neerly all cases, itis the
user. not the cloud provider, who fails to manage the controls used to protect an

organization’s data.

202541 71X] 99%2]
October 10, 2019 Contributor: Kasey Panetta E oh} Exil E 0 I gx}2I
Gartner offers recommendations for developing a cloud AEI ¢ OI“A-| H I % EEJ 7A-I
computing strd

security. Through 2025, 99% of cloud security failures will be the customer’s fault.

N )
Un) @ )

Cloud security breag|

breschessreciientd 0108 can combat this by implementing and enforcing policies on cloud ownership,

mismanagement by

responsibility and risk acceptance. They should also be sure to follow a life cycle

The smbiguity that s

geunting. Concemsq - approach to cloud governance and put in place central management and monitoring

of public cloud servi

However, thechallen| — plans to cover the inherent complexity of multicloud use.

and technaologies for
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Related Content

user, not the cloud provider, whe fails to manage the controls used to protect an
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>
20 XKISA




X KISA




0 22ALC AFY YH U 0|8X} M| Bt
FE 8435 712412 1Xtc16~18), 2Xkc19~21) F

H=

o Accessible Data Competitive Platform|| Trustful Eco-system
k| @lolE H24) (BAE F™) (MERA ME|Y) O
Zetoc 28 9@ EPE A9 AE e WS TEHFLE
. dAE 74A N AR st ABEfA =% ;
2 | | O BERE OIS = | @ WARY BRE 75| @715 Fu nipa
- ® =% A A ©® &3t 2% 15 | © 0 A= oy R
@ ¥okls 9 gigksl | ® 22¥ 2E 8t | © o Akl 84 ey
R — i — H -~ -1 9 o =X o R = o I:
S E2@ee, 18), 2 8HE84, 18 22 E 0|2 =Y
e Ny = T =51 71 i = o L=
35 8E S8 HX|, 337|&e| AT A|AME DIZE 22 E MH|A 0| & 715
T2 ZYEK NPNE 37|
S ELIPIETES izt 22RE 012 7S
EaR R PSIC[ES HAHY Saec _
@2A28 5) 2= HgG-22195) e assrEosts

>

=8 HAMUBHEE
s

22

YEN2 AlAHO| F2ALE MH|A 0|8

X KISA



SH=

1l 2ASE MH|A HOIOI

CSAP(Cloud Security Assurance Program)

Aelels)

O =7t -337|82] 2iZt ]2t E AMH|A O] & 7|t OF&A
7| =@ 7| 5 DAl “17.8.24.)

° SERXEHFEYMHIA FHESOf 2ot 7|F(
— laaS £0f 22IE MH|A HQIQIF A3 ('16.78)
— SaaS E0f E2IRE MH|A BEOIQIF A3 ('18.88)
O SaaS E0F 2212 MH|A EQQIZ SSH(EE, ZHH) Al (19.79)
RIS AlH(19.98)

PaaS £0F StRE MH[A H

-
HI
~
==
f ro
o o[¥
= kb
il o
—
0k
Jio

laaS
SaaS (ES)

Saas(ZHH)

137} £0f, 8771 &=

117} 20, 307 &=

< http://isms.kisa.or.kr/csap/
X KISA

23



- Lo I7H33 7|88 Y22 Public HEHZ XS 5t= Saas
° 8XE s/w, +=Y(BE 7|2US AT Private FEH) = CHY OFH

O F8 Atgh
S &2 laaS 710 F=EI0{OF &
O XN Ql=Etof =T FR, Y U=t laas 21T ER

- O| X} Hlo]g| Z2] BQt 8 FArg

2 HOLQ AL
37N DB 35 ANE
- DB |0/g7/2 ¢ peEO|E £
GIOIE ME | Agax |ojg7)2 @ A52|X| 7taste 3 =2|X 27
2 0|2X} |O|E : H|O|E{e| &~gH, SHHZ 7IZ

X KISA



(m.—;-al = MH|A HORISHE

g7t 37 A HA

35 g
AXWTE | BSCAHIA HIRISS NS HSI| SIoHEHERD HAR LA 0|E 2T
ANEHT | USHS FOIEXSHOE SAUSCAHIA HOHHIIOIS 7|ES FABHT s 2RISH| S B7H @I 12)
BUFTE | QaRHEIEY OO Q27 UEE SN Sl BIHES 51 2 3)

04 18] O]4F 428

14 14
x| 27} » MZE} (543 =9) » AMEot

oj 18] 0|4 548

14 13
[ A xH7} ] >[Af$@?t(—’§2§l¢%>] » A ]

>
. X KISA



ol
ijo ol 100
Ko @ I+ W
Wz & E
o ™ il Rl
A - 8
&I ﬁ K o
< o i o
= — ')
2 oK <+ ._W\
X 3 '
B % = Kl
30 o o T
R oH = o X 2
o i - 1
<l g 0 U o
Ko o T =l =
ol 3l x__._ = wk =3
Klo = o0 3 K
R SR+ *
K =N N <y K o m
_-_ - mﬂ_u H0 &l <] K 0
{| ) W R N o T 0 KL o
= T X ¥ u mEPy T 5 I ¥ o
T B A op WU 51 ® & T KM
TS O TRy o= o M
OF F U o ok KK 71 I+ KT = <0 = ..
O a7 @ % B W ) o o T &
moom g B Mgy w55 N
— ofo Ho alo <0 o~ ~ N ._UE Joil it o7 iof
-— (=N = = Rl < Klo -, RO x = =] ofl oF
o —_ S [EE == _”__.l_ =) B 5 =< | =T -
~ X N < o = K0 =< Kq Nl oF <
— Mo RO % or K X or X ol ~ Ko Ko
(o) Ho I M = = H0 X ¥R o H0 ol ol
E > > > > SO > > > > > S
sk = = R
— T 4 A ® od g a 2 JA uir
| ok 5 ar Fewbk g b Koo B
Klo ._M._ Tl < ) w KO Wk Ki Ro I — )
— I i e SR Y = v M S (S I
IA o T T BT KT Brn BT K I
N = ol © glol] @ o i ~ OoF Ko
- (o] - N
L W A X &) X : ©  m Ko 3
o 14 o ‘e od
: R0 K °
I+ ~
nl
- oll .
Q
]
]
]

5)

[
) N

4

X KISA

off Cht2 #HZ0|

)

=

=}

2

= O
215 He

=
o
T

A= E7HaKE 1

7

ESES:PlL
| By} 957|740t Al

—

7| 8)

=

me

22|
oo .

v M2

v Aol-Al A .
v A

26



ro
ol
N
M
v

o

vl Jj

2
s
hr
fot | for

ox
HT
HL
ot
oz
1
0z |o
o | >
| o

2
Hr
Hr
ot
x

Ho

P
A

H |
o

T

2

| z|0x

-l

10

4o
Rl
Rl
ox
Ha
o
In

R A I

A | 1A
o

[

10. ™ J.Ex-”

HL o

ki
r|Ho|ng (40| o |ofo|met| X

]

e
oX
i)

et

i
i}
oY

o

ox
k-4
Rl
uc]

1. JERKZ 20t

02 o002 (o

oM |12

[ |olo|olofolo|rk

o

> B8
2
Rjpeas

i

>~
=
=
X

#a | Hx
o | A | I

>
im )
=)
r
oY

Hot

>

>
u

02| o2 | 02| o2 | o2 | 02| Of | Of | Ok

=
A | 2| H
X

¥3 | 43
o | i
Jo|

12. 0Ol E= 3

= fekel

T vl R ) ol B e e

>

2 || Q| Ok | k| Ob| Ok OF | rly|mhi|ah| 1

2| =

~ | 0E
il

|1 | olo
A

Pas
+
o

S
=2

2t HT
o

»a

02 [ 02 | 0

<
Jr

4

>
=
=

0T

ox
o | 12 | ofY | olr | uE
%3
Pl oo
o

o
tot
4

fo

ikl

>

N

oy | Jin | o

13 A" e 3

=9 ot

N
0z
>

u

N

M| E|ro || iy
om| HT [l | %2 |re

ro (19| ol

W =re

i=]

|>

o
o

mIE k|2
g

0z|o|m|ox

Nl
B
[H

Hr
e
moh
p
o

0%

H 5= nd = = =
NE 25 <{Hd 5 U571 28>

27|12 2l
N8 5% 9l Atno 1) HEUY, HAHLLES O M2 YEES ADMAK XY S
2r2lA X S+ AetHe X 1.2.1 XII;M 122 alSE Ol XxH Ol I:IO;I
EEEE’J@E 0 Lol 2 o == X o T
s 2) 22LC YHYO| T2 M) W Hof (S L B HA}
2otE oI5 ST RIZ ¥ 521 HojAtD E1,6.1.2 &Ojf 210
AFE Rt T ASIE Bz
OISR HAGE 2] 3) SEtRE LYo E O|8Xt 82 &
HENI 20t B 23 X 12.1.6 CIO| & H| 7|
HESA ZLHY 8 EX
YEYD HEusArY 2 4) 37|18 Hote FASh=7l/338718 2212 HRY Hetvto|L)
HEST A3t X 212FQ HEXANXE Y AE 221 08 Al 5.1.1 &SjAtD CHSEX}
e 28, 621 45 U 8 B, 7.1.1. HQTAIE £4 1032 ALRALAIE,
HO[Ef ~9H 10.3.4 AP X I|AQIE EH2|, 10.3.5 O| A I{A QI E #E], 12.1.4 HI0|H
3:2:3 i;é HE 1221 YSHEM £8 1312 95 Y 453} 7|5, 912 MY
e E2oh 1012 27|12 22, 1033 Z3tE A5t HE, 1114 HERKA
HOIE 57| ot st 11.1.5 HEYA B2, 1222 %37 Bal, 1321 78 U A,
oS M £
orsy| 2| 14. 3372 22t AR (77)
HOIQ T AL
REE

o} =
geals < HQE AB7|E F2UE >
A2t £7)3 =
e ) HY Y, BB, ASTH S AH
g e Eey 2o 11 HERES MM £ 112 HEES HMAE 113 HEES
NEEEEES
PO TR MM ZMEE], 211 DT2AHQ 214 HUQXMS 411 25L 2
Q1% i mot Y Y, 412 32Y A% 1001 H2SH ZH 7 1111
HOLMH[A £F &ot qA s
o Hu A o HEYS HotEa 8 §
Zorpal +7 2) laaS QIEL7} &2 2=, 7tastEeh ALK
AP 9 EOf TS o T
225 o/x 4 22| 3) FUT™ U AATE MA Al &0l 7t58 25 @At RE2],
ZomH| o|Fst U HelHA 75

4l dt 0| ol oh AF

ma e s = 13 A1~ Jf 9 =g = oh) AfK|

¥ (AHES2) SITA




| | |
R
rS op MU oh
:l".'i ot
0 ——
n K
s o
ro rr
o[ >
[
ol —
ok >
mfo
M
el
0
Hu

- oh
A o ol of
|
Ral
_OI_I-
rir
x
o
|>
d
n —
or 2
|'|-|
n
il
|0
re
OlA
mjo
n=
i=]
k=)
_OI_I-
rir
N
ey

O

sa : UXAEH|, A A

d
Mo
10
2t

I
htt

|-0
of

T M

& o5, S5 28 S : ceart@ceart.kr (NIA 32 S2}RE X
://www.ceart.kr, 1522-0089

1S5 7|& 9! "I} 2AHALE : cloud@kisa.or.kr (KISA 22l EQISE)
< http://isms.kisa.or.kr/csap/, 118

|
o O
olN
o
P
m

r

>,
28 CKISA



Internet On, Security In!



