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The Global Risks, “Cyber”
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Commoditised attacks

Smaller-scale criminals

AtojH 2| S O] ¢l

Targeted attacks

Organised crime groups
operating internationally

High end attack

Often smaller-scale, hoghly
convert, organized crime groups
operating internationally

‘6:}' Victimes

Wide range of individuals & biz,
often via their customers

High-net-worth individuals & biz,
often targeted through their
supply chains & customers

Financial systems &
infrastructure, through inside &
specialist knowledge

& Victim . - . -
ﬂ*n Hundreds of millions of victims Tens of thousands of victims Dozens of victims
numbers
Financial
|°9-_| $300 ~ $10,000 $10,000 ~ $1million $1million ~ $100million
== cost
A Impact High impact High impact

\_

Extreme impact /

Source : Closing the Gap, KPMG
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18% 21% 18%

4%
7% 1%

Insurance Insurance is Insurance
offering don't too expensive coverage has

match our too many

needs limitation
Yes - Storongly agree - Agree Undecided

No, we aren’t considering purchasing cyber insurance coverage Disagree - Strongly Disagree - | don't know

No, but we are considering purchasing cyber insurance coverage
to mitigate our cyber risk exposure

| don’t konw

Source : The Global Risks Report 2019, World Economic Forum, 2019
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The global Cyber T .
Insurance market is
expanding quickly

{}@m «

annual growth
of around

20-25 %

SEHAO|H B A F2 20150 25 HE| +E0 2 FHE|M,
2020 7521 5H2], 2025 2002 =20 CEE HOo 2 oA E|T QS

Source : Cyber Insurance — How Insuretechs Can Unlock the Opportunity , KPMG
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2016 2017
3 1 Chubb INA Group 284.4 16.0 5.8 94.2
1 2 American International Group 221.6 12.8 | 100.0 | 0.0
2 3 XL Catlin America Group 177.9 10.0 | 100.0 | 0.0
4 4 Travelers Group 119.1 6.7 74.8 25.2
5 ) Beazley Insurance Company 95.0 5.3 90.1 9.9
6 6 CNA Insurance Companies 73.1 4.1 32.6 67.4
8 7 BCS Insurance Company 69.9 | 3.9 | 57.7 | 42.3
9 8 AXIS US Operations 638 36 | 706 | 294
7 9 Liberty Mutual Insurance Companies 60.0 3.4 54.6 45.4
10 10 Zurich Financial Services NA Group 43.0 2.4 95.0 5.0

Source : Insurance World 426, R 2| Q2| XH £ &
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Cyber Privacy
crime & fraud breach

Physical biz

interruption

with cyber
peril

Cyber biz
interruption

Cyber Network/ Other
physical service Rep harm intangible
damage liability assets

( WAVE 1 ( WAVE 2 )
Strengthening core digital asset Enhancing risk modeling to expand

L propositions with crisis management | coverage to assets with cyber triggers

rWAVE 3 (WAVE 4 )
Insuring the “Uninsurable” Transitioning from cyber to intangible

L _ asset insurance on non-cyber perils )

Source : Embracing the cyber insurance opportunity, KPMG
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——— Tangible assets Intangible assets

Physical damage I Liability Digital assets i Rep harm IP theft
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-g Development of cyber insurance from

O protectlng digital assets to other areas
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Limited coverage
"i Covered by traditional insurance ge by
() traditional insurance
1

=

(=]

P

*Bl = business interruption Degree of existing coverage by cyber insurance market w |
Source : Seizing the cyber insurance opportunity, KPMG
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“The biggest risk of all is the strategic risk; that we do not find a solution for cyber”
“If we shy away from this risk — if we shy away from the challenges of cyber — we risk that the
insurance industry becomes irrelevant, because the cyber risk is here and will stay and will grow.”

“We expect at the moment that this $4 billion insurance market will grow to about 8 or 9 billion
by 2020, and to about $20 billion by 2025,”

“Growing threat from cyber Risks”

Torsten Jeworrek, Munich Re
Labour Relations Director

Source: Press conference Monte Carlo 2018
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