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%‘ Cyber Attack Trends

What about recent Cyber Attack?



2019 RSA Theme : Better
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Great Cyber Attack
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<E= MSS Development Stage

What is the MSS and what is its limit?
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InterNET Firewall WebServer






Presenter
Presentation Notes
과거 데이터와의 조합, 
행위 기반 분석, 
환경에 따른 공격탐지 선별 



36% report that they
have “lots of customer
data" but "don’t know
what to do with it"
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Limitations of MSS

Attack Event Security LOG SIEM Warning Alarm Incident Report
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Blind attack v
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Limitations of MSS
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[source : Cisco 2018 Security Capabilities Benchmark Study]


Presenter
Presentation Notes
• True Positive: 정탐(정상 탐지). 실제 위협이 존재하고 이를 탐지한 경우�• False Positive: 오탐(오류 탐지). 실제 위협이 존재하지 않지만, 위협으로 탐지한 경우�• True Negative: 실제 위협이 존재하지도 않지만, 위협으로도 탐지하지 않는 경우�• False Negative: 미탐.실제 위협이 존재하지만, 위협으로 탐지하지 못하는 경우
[출처] '오탐'과 '과탐' 사이에서 (바이러스 제로 시즌 2) |작성자 문스랩닷컴
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How do | get to Al?



Resolve the Problem
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Thinking of IGLOOSECURITY MSS

SIEMO]| AIE ZTIsH

OFEEH| Al A E

2 H[o]Ef '
I x| iy R ’ onrs

= i OIIE&
EEE: 2= HiojE 282
XGBoost Algorithm  Linear Booster Algorithm

glojg

o=

GlOIEf 0J-:t2t

H0E B2 f \ [ i i ' 7N
‘ . 5 | o
g OII"
alo]E| Z1a 8} t Ho0jE #s o -

Reconstructive tiea

—weight auito-encoders Isolation Forest Parametric Statistics

BE Log HIoJE =& ) . sy . AtOIH 1 &

BIG DATA DB Intelligence DB

HE3 RO AH Fe A1H1 Igloo CTI

1 alaana B 11

58 |DS/IPS, DDoS WAF = | HHAL ZQ A H(Windows, UNIX, Linux ) Z|AALO|H I




Thinking of IGLOO SECURITY Al
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Threat Insight
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Threat Insight Detail
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