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Journey to Al Security: Threat Management
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Cencarn
Source IP 192.168.0.119
Medium

Graph Relationships

Last investigation 4 days ago, on October 4, 2018, 8:50 PM

Default | Investigated

!

Key Insights I

Threat Actors Malware Familics High Valus Assats Risky Users Watehed Users. Duplicate

0 5 2 0 1 o | 0

Key Observables MITRE ATT&CK Tactics
Total Suspicious Critical New Local Context
Gredential Access
65 44 35 4 31 observables
Trpe Description Found Locally | Insights
n ee18e36bf1cf32facOee006931a7a912 Yes

From this offense, Watson has analyzed 24 observables. The analysis found 73 new indicators

el donni.smith Yes that were not included in the offense. A total of 35 data points were found to be linked with the
offense. 31 indicators were related to suspicious activity, and six indicators were active. From

n 3f118d0bBBB430absf581c2589207988 Yes the newly found indicators, 25 have ties to suspicious activity. In particular, four files, 24 URLS,
one domain name and two IP addresses have been found, which are known to be suspicious or

el Kyle.langford Yes malicious. The following malware family types might be linked to the offense: "icepack”, "locky”,
“dridex", "spam zero-day”, "emotet”. The evidence is provided by *three anti-virus signatures”.

-] http://sandbox.bottlestore.com/76546vb.exe Yes One user on a watch list is associated with the offense: kyle.langford. Advisor has identified one
high value asset associated with the offense: 192.168.0.119.

n NGM3450264505.js Yes
Analysis of the indicators found by Watson revealed four additional observables related to the

[h} “_Locky_recover_instructions.bmp Yes offense i the local context. Advisor has identified one additional high value asset related to the
offense in the expanded local context: 192.168.0.122.

n Obeb1124cbe82eded3743b507 11651 Yes

n _Locky_recover_instructions.bmp
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Journey to Al Security: Threat Management
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Before An Attack During An Attack After An Attack
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Journey to Al Security: Digital Identity Trust

E|2H0| AIE =& msl ‘=’ &l msh At &

TR el S8 AlaE W t

FEETUSUIL U MOl AR AIHRE HASNBAIR-EHE 32O FE

DEEA ALY el ME-duwshzl od 3, 7| AHE ezl HSZESY
A

B UMD A28, wC

AKS| B2 B MHE
F2Aen A=

o AE EE A2 7L A AE B A7t
EFX| 2| AN AKX HE AR SHFE L ALEX}EE 7|8 =&

10 © 2019 IBM Corporation



C|X| & M=Z|/d (Digital Identity Trust)

ArE X}/

11 © 2019 IBM Corporation



L 4
v
. <|
o R
G
2 T
- ol
A
é
el
<
30
[ o}
r_f %0
J T
e
<

<l
&l

K

Fril |
—

od

*CIAE ID, M ZEOf Lot == &

Olea| M A DB
-CIXIE Ab7| 4

rn

il

AL /507 T

oy

12  © 2019 IBM Corporation



Al X4 & 34 Theft of Al

Generate: SQL injection= Poison: EQ|E| & &5l Microsoft Theft: 71 APIZE E5| 7| A st&
DeepHack tool [DEFCON’1 Tay chatbot 0| S = =! [Po] D&l EFE| [USENIX'16] [DE]

| =24
= O 1 =

Automate: EQ|EHOMN EXE S Evade: QtH Mx| Ol Al Transferability: 2-2% Q =H
M M [Zerofox Blackhat'16] ZZE| H|FO|| TSt & HIA DS XMz ZAHQ

2 Chet CH 2|
[CCS’16] [EV] Y st [ASIACCS'7]
Refine: AlZAo 2 2ESEH ==Y
DAL E J 2|7 Harden: O] EFX| 7| &
{H ¢nalF % ot ot Privacy: 23

(OpenAl Gym) HOIHE EF
[Blackhat/DEFCON’17] [EV]

ME: Model Extraction Ev: Model Evasion
DE: Data Extraction Po: Model Poisoning

13 ©2019 IBM Corporatio




Cyber SecurityQ| Al AIC| =t

o= 24
- HIYWY YESY Yy ol
MEZ2 = 09| l-ddt
SEERGE
 Applications: HEQ|3 ME,

A+ X HH, endpoint,
OfZ 2| 0] H|o[E &
28+2C 0| E

IBM QRadar A|-9-x|-3c',| 2
Digital Identity Trust

14  © 2019 IBM Corporation

S d O:|
(S =
=4 S8 43| dE HO0s
- I W AP EE - M W Hot o[HIE T}
s230 Moksto Algof 2ot AQ Sl oS gt Hs
(2 et L y
- - Applications: Cognitive SOC

- Applications: Structured and 2 M7}, Orchestration, X-= 3}
unstructured (NLP) §|O| g

Incident Overview ¢ 5 Potentially Successful Exploit containing
s TCP_HIT
Hour graph for Oct 2nd

[E—

Mabwars Famly AV Signat

*1 62 D23 822

IBM QRadar Advisor / Watson
for Cybersecurity

IBM QRadar Advisor
IBM Resilient



https://www.ibm.com/us-en/marketplace/cognitive-security-analytics
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THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

3 @ibmsecurity

I3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.




