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The evolution of the desk by the Harvard Innovation Lab

http://imgur.com/tWyyfya
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Pervasive

Degree of economic impact

« Top 5 benefits of digital transformation contribute sign

B® Microsoft
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The most compelling
rewards program with
everyday relevance
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Top 5 benefits in Asia Pacific. Improvements now and in three years

nge of 15%

*1.6X

Personalizatio

Offers, communications
and service tailored to
individual customers

Ordering

The fastest, and most
convenient way to order
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South Korea el
IDC Digital Transformation Awards 2018

DX Leader Operating Model Master Information Visionary
| DI EF S E2/ & #HOYA} 15 (Hyundai Motor Group) 7|0} A} & AF (KIA Motors)
(National Information Resources Service) LS A (LSIS)

Omni Experience Innovator Digital Disruptor m
LB ZE&E H2(VUNO)
(Shinhan Investment Corp.) |OT

#1DCDXa
For more information, visit www.idcdxawards.com s
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Starbucks
Digital Transformation 2.0

3rd Party(Supply Chain) Digital Infa
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- MIT Technology Review -
JOIN NOW
@ | Global Panel
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Triton is the world’s most
It 20174 0|8 8120] olAElE AL2C Ofateiorol i Murderous malware, and
usot ME7t F2Q Z0UAE I7} YojgE w7g W It'Sspreading

The rogue code can disable safety systems
designed to prevent catastrophic industrial
accidents. It was discovered in the Middle East,
but the hackers behind it are now targeting

companies in North America and other parts of
U - RUN
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families industrial processes trilog.exe

TRITON SIS Engineering
¢ Stuxnet e Stuxnet e Stuxnet I :l: I library.zip Workstation
e Havex o Blackenergy 2 ¢ Industroyer/Crashoverride TriStation Communication TsHi
¢ Blackenergy 2 o Industroyer/Crashoverride e Triton/Trisis - . TsBase
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@ A Chinese military unit
designed and manufactured
microchips as small as

a sharpened pencil tip. Some of
the chips were built to look like
signal conditioning couplers, and
they incorporated memory,
networking capability, and
sufficient processing power for
an attack.

>

¥

( © The microchips were

A inserted at Chinese
factories that supplied
Supermicro, one of the
world’s biggest sellers of
server motherboards.
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BREAKOUT TIME BY ADVERSARY FOR 2018
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[ Source : CrorwdStrike, 2019 Global Threat Report |
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DevSecOps: Integrate Security Into DevOps(ZX| : OWASP, 2018)

Static Analysis Audit
Threat Model LO8
Policies

Code Review

Threat
Intelligence

Monitor
te
Detect
Response
Penet(aﬁon Compliance Recover
Testing Validation
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EDITED BY NEW YORK TIMES BEST SELLER
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TRUST NO ONE

ﬁon

Workloads

Networks

Devices

=X : FORRESTER, "The Zero Trust eXtended Ecosystem Framework"

X KISA



[End to Net : Seamlees]

LAME AX/HAEMS
TLEYUORE IS 3 “e5 sty [|S e
O L OHdn™ o =

* KISA ALO|H] BB E 24 ZR(C-TAS) ¥8
https://www krcert.or.kr/data/noticeView.do?bulletin_writing_sequence=25824 k KISA






