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Data Center
Network

40GE Links
MLAG/Channel Capable
Agaregate over 160GE

Ctb Interconnect Switch Interconnect Switch

40GE |

. ToR Switch B
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Top-of-Rack Switches
Management Switch
* o
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;’ - - =c Aok: | | Up to
| l 32 Servers
| [c 0 ] |
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| = [e) :| _ j
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B—--"r1——-—o0
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Core Modules

* SDDC M anager
* vCenter Server & PSC

Optional Modules

* vRealize Log Insight
* vRealize Operations
* vRealize Automation
* Horizon
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Corporate
(External) VLAN

Data Center Services
*AD/DNS/NTP

Core Modules

*NSX Managers
*NSX Controllers

NSX Edge(s)
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Access

172.16.0.0 172.16.1.0 172.16.2.0 172.16.3.0 172.16.4.0 172.16.5.0

Core Level

Distribution Level

F:RTINET



SDDC H|ER3 Of7|HX{ o] ot S & #2

172.16.0.0 172.16.1.0 172.16.2.0 172.16.3.0

C

172.16.4.0 172.16.5.0

NSX traffic example

East-West Layer 3/ Same host
Before NSX

With NSX

UCP Blade
_NSXwSyitch

) UCPRlade
vSwitch

---------

I Sarzois 1

bl 4 Sone Lt
4 wire hops

0 wire hops

East-West Layer 3 / Host to Host
Before NSX With NSX

Network: mmm  Netviork

Switch Switch

atwork:
i&‘»wltch

"UCP Bladel [ UCP Elade2
vawlich vSw ich

4 wire hops 2 \ire hops
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FortiAuthenticator-WM  FortiCache-VM FortiRecorder-yM

FortiManager-VM

FortiWLC-VM FortiWeb Manager

VM/NFV 7b& 04l S =0 Hot ER M A
A O] £

-FortiGate-VM : B35},

KEM|CH 2 (NGFW), S22 # 2| A| A E|
(UTM)

-FortiWeb-VM : ¢ 234

-FortiGate (VDOM, Virtual Domain):
HEIHHE X|&&S ?Iet 15 XX[H(low-
latency) HW O] Z 20| A A S

-FortiGate : IPSec VPN M -& #| 0| E9| 0]

>~
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Public Cloud Private Cloud SDN Connector

OpenStack

Amazon Azure/Azure VMWare VMWare
Web Stack ESXi NSX-V
dws SP— = e

e B NSX

Google Oracle Kernel Xen

GCP OCl Virtual
5 Google Cloud ORACLE AKVM &n”

AliCloud

&)

Alibaba Cloud
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\NGFW/UTM /
FortiGate-VM
NH inercotie (INIeGNMY | (hcreEe) wa (T e
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Data Center i e

QG0

Network
1022 - 1032
VM5 VLAN trunk to
= VM7,8 | A B L2 VDOM VLAN trunk to L2 VDOM
. s Q Bravol Bravo2
* Secure Inter-VM traffic in same NS D! D | [
broadcast domain ' Q
; gomeenas VM3, a4 Zone 1 To L3
e Transparent VDOM to bridge VLANs s Q VM6 192.168.2.x Alpha Port Group VEOM sﬁﬂ 11 GF;?T-S}F ' %ﬂzﬁ %0}33??-5{ )
* Inter-Zone L3 VDOM within >€ L2 Q;] (VLAN 101)
FortiGate-VM instance

: VM2 Q vSwitch Alpha vSwitch Bravo 1-n
* No hypervisor API dependency — vSwitch Inter-VM
192.168.1. Inter-ZONE : .
: vSwitch Fabric
Hypervisor Layer

Hypervisor Layer

. EQH2CIIAE OOl L Inter-VM E2HT 20 * Bravo Zones Y2| 2= Inter-VM E2fH 2 L2 VDOM= S5
=Y MM UTM EOF ZIAFE gk ch
. VLANZH BEIX|S 2|t Transparent VDOM x| 2. . vfzggggg OlO* T! Ktk |IEH Hiote =HOoF 9l UTM B oF AL}
- FortiGate-VM 7}“':'1“ LHO| Al Zone 7t &4 Sl H Ot sRer 3R 4 Echis £2.
&!%; _<r3_|‘<'5|- L3 VDOM X|O_| =7 ° Alpha Zone %1 | VM= Eol_l' 7é;IX_I-|IO-|| 9—|6Hk| _E_E|E|O'I, A-IE
. SlO|H HIO|X API O] &Y @IS, Hotglo] 4l &= AUSLICE
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FORTIGATE-VMO00

FORTIGATE-VMO01/01V FORTIGATE-VMO02/02V FORTIGATE-VM04/04V
Firewall Throughput (UDP Packets) 12 Gbps 12 Gbps 15 Gbps 28 Gbps

Concurrent Sessions (TCP) 1.0 Million 1.0 Milion 2.6 Million 4.3 Million

2ot Yoty 45

IPSec VPN A&

IPS d&
Application Control Throughput * 2 Gbps 2 Gbps 2.6 Gbps 4.5 Gbps
NGFW Throughput * 850 Mops 850 Mops 15 Gbps 25 Gops
Threat ‘ Threat pmtectinn Throughput e e B 7 OO Mbps ............................... 7 OD Mbps ............................... 1 2 GDDS ................................. 2 Gbps .................................
Protection A S La e e s o
OR 08/08 ORTIGA 6/16 ORTIGA ORTIGA
Firewall Throughput (UDP Packets) 33 Gbps 36 Gbps 50 Gbps
Concurrent Sessions (T¢?) 8 5M|H|on ------------------------------- 180 MI"IOH ----------------------------- 3 80 Mllllon --------------------------------------------------------------
B R o, : 500 e 1750 e - OOOOO ..........................................................................
IPsec VPN Throughput (AES256+SHA1, 512Byte) |  65Gops  6500ps 70Gbps
e e 4 DOO e ; DOO e ; 000 e e e
Client-to-Gateway IPsec VPN Tunnels - s000 50000 64000
SSL-VPNThroughput 45G0ps 856ps 86Gps
_Concurrent SSL-VPN Users (Recommended Maximum) 1000 25000 00
" IPS Throughput (HTTP / Enterprise Mix)' | 155Gops /6 Gops - 25C0ps/12Gops 29Gops/19Gops
“Application Control Throughput> ~ 9Gbps 176ops “7s5@0ps o
NGFW Throughput Y 9Gbps 65608 20194 2% J|&
Threat Protection Throughput* | 35Gps 7e0ps 136Gps g5 HolE
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S0 A M S5t= SSL inspection: SSL ¥ 5= 2}
712 Hot 7|5 AV: QFE|HFO| 2 A |
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SDDC Z210|8l E2tfE =L AEHZZH0|= 102 =5 ALd| (VMware)
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19t 20t 39
[Swenis)
Fortinge-VMOA Fortigate-VM04 Forﬁg%te-VMM - Fortigate-VM04 Fonig+e-VM04 . Fortigate-VM04
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T 7 e [ | e o) e e | e ) e [y
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VoA

lPon Group 1 ” Port Group 2 I
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= Boj)

g ®ojT)
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*  LfE DVS7t Route & . £ DVS7t Switch S X B2 o
CtCH XFA CHCH - - = L =HCH - (=N
ool(l3) -8 - ao(L2) . Hes B/ <> LB + VNICE HIEHE 2% . u g u
© VIANEZ HYE 2F * Host to HostZt ZZ2 #| © VIANE EIUE 25 EE%I;H;/%LHT i . OEAE gUE TR %l;;;;ﬂ;/:ﬂ-.—om-.-
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Public
Zone
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Private
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O‘ 'O API Controller
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ZE|Y 22N
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« FortiGate & FNDN AP| A{H|A

« 27 Hu2 ol g0l S API |2 X
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+ Step-by-Step BHA 1€
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L S4AL Private SDN S Z

S
pe-2 IPMPLS P+
ASR9K ASR9K
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A

Spine-1 Spine-2

CLUSTER

VMware ESXi

- ZE|Y 2RM

» FortiGate Connector
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20 C§7|Q SDN SHE=

>

= e
T =

A
7'"||d="|iA|‘1 A1 i FortiGate-VM
1

_____________

FortiGate-VM

e FortiGate-VM

* VMware 7|8H0] H-& |

+ PoCE 3¢t Z1t HE
+ Korea DemoE{E 0| &%t Mirror
HAE
T8 MEIZAEA) Of B HIARE
Z3E NS HDAL-> QlE{ 4l EAl E2|E: FortiGate-VM KFA|CHE SIS HOF M XK

-1 710

I QE A} OIO|E{Q| AL FortiGate-VM A HIO|IjA X
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VMware SDDC

(on-prem)

Transit/Peering

- o

= = Public Management

- Private Optional

=ERTINET

Hybrid / Prlvate

[ - o - | - s - | - o -
VPN BIIE e=Servers=» DIIE <= Servers=» m <= Servers =» RIIIIE

MBR - o - am am
- o - } - o - }

[
o | | | |
tj—a—v—v—v—v—v—Vﬁ

@ ( @

w w w OO0 00O 00O 0O 04/
Block Flle Object OS Update APl Servers DNS Transcoding Images
Storage Storage Storage

SLR
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Untrust

Trust

Untrust_

Y
E“) o R
<o
e sesesess. :suu«.f.ur.uuusu

Tru

ZE|U &7

FortiGate HW 7[2IQ| 7HA BiotH K|S

« & 1. Low-latency

Y™ 2 UE8Y EUTY 28 Its

Copy__| _ Copy Copy.
Untrust_ Trust_ Untrust_ Trust_
PortA PortB PortC PortD

F:RTINET

Master

1.1.1.2/24

Untrust

Untrust_

gw -
o _sessasesessresensnases

Copy
Untrust_ Trust_ Untrust_ Trust_
PortA PortB PortC PortD

Slave

1.1.1.3/24
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Public Cloud Based Infrastructure A

~

.

SaaS

Featured Applications
06 ™ & 33 bx |

DATA CENTER

F:RTINET

25




azon
W yebservices™

Mlcrosoft Azure

) _||j
& :
Iil
~>1

=010 o
u Office 365 SaaS Eal'—l—E O‘l EE'?‘”O'E‘

[ | -
222 EF .

&
T
5
B
B

F:RTINET



FortiCASB £5M - 22}2E SAAS O S2|#|0]Mof| CHst 2o ZIAl &
DLP & GDPR ZEZ20|HA ZHAL

FLERTINET o7



Cloud

i

In

ol
7t

=0l

I oln
ox 10
ol)j |‘||'

Jore

EZ}

-_ Ll

Cloud

2t HRUZ 01 St

10

Cloud

(VPC1

AutoScale

=

= Auto ScaleS2| BIEHSE Q1 X 2}
Hol > £+ A|012] otA| B

zajo|y Betec

n
BB
- @Lweut
ey
- ] office365 ) SaaS Zatec ofZ2|Ao|M
[

©

= S7tet QIZetof Cfet 7HA|d
StHO| 0{2{ 3

» A5 = 0l SICjEl Attack
Surface 2%

= Shadow IT &4 A O
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[EALOA Al Sots 22 7529 B2 FY

Z242E A
AH

Edit inbound rules X
Type (i Protocol (i Port Range (i Source (i
SSH v TCP 22 Anywhere v ||0.0.0.0/0 Q
HTTP v TCP 80 Custom IP v |122.49.67.36/32, €}
HTTPS v TCP 443 Custom IP v | 122.49.67.36/32 Q
All ICMP v ICMP 0 - 65535 Custom IP v | 122.49.67.36/32 0
HTTP v TCP 80 My IP v ‘ 0.0.0.0/0 Q
A Anywhere
T A2 My 1P
Zajoc Ao T oHpSpE | Legonie
_ _ <SR E AR ME S 7S concer (B3
n 5.|_Q_ 2 zH 7|I:I|- Lzt
o O M —_ O
| E O acl-f1d71094
T-
Summary Inbound Rules Outbound Rules Subnet Associations Tags
u Top DOWn IjOI-A—! Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.
= OFHFSE Z{2H LI O il
OOoS O 1 24
Rule # Type Protocol Port Range Source Allow / Deny Remove
- 6_' _Q_/i'_[:'- 7 | H} &= Xt 100 ALL Traffic 4 AL ALL 0.0.0.0/0 ALLOW % ()
— —
< o 1 Custom TCP Rule s TCP (6) s 0 ALLOW ¢ (%)
a I Z 2 n O o Add another rule = o (@] a1 i
=) = C;IZ—I-II "CI-E"-— S <= ZIFE ATRA HS ACL 7| &>
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AF 24

— L

JEAIA U 2 A0

Cloud E A“
E X =
o8 o ¢S
B box © now
\ ]
= A5 Z20M 7R LA 0| = Auto ScaleSo| HIEHSI Qlma} = 7| G|O|E{, 7t QI ato
0] st > At A[of Clist 7tA1d &t
= Qlate| HoF A2 Al
= 7|2 GOy Y, AE= = DE S2tRE SHF0A L = SaaS Cloud 2/& #|0{(CASB)
I =Hot OF7 [ElX A=
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Use Case#1: CH2| A{H|A Qlx2} B O OfF | &l 2]

SPE EA AMA BEFH

G

Public Cloud Management API

Public Cloud Based Infrastructure

i I |

» IE|L 2 2RE Y (RPM|CH Btshe)

= 0= 2(7|0] |2t HwLF0]4d 4|0 & &<
2|0]0] ot V|5 A=

" QAEA HiSE A, LEHE 215 HH|0|E

= VPC / VvNET HIES| 3 Yot

 SAE HE/HE (RO EA, HE HE 5)
A2
-« ClOjEl 22 23t HE2t0|1A F4

= At D e HHA
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Use Case#2: 22IE HOF MH|A 5|E

( )
f N
Cloud Services Hub
Transit VPC
! =28 | &
L ) =)
| 1Psec ]
vct Y [  vecz )
EEE
E
J

Public Cloud Based
Infrastructure

2 2

i I |

P 2AE MBIA BHS 9l8 BY UEH Hol
eIt

8 L2

« IE|U 2212 C Y5 (NGFW, VPN)

= 2 WSt OO Y Wap, MEuA

AL 24

o O

= OIZato| EIZY, THBY, SN BY

- EobMH|IA 3% Y WS

» BE AfO|E, B242E, MH|A, UEST 52
ot MH|A 3{EE S5 A1

F 20| 2 Hot AH|A 2

- S2|20l 2|0 Atz glof B3t
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Use Case#3: 5}0|H2|E E2}RE

Private Data Center Infrastructure

a )
cloud ) [ cCloud )
Network 1 Network 2

W)
E
J

Public Cloud Based
Infrastructure

=)\
=

s {22 B2RCE 27t QmRR B8
= 7124o] lo|Ef ME{2L B BIZLIA IT

=S8 ME 2 AlS

= Cj|0|E{ MIE{ U S2t2E0]|MQ| IPSec E{d

o

[LEN =]
= QIZa} oA YRHE Ot M
= ARl S BAL
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Use Case#4: SaaS O{=2|#|0|™H Eot

CASB

&

SaaS Management API

= Saa$ 01==|70]4d H[O[& A|0

-
B
= IE|22RE MEEIA (Optional)

" IAE RE E= HAMH QA OO|E =5 S
Saa$S 01=¢=|#|0]-d G| O|E{0f| CHot
JtAS/BSet0|ULE

=T &8 Ao

= 2701, 270kR C|0|&f 22F O|HIE 2+&
21 2

= AN HI=FE 25H7| 2ol ZE[U
2otFE MEHIA0 M THES AL
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