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ldentity & access management (IAM)

ISMS-P2.5 915 8l Hotte| HOLEX| & o

a 1028 on- premisesol ADE SR EZ =3
S LSt sign-on AU single sign-on(SSO) A& =
NIk
 Azure AD
* Azure Active Directory Connect
© =& A3 YA (Principle of least privilege)
* Azure Role Based Access Control(RBAC)
- Conditional Access based policy: AFHE X}, &, sign-in risk
%, ClBHO|2, SIA I EY T LR, 27} K|
e EEf a=ot Ident|ty Hz $
Multi-factor 215 (MFA) A A A
i ) ) )
«  Azure AD Pr|V|Ieged Identity ManagementE O| &t 1 1 1
privileged accounts 22| . _ _
« Azure AD Identity Protection Management R: R: —




Just-in-Time Access= 0| &8¢t A E HOL

ISMS-P2.6.2 §EHA|AH HZ EOLEX|E ¢

° Ol E_-I |-—'|| _LE%El .J_'Ill-El EEEQ' Brute FOI’CG Just in time VM access
AttaCko HI—O‘I Vv What is just in time VM access? A

Just in time VM access enables you to lock down your VMs in the network level by blocking inbound traffic to specific ports. It enables you to control
the access and reduce the attack surface to your VMs, by allowing access only upon a specific need.

o OlE‘I Ul O‘” ixEl \/I\/I2 RDP SSH -EI'E' Vv How does it work?
ﬁ.l_. E EH A I' O E ’I C F J_L:l q. |' HI_-I 9_| b rute Upon a user request, based on Azure RBAC, Security Center will decide whether to grant access. If a request is approved, Security Center

automatically configures the NSGs to allow inbound traffic to these ports, for the requested amount of time, after which it restores the NSGs to their
f _l_ 7:| —_— I:l I' 2 previous states.
Oorce o= ==

For more information go to the documentation >

Virtual machines
Configured Recommended  No recommendation

VMs for which we recommend you to apply the just in time VM access control.

Enable JIT on 3 VMs
41 vms | EnableJTon 3 VMs

L Search to filter items...

i] VIRTUAL MACHINE STATE SEVERITY

v vm3 Open © High

<2 Feoinoies P all Facaan 1 e Aeaa Mmoo




Application Whitelisting

ISMS-P2.6.7 QlE{Hl & EXE

Adaptive application co S > ation control rules

Vv What is application control?

A
- _— Application control helps you deal with malicious and/or unauthorized software, by allowing only Description
D I-o D I O OI- O —_— A O specific applications to run on your VMs R
) (@) 7 — p pp y
E T x LO — E — The steps below will guide you through the process of creating the rules that are unique to this
- - . - T . specific resource group.
AlSHS |:||-X|O|. 1 O} X S} O-IiE_l;—”OlAﬂDl- \ How does it work? P group
E o E o - - E - - Security Center analyzes data of processes to find VMs for which there is a constant set of running
—t R applications. Security Center creates whitelisting rules for each resource group and presents the rules Vv Select VMs
O (@) in the form of a recommendation. Once the recommendation is resolved, Security Center configures
it by leveraging Applocker capabilities. VIRTUAL MACHINE STATE SEVERITY
For more information go to the documentation> V| vm2 Open
- italict; Lo =)
« Adaptive Whitelisting 7 = A =
a |Ve | e |S | n o — o — Resource groups
— - —_— — -
VMO O{Z 2|0 Mol T 5 S 12} A
h— — O — Configured Recommended No recommendation = T
e v Select processes for whitelisting rules
. . 11 (&)
W h |te| ISt EH A I- O'I _ El 9‘” O | A:| E E pre— X‘” o |- Resource groups for which we recommend to apply the application whitelist control.
(@) = L - | = L NAME PROCESSES ~ COMMON EXPLOITABLE
NAME V... STATE SEVERITY
v P C\Windows 134 false
w ASC DEMO 7
v | P C\Packages\Plugins 27 false
[¥) ASCDEMORG 3 Open High
v P C\WindowsAzure\GuestAgent_2.7.1198.822 6 false
[¥) coNTOSOWEB 4 Open High
v » C\Program Files 13 false
v Contoso IT - demo 12
v C:\Program Files (x86)\Qualys\QualysAgent... 1 false
[#) A-MANAGEMENT 1 Open High

[#) CONTOSOAUTOMATION 2 Open High



Application Whitelisting
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Machine Learning -2 £ Application Whitelisting 22| ZtEHo| =

Recommendation

Grouping
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Data 2= 7|5 % Azure Key Vault

ISMS-P2.7 &4=2 3t H& HOLESX|E ¢

built-in encryption across resources
«  Azure Storage ¥Z 3}

«  Azure Disk &= 9}

« SQL TDE/Always Encrypted

e Izll-g

Azure SQL database firewall
* Azure Storage Firewall
. SAE JMEIIE Wate 2 M
=)

. JtA appliance 7|8t THE L diste &2 X

=
T =

9 A E 2| X B2 ¥ Y (Shared Access Signature)
- g det '='01*| 2 58 7|, write/delete/list 51& 0] &,
&1 P (CH), HTTP/HTTPS O 2.2 TA|

O Azure Key Vault& 0| &%t 2ot Key 2|
D ApplicationO| A A2 8= 2=, EF, 215 M, API KeyE
CHHSIA X Z. (don't put the key in the app)

«  HW Security Module(HSM) X[ (FIPS 140-2)
. OIZME MM ;7|

VIRTUAL MACHINES

APPLICATIONS STORAGE & DATABASES

Azure Key Vault -
Key2t Q15 A 22
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Azure Security Center
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Manage and govern your security posture

Subscription coverage Policy compliance
COVERED (STANDARD) Overall compliance
I3 .. A
37% .,: order t
2 COVERED (FREE} o 42% standart
TOTAL 0 . 64%
NOT COVERED
0 Show policy co
-
57 334 Covered resources
Resource!
Recom vdl Resource health menitoring Most preval m
I HIGH SEVERITY = Apply disk encrypti 82
14 = 5 Apply disk encryption
“o 1s2c B 118 Duta securiyy
27 MEDIUM SEVERITY m -
TOTAL I 9 e 42
I LOWY SEVERITY :.’ g 40
4 P63 Networkin M 1 Identi ty 8 access
& 192 Unheslthy resources
Threat protection
Security alerts by severity Securit; y alerts over time Most attacked
HIGH SEVERITY HIGH SEVERITY
I o : I 5 @ v 21 Alerts
77 I MEDIUM SEVERITY 4 I MEDIUM SEVERITY < g conty 20 Alerts
=g 7 AR RRRR AR AN RNV RN AR
Iww 15 55 155 : IWWS v B 12 Alerts
un un 5 Sun
13 13
& 27 atta
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HoFQIEIZ| A — sources of Threat Intelligence

& Windows Malicious Software I g
"8, Defendier o @ Removal Tool % bln
ALEX} Security PCs / month wnm-f page scans / month
Essentlil}sg . AlBH (05-'14) Exchange Online
[=]
th
7 Microsoft Of = 7H2| malware 2K messages / mon
4| System Center2012 8= Outlook.com
Endpoint Protection :
PC active users

Microsoft Azure
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