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Mt 50| 7Hs Bot EHT

© Mike Powell/Corbis

Malicious Bots by Type

Scrapers

The Damage
« Content theft and duplication.
o Theft of email addresses for spam purposes.

¢ Reverse engineering of pricing and
business models.

The Target

Anyone.
Most commonly travel industry websites,
classifieds, news sites, e-stores and forums.

The Damage

» Data(eg. creditcard) theft.

o Malware injection and distribution.
» Website/Server hijacking.

* Website defacement and content deletion.

The Target

Anyone,
Most commonly CMS based websites (WP,
Joomla, Vbulletin, Magento, etc.)
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Bot/Human Traffic Distribution

-

Good Bots 9_“-__‘
19.5% &

Humans
51.5%

Bad Bots
29%

Good Bots Bad Bots
Search Engine * DDoS
Crawling » Site Scraping
- Website Health i
Monitoring OTRmArE Sy
v * SEO Spam
Vulnerability
Scanning * Fraud
* Vulnerability
scanning
* Bot traffic Report 2016 — Imerva - -
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https://www.incapsula.com/blog/bot-traffic-report-2016.html
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Gartner

Source: Gartner Emerging Technology Analysis: Threat Intelligence Gateways - Nov, 2017
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