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File Edit View Document Comments Forms Tools Advanced Wir
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Julia FRewves / Credit Manager E
Pacemalker Steel and Piping Co. Inc.
Tele: 740 247-2569
Fax: 740 247-7691

AL WS

Hi Boaz
Attached is invoice #4409 881 .69 from Mawv which was missi

I am out of office till next week, so I'm emailing vou now to
[Blocked Malicious TJEL] and complete the pavment as soon

LB

Pacemaker Steel and Pipin
Tele: 740 247-2569
Fax: 740 110-7691

Email Secured Bv Check Point.
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4 % of WwWW Z4El

— Searchable
— Social media

95 % of web Z1El =

- Not searchable by most engines ‘{{3@0
- Password protected content

1 % of web Z1Ell= ¢
- Home to TOR, IRCs, BitTorrent, ,«
hacker forums, C2s, and more.
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Smart Web-Scan
Sample Report

Feb 26, 2018 - Feb 28, 2018

Proprietary and Comficential

Powered by biSigats Oyt Inteligence Copytgin © A Nights Resarved 2018
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Statistics
Background

Alert Types
The goal of this report is to provide a clear intelligence overview of the cyber threats your company was - g‘a‘:""ﬁ‘f;‘?’_“if
confronting during Feb 26, 2018 - Feb 28, 2018. The intelligence findings are based on alerts that were = Phishing - 2
detected and provided via the portal. We scan thousands of sources in the Dark Web (closed networks : Eﬁ-fﬁf Data -4
characterized by underground activities) and many more in the Clear Web (The known-to- all web | VIP -1

accessible by regular search engine), including black markets, hacking forums, search engines, paste
sites, app stores etc.

This report shows the main alerts we detected among many others.

Alert Summary

Distribution of alerts by alert types and severity levels:

Severity Levels

Attack Indication Data Leakage Phishing Brand Security Exploitable Data VIP | Total : :g‘i;.? 13
High 18 9 1 2 1 1 32 o
Medium 13 1 1 0 3 0 18
Low 0 0 0 0 0 0 0
Total K 10 2 2 4 1 50

WELCOME TO THE FUTURE OF CYBER SECURITY
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Phishing

Phishing is one of the most common cyber-attacks. Since it takes advantage of the human factor it is very
dangerous to any organization with any level of security. It seems that hackers take advantage of your
brand in order to seduce its employees or customers to hand in sensitive information.

Highlighted Phishing alerts:

Severity Source Date Title Source URL
Medium Jan 30, 2018 Registered suspicious domain -~ "_.com' httpyA " "
Medium Dec 19, 2017 Registered suspicious domain-'in~ , ~.com' http://imr* ==

Medium Jun 21, 2018 Registered suspicious domain - 'in === com.au’ L eeaRErTeien
Medium Jun 21, 2018 Registered suspicious domain - 'int-—" O Sl S http://inter~ °

Medium Jun 21, 2018 Registered suspicious domain-'inl .ga' hitp:/Mir*=—====
Medium Jun 21, 2018 Registered suspicious domain - 'in’ inl http//inte | "~ ==*====1|

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd. 41
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Data Leakage

Leaked sensitive data may cause direct damage to the company. Leakage of credentials or technical data
can result in a data breach, while leakage of other sensitive information can result in a direct business
damage.

Highlighted Data Leakage alerts:

Medium Nov 09, 2016 Dark Web - 35 login credentials of employees were leaked
Low Nov 25, 2017 1 login credentials of employee were leaked N/A
Low Aug 30, 2016 Dark Web - 34 login credentials of employees were leaked N/A
Low Jun 02, 2016 Dark Web - 5 login credentials of employees were leaked N/A
Low May 30, 2016 Dark Web - 1 login credentials of employee were leaked MN/A
Low May 18, 2016 Dark Web - 21 login credentials of employees were leaked N/A

WELCOME TO THE FUTURE OF CYBER SECURITY
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Brand Security

Fake social media profiles and fake mobile applications can be used for social engineering against the
company employees and customers, in the purpose of phishing and/or scamming activities.

Highlighted Brand Secunty alerts:

soure U

A suspicious mobile B%Fpli[:atiﬂn was http-/fapkpure.co/%EC%9D%B8%ED%84%B0%ED%8C

High Mﬂjlr 28, 2018 detect o800,
Medium Jun 21, 2018 Suspicious Google Plus account https://plus.google.com/1097970118070389024957 ..
Medium Jun 21, 2018 Suspicious Google Plus account https://plus.google.com/1124897626979618410867...
Medium Jun 21, 2018 Suspicious Instagram account N/A
Medium  Sep12,2017 “SusPicious mobie applicaiion was http-//apkpure.cofit .~ .~ "~ __._.

A malicious mobile application was

Medium Jul 24, 2017 detected

http://allfreeapk.com/” [+

1 -

WELCOME TO THE FUTURE OF CYBER SECURITY
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Attack Indication

Detection of upcoming cyber-attacks is crucial for effective secunty operations. In addition, it's important
to detect the effects of past attacks, in order to understand the full scope of the damage and prepare for
the next one.

Highlighted Attack Indication alerts:

T T T

Jul 01, 2016 Company website is on an SQL Injection vulnera... 5387 1afdBeceablli6Boddeb

High Invalid date Company product was hacked 5387 1 afdBeceablbbcd led MIA
High JulD1, 201 Dok Web - Company documents are ofiered for | ¢ 07 1afe8eceab00083C43M NIA
High Jul 03, 2016 Company employees are on a target list 5307 1blbBeceablDiddcd4d 71 MIA
Medium Apr 13,2017 Dark Web - Technology in use is targeted by... 53897 1b3 1 BeceablD0d3c4599 MIA
Medium Feb 28, 2018 Company domain is embedded in a malware code | 5397 1b2 1 Beceab0D033c4524 MNIA

WELCOME TO THE FUTURE OF CYBER SECURITY
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VIP

VIF are main targets of hacking because of their key positions and the sensitive data they are exposed to.

Also, they can be targeted by frustrated customers and past employees, who seek to protest against the
company activities.

Highlighted VIF alerts:

souce U

Medium Nov 29, 2017 VIP - 1 login credentials of employee were leaked

Low May 10, 2017 VIP - 1 login credentials of employee were leaked N/A

WELCOME TO THE FUTURE OF CYBER SECURITY
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