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Executive Summary

« 1M 22t E 0| FHEHY

v &FA . pay-as-you-go, Elastic, Agile, Easy to Use

v.  EFA . Low security level, Unpredictable performance, Vendor lock-in
= 2M|CH 22t EC| & 2 M : VOC from Enterprise Customers

v.  Uncompromised Security, Predictable Performance, Cloud Native w/o Lock-in
=  HOto| ZotEl S22 =0f Cf ot &

v'  Core-to-Edge SecurityOf] CHot 112{ @ 2

v'  Oracle OCI : Gen2 Security, Autonomous DB, Cloud Native
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B Cloud Business Process Services (BPaa$) M Cloud Application Infrastructure Services (PaaS) ® Cloud Application Services (SaaS)
B Cloud Management and Security Services B Cloud System Infrastructure Services (laaS) H Cloud Advertising Source : Ga rtner( Feb 2017)
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First Generation Cloud

Pay for what you use
Elastic resources
High scale
Self-service

Easy to use

ORACLE’
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First Generation Cloud Unmet Demand
g : :
V Uncompromised Security
4

-

Predictable Performance

Unbeatable Price/Performance

High-Scale Database Workloads

y
ooy o SR
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Cloud Native without Lock In
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S22 E A| % 0| 45 — Security
"CIO|E, = EZ8{OF & 7t 7L 71+ 2 T > AT Hot2 A=

=
A

Integrit Data Loss
o /leakage 49%

Data

Privacy 46%

Confidentiality 42%

- | S Legal & Regulatory
bnfidentiali (0)
He Availability Compliance 39 A)

AR EHE : https://pages.cloudpassage.com/rs/857-FXQ-213/images/cloud-security-survey-report-2016.pdf Cloud Security, 2016 SPOLIGHT REPORT, CloudPassage
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On-premise ==9| M

pe B

L

ORACLE’

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. |



S 2} E A|AF 0|45 - Performance
HOJH| B : 2=2)|0| & =F2| 52 HSol7/| flct et = U=t 7=

Virtual Machine Baremetal Machine H-” O-I D-” EEF A-l Hl ﬁ ré! -9— O | -IC_DI_

Appl Appl Appl Appl App!
—+——1— —— * Dedicated server 22} 2L =4
nw nw ww w. : ww .ﬂgggll/og%
m o/s 0/s m 0/s
Virtualization i 4 ¢ A-I H' - O|RX|-9-| 7I-E:| OI- A-I H-l %X‘” :&I
- €x) VMware ESX, Citrix Xen, K\'M Offering

' | A AlO o
PO (TR o4l 222C Ho
emtiilne DTN - AsISEHE QAL Migration |43
. T2 HO|E =4 A B

J2I=RH : http://www.ciokorea.com/news/35402
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S 2} E A& 0|4 — Open vs. Close
Vendor Lock-in= HlX| 5} 7| | St Cloud NativeOf| Cist 2 + XZH =7}

Open Source

Vs.

Closed Source
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Private/PublicAHybrid

laas/PaaS/Saa$S
Lightweight service
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BHOtO| Z3lEl ME2 MCHe| SR EARE ER
Data Stolen: Google, Facebook, Amazon...Pentagon...

* Current ‘State-of-the-Art’ Cloud Defenses Defeated
— Top Technology Companies and Government Agencies Penetrated

* New Generation of Secure Cloud Computing is Needed
— Required Fundamental Re-Architecture of the Oracle Cloud — Hard to Do
— Star Wars Cyber Defenses: Required Hardware Changes, Software Changes...Al/ML
— Impenetrable Barriers: Block Threats
— Autonomous Robots:  Kill Threats

v Mol ZEIR E =Af EQto[ 2[4 U2

v 0| & HO5}7| #lsll 2=Ho = M2A &l ECtRFE ART 280 2250 H

ORACLE’
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The Role of Security and Privacy in a Globalized Society—
Threats, Implications, and Opportunities

Panels (at OOW 2018)

ORACLE’

Mark Hurd - CEO, Oracle

Edward Screven - Chief Corporate Architect,

Sir John Scarlett - Former Chief of the British
Secret Intelligence Service(™ &= H| 2

dE=Y)

Michael Hayden - Former Director of the
Central Intelligence Agency and the National
Security Agency (M CIAQ} O| =2 =271 Q=
SE=E)

Jeh Johnson - Former US Secretary of
Homeland Security(® O|=2 2 EQIH E
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Summary of the Panel Discussion

- AHO|H I 2| 21’8 57t > Cyber 911 7+578 X| 7|
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* Impenetrable Cloud?| &84 =C|
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Cloud Computing Generation 2 — New Architecture
Secure Infrastructure Requires New Hardware and New Software

* Impenetrable Barrier: Dedicated Network of Cloud Control Computers
— Barrier: Cloud Control Computers Protect Cloud Perimeter and Customer Zones
— Impenetrable: No Customer Access to Cloud Control Computers and Memory

* Autonomous Robots: Al/ML RoBots Find and Kill Threats

— Database Immediately Patches Itself while Running — Stops Data Theft
— No Delay for Human Process or Downtime Window
— No Longer Our People versus Their Robots — Our Robots versus Their Robots

ORACLE’
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Gen 1 Clouds Oracle Gen 2 Cloud

A8 X2} Cloud Control ZF2| Compute &5 A2 X} @} Cloud Control 72| 2K 22|

‘Bare-Metal’ User Computer

shared Computer
Intel CPU RAM & Flash Storage

Users Code + Cloud Control Code otwork Po

Shared CPU, Memory, Storage \
Shared Network Port Cloud Control Computer

Non-Intel CPU
RAM & Flash Storage

S

[

Customer Customer
Network Customer Network

Network

* Oversubscription0f| 2|5t 2|AA 38 Rl « Z=ZIX™9| CPU, Memory, Network K| &

« CPU Meltdown + Malicious Code - HELKAZE X E2|=l Cloud Control

e Cloud ProviderZ} Customer Data & 3= U= e Oracle2 CustomerDatas = $ QI

e User Code”} Cloud Control Code B2 7t o A2 Xt= Cloud Controld| 8 M2 =7}

ORACLE
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Generation 2 Cloud: Separate Cloud Control Computers
Impenetrable Barrier: Protects Cloud Perimeter and Customer Zones

Customer 1 Customer 2 Customer 3 Customer 4

Cloud Control Cloud Control Cloud Control Cloud Control
Computer Computer Computer Computer

|
Border Control

I\ -— e |

Hol o|s el X XA o ] Quisite HOot 2|
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Generation 2 Oracle Cloud Infrastructure — OCI

« 7ZIM HEQAE E5I SEIXO| 24 K|S ¢ Enterprise WorkloadS ¢t 1= | EL|3, BM, Storage, Database X| &

VERNANCE '
GO ¢ Department A | Department B | Department C

(IAM / APIs) |

? ————————— e ——————— ] $

ORACLE
COMPUTE DATABASE NETWORKING EDGE REGION n
DATACENTERS /

AVAILABILITY DOMAINS

VIRTUAL NETWORK

CONNECTIVITY

PHYSICAL NETWORK

ORACLE
REGION

State-of-the-art Cloud Datacenter

ORACLE
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Oracle Autonomous Database

| o S
el 2}, M|o|EH|o]| A Sl S2IFE MH|A9| FTHA|
e ﬁ_t:;?]r;ggizt:]s Autonomous
Data Warehouse Processing IC\IOSQL
* Coming soon
« HOH Yot A S ||+ OLTP YR il—ﬁt 7|H%6|i
GiOlH OrE *  Mixed Workload ﬂgfgl) °°
- GO 242 %t (HiX], 2|2 E 5)
Sandbox (SON &) =+ T

* In-Database tHAI-2{ 4

Self-Driving Self-Securing
OO H|O] A & 2t A E A QI S 8l L Fo| 9fo[X

AFEX 50 AM HO|H S
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Graph Analytics

* Coming soon
X2l SZtHlolH
Semantic Graph
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Cloud Native Applications

‘ Containers and Serverless Functions

ORACLE’
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Oracle Enterprise Al — Ready-to-Build

Complete platform to build and support Al-powered apps from raw data to application

_______
~
e

_______
~
-

<
........

Data Engineer

IT Manager Data Scientist App Developer Business Analyst
Data Data Data Big Data Model Build App Dev and
Sources Management Integration Processing and Deploy Management Integration
e Oracle Data Cloud e Oracle ADB e Oracle Data e Oracle Big Data e Oracle Data Science e Oracle API Platform e Oracle App Dev
(3" Party) e Oracle ATP Integration Platforms Platform Platforms
e Datafox* (3™ Party) e Oracle ADW Platform (Hadoop, Spark) e In-Database ML e Oracle Digital
* Oracle Event Hub Assistant
e Oracle NoSQL DB | Bl and

. e Oracle Integration
Data Viz Platform

e Oracle Analytics ¢ Oracle Bl Platform
Platform

e Oracle Data
Visualization

Oracle Cloud Infrastructure

ORACLE
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Oracle Cloud Platform: Application Development

Cloud Native, Modern Application=2

VPN or
FastConnect

ORACLE

ORACLE CLOUD KOREA REGION

Re-Build& £|ot *

%0| of7| A HI 3

* Cloud Native, Open Source 7|EF9| Modern
Application 7H& EEH = X| &

Front-End Web Browser Mobile Cloud Application
Angular?, Service Builder Cloud - Z1H|0|L4, API, Open SourceE 7|HI© £ 0O}
S O| 22 AMH|AO| 7§ Ol @ - 2| El | 7 A|
= (@)
- 1 AMEZS] HZHQ H2t K| =
R S—
Back-End API Platform CS [ dentity TR APl Platform CS2} Managed Kubernetes=
(Strangler Facade) Cloud Service 1AM . =
(e £l 2 2{AH 22| 2 Back-end A|H|A S
Developer Elgd & Olzt L OArHsS
l ¢ Cloud Service ==L xh&l = e EH Ql'
C H (oL LTTEETTEETTTEETTTEN A
Legacy Monolithic - —— Event Hub H‘:glt . . . .
Application i |Podg, | Pod@, | Pod~ : uason, Container Native Microservices & Serverless
H ava Pithan @ E kufka @ Jenkins (
Pod ¢, | Poda Pod -, — mﬁc’?e &"' ° @ (1 @
@ = o (9 : , ¢ docker %fn =
E E Pod £ Poda POd@ Co‘netailsrl?r Container
@ F ........... . “ (:S vl Pipeline DeVSECOpS
RG S— 2 wercker = @q"adle Mmaven
Polyglot Persistence ] o aea g' @g < git (Q
\ 4 . ' -w
Cloud Service
MySQL Cloud NoSQL Cloud A
ysg;‘viceo > °s‘§mc§ ; DB Cloud Service Open Source Software
& @ @ DevOps §g $ .. HYPERLEDGER §
katka & & PERe =
~F Java
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Gen2 Cloud Core-to-Edge Security: Defense in depth
Threats can’t get in or spread — Autonomous robots find & kill threats

Compliance Services, tools, Al/ML to monitor your cloud infrastructure
Edge Security DDoS, DNS, WAF
Access Security ldentity, resource access management

Autonomous Database Autonomous database: self-patching, self-repairing

Data Security At-rest and in-transit encryption, key management

Network Security Cloud Control Computers: private encrypted backbone

Full physical isolation from other tenants and Oracle

ORACLE’
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Securing The World’s
Information With Defense In
Depth

Cloud Monitoring and Log Analytics

Cloud Infrastructure Security
Cloud Application Firewall

Cloud Visibility and Data Loss Prevention

Identity and Access Management
Encryption Key Management
Data Security & Encryption

Sensitive Data

ORACLE
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Cloud Native Management & Security System
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¢ ZLEHY S N =
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m Tests || raing Tickets %
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W | lojE 24 == &
(¢°] Asset Mgt.
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INERE B

UEBA

SIEM

Hot 27 e

Security

EM model, metrics, AWR, systems,
groups, topology, associations
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ENTERPRISE MANAGER

HolEl, 217 HlolEl, AR
-l ’ =
- Ztg| by oMc AlH| A, BE @ioio| 21, 9|8 M,

UEBA : User and Entity Behavior Analytics
SIEM : Security Information and Event Managemen?
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Summary : Oracle Gen2 Cloud

= OCl : Gen2 Architecture(OPC Now, C@C by:2!
v Core-to-Edge Security, Best Price/Perfor

= PaaS : Autonomous & Cloud Native
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