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Sources:

1. Ponemon Institute The Cost of Insecure Endpoints, 2017

2. Gartner Endpoint Protection Platform Report, 2016

3. ESG Enterprise Adoption of Next-generation Endpoint Security, 2016
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Magic Quadrant for Endpoint Protection
Platforms

Published: 30 January 2017 ID: GO0D301183
Analyst(s): Eric Ouellet, lan McShane, Avivah Litan
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Strategic Planning Assumption

By 2019, EPP and EDR capabilities will have merged into a single offering, eliminating the need to
buy best-of-breed products for all but the most specialized environments

Market Definition/Description

The enterprise endpoint protection platform (EPP) is an integrated solution that has the following
capabilities:

Anti-malware

Personal firewall

Port and device control
EPP solutions will also often include:

Wulnerability assessment

Application control (see Note 1) and application sandboxin -
Enterprise mobility management (EMM) ’ g é} 6'. I O=F 8 _2_ ;ﬂ ml qAé Hl Uﬂ” E O.I (_'C.A_I _E_)

Memaory protection I

Endpeint detection and response (EDR) technology (see "Market Guide forgendpoint ction -— - — -—

and Response Solutions") T l— I I o P o I l | ' O I E O o A
E— o CEEE———

Data protection such as full disk and file encryption l M l_ L° L L ,

1. Gartner Magic Quadrant for Endpoint Protection Platforms, 2017
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le & admin -

@ Dashboard >
178 38 0
L8 Endpoints > Total Applications Total Vendors New Detections
4 Quarantine Management > Display by Application « [ &
& Software Inventory W Name T+ Vendor T+ \Version T+ First Detected = Last Installed % Install Count =
Applications K| 172.16.0.10.app 13.4 2018-07-22 0
. K| 172.16.14.10.app 13.4 2018-07-22 0
) OFO|LtH| DY Oto[Ltd| 3.05.0000 2018-06-20 0
LB Endpoint Profiles >
(5 stEen= 89 Hancom 96.1.0 2018-06-20 2016-11-05 1
[B Gateway Lists >
B8 Activity Monitor.app Apple 10.13 2018-06-21 0
i Administration >
Adobe Acrobat Reader DC - Korean Adobe Systems Incorporated 18.011.20040 2018-06-20 0
# System Seftings > Adobe Acrobat Reader DC - Korean Adobe Systems Incorporated 18.011.20055 2018-07-22 0
@ Help > 8 Adobe Flash Player Install Manager.app Adobe Systems, Inc. 25.0.0163 2018-07-31 0
£ Adobe Refresh Manager Adobe Systems Incorporated 1.8.0 2018-06-20 0
(&) AirPort Utility.app Apple 6.38 2018-06-21 0
& AnySigndPC app 1.1.07 2018-07-31 0
e App Store.app Apple 2.4 2018-06-21 o]
& AppCleanerapp Julien Ramseier 34 2018-06-21 0
@ Apple Configurator 2.app Apple Mac OS Application Signing 27 2018-06-21 0
@ Apple Configurator 2.app Apple Mac OS Application Signing 271 2018-07-31 0
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@ Dashboard > New Automation Stitch

O I ¥X Security Fabric -
. ) . Name Quarantine-10C-Detected
E _—-' Physical Topology
Status (R ELIESE © Disabled

Logical Topology
FortiGate | [l All FortiGates x
Security Rating +
,| 3 Automation r
. A E H]— A v"" Aq ’C_)‘ O 6 Settings Trigger
1T-— "1 — 1 7] = - ,
Fabric Connectors o
4 FortiVi » o0
5 o A [ i
"'\ l O ] : <4 ’(j_ + Network >
E | E & System > Compromised § Event Log Reboot Conserve HighCPU  License Expiry HAFailover Configuration
& Policy & Objects > Host Mode Change
& Security Profiles > Medium gl
) —-:” - 0 VPN >
2 -E— ) Action
u O & User & Device >

= WiFi & Switch Controller >
Ll Log & Report >

. - @ Monitor 4
- Zj = a} o] o »~ =3 el Fortergre

Access Layer Quarantine AWS Lambda  Webhook
Quarantine FortiClient via

EMS

Minimum interval (seconds) | O z

Cancel
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3 Summary Add Filter
® Threats Y I3 S % Sit
— ource roup ites
_ O—" T 3L O] = O] Hﬂ E Top Threats
V—a_- ! — VI —
Threat Map ! 172.172.2.204 (Jean-Pierre) CSE Team 534

—_ - = Traffic v | I
T 3 O] E ‘ZA QJ':/\C‘)] - 8 1721722203 (may) PM Team 71
Top Sources

Video Team 98

Top 172.172.1.200 (abirsfelder)
Destinations

T

172.172.2.201 (mxie) PM Team 116

0 e DOM: ro =

P/ & summary Add Filter @ De OTod co [-ER d G |-
® Threats v

0s: 22 Windows 7
Source MAC: 60:6d:c7:d5:bb:fd
Offending Attempts: 4

Verdict:

Possible Malware:  Obfuscated Flash Exploit ..

0s: 25 Windows 7
Source MAC: 00:27:0e:31:d9:b3
Offending Attempts: 5

Verdict:

Possible Malware: NetBus.ServerD ..

Ack Ack . Ack
EE E Top Threats Steven-PC . A | lwang-344Q = X Sandy.singh =
Threat Map = 172.16,69.206 = \ 172.16,69.153 a4 172.184.151
THC @ bt v .. 0 LY
= Traffic v
Top Sources 0s: 5 Windows 7 0os: A Linux 3.160 0S: " Android 5.1
Top Destinations Source MAC: 28:11:0e:03:25:b4 Source MAC: fO:de:f1:41:82:d3 Source MAC: 00:09:0£:09:00:16
Top Countries Offending Attempts: 3 Offending Attempts: 5 Offending Attempts: 3
— Verdict: Verdict: Verdict:
Possible Malware: ~ W32/Agent. QAH!r... Possible Malware: Dorkbot.Batnet... Possible Malware:  Android/Agent.Dl'tr ..
£ Applications & Websites
& VPN
— . Ack . . Ack
= WIF Linda-desktop . e Shirley-PC = Bing-433DR =
£} System 172.18.39.10 i 172.16.165.254 . 172.16,179.20
%8 Endpoints ¢ ‘
9 Map View P ‘ 9 Map View 9 Map View

0s: A Linux 3X
Source MAC: fOrde:fL.cL:71:56
Offending Attempts: 2

Verdict:

Possible Malware:  LSAS5.139
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I Favorites v | & ||QSearch No Access Device ~ Device Trafficy @ 7days~ [-SGCASGOnIEERiEhtel &

1 SOC dashboard
2 NOC dashboard

Physical Topology *

Logical Topology

SortBy: | Bytes (Sent/Received) v

FortiView Interfaces
Security Rating
Automation
Coprorisdi st ' v3406-fit
Quarantine Monitor
Device Inventory )
FortiView LAN/DMZ 3.8 1 G B

l Applications

FortiView LAN/DMZ Web

Sites

FortiView LAN/DMZ Threats

Vanerabiity ot
@ Dashboard > -
A Security Fabric > Wi L)
& FortiView > *::::: o e i
& Network 5 sshe ot Ryt
£ System > SarisiPad 11148M8
B Policy & Objects > ot e ":;:"
& Security Profiles > P i
O VPN > JetisToshibaTV.
& User & Device > RamesniToshaaTV o 11025 M8
= WiFi & Switch Controller > T WimasAppleTV. R::::u
Ll Log & Report > | Security Fabric: ENTLAB-HW 10943M8
€ Monitor > HE €] E g ((.9 F?
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SSL & IPSec VPN, SSO

« FortiGuard Machine Learning & Al
« Anti-exploit Ul
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Login: admin

Password:™*

> set ip address 192.168.72.7/24
> set gateway 192.168.72.254

> edit vian 27

> set ip address 17

> set dhcp server ef :
> configure port1-1
> set vian native 27

Login: admin
Password:** """

d Solan 59 Login: admin aw @)
> set ip address 192.168.72.( { :as,::::;ld'us192.188.72.7‘24 < 3 39 oy b x|

> set gateway 192.168.72.2 ' ey .
> edit vian 27 , W oy
> set ip address 172.10.27.4).. ... ..o ¥ contigure portt o

> set dhcp server enabled R

> configure port
> set vian nalt/” Login: admin

Password:**** """

> set ip address 192.168.72.7/24
> sel gateway 192.168.72.254

> edit vian 27
>
>

set ip address 172.10.27.1/24
set dhcp server enabled

configure port1-10
set vian native 27
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Edit FortiClient Compliance Profile Create FortiClient Running Application Rule

Profile Name TeamViewerCompliancg Application Name
Comments Application Check Rule Absent
Assign Profile To Windows PC

Process Name 1

On-Net Detection By Address Application SHA256 Signature 1

Specify Compliance Criteria Process Name 2

Endpoint Complian n EMS Application SHA256 Signature 2

Endpoint Vulnerability Scan on Client Process Name 3

Application SHA256 Signature 3
System Compliance
Process Name 4

R T T Application SHA256 Signature 4

_______ [ S8 =208 23 §F AAH
[ ok | Cancel

cess Name|

(forticlient-winm ) # end

[ AA=EF 7]-3 A
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100%
Scmni\oniﬁivA‘: Networks, .
V rl IS Results tables
Cisco
"
Gylance Panda Securih BULLETINE Certification tests Windows 7 Windows 10 VB100
””” . Kaspersky Lab FPs FPrate Wildlist  WildList FPs FPrate WildList WildList
SentinelOne Palo Alto Networks misses | catch rate misses  catch
L] -
E“Eh Faronics Anti-Virus 0 0.00% 0 100.00% 0 0.00% 0 100.00%
Trend Micro
Endgame . FireEye Endpoint Security 0 0.00% 0 100.00% 0 0.00% 0 100.00%

. Cisco

FORTINET

FortiClient v5.6.2

U007 TOU.00%

U

Carbon Black @

ADVANCED ENDPOINT PROTECTION

=Y/ ® onm @ reespomny

Fortinet FortiClient 0 0.00% 0 100.00% 0  0.00% 0 100.00%

Q___000% 0 100,00% 100,00%

- " . " "
RECOMMEN DED : Kaspersky Endpoint Security 0 0.00% 0 0 0.00% 0 100.00%
! 10 for Windows
: 0% NANO Antivirus 2 0.0003% 2 0.0003% 0 100.00%
i
i Panda Endpoint Protection 1 0.00g 100.00% 1  0.0001% 0 100.00%
PZEEN Plus
ammprehensiweevalua(i:n “;’: ‘\‘\.‘ . .
N W, 7‘ \ Y Panda Free Antivirus 100.00% 1 0l
N CERTIFIED W&
‘ \‘ ! V b Panzor CloudAntivirus 100.00% 0 g
LEGEND \,&I L‘,’ LABS
o ho ot s D £
@ Observed evasions N
| “ o .
T e T R Fortinet rarely misses a VB100
TCO per Protected Agent -
comparative, and a strong record 100

NSS Labs 2018 Advanced Endpoint Protection (AED) Test of passes, complemented by a

steady improvement in detection
FortiClient is a top performer and “Recommended"” by NSS labs in its 2018 Advanced Endpoint Protection (AEP) group over the last cou ple of years, have virusbtn.com

test. NSS Labs expanded the scope of the AEP test and included malware, exploits, blended threats (combinations of
threats), false positives, and evasions. FortiClient with integrated Sandbox blocked 100% exploits, 100% document and
script-based attacks; 100% web and email attack, and offline threats with zero false positives.

< Validated by NSS Labs and Virus Bulletin >

put it well up with the leaders...”
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Frequency of Malware Vectors Frequency of Malware Type

% 37.2%
20.8%

emalil Wind
INAOWS exe
I 92.40% — 1 54
web 14.4%
B 6.30%
Other

I 7.0%

other
| 1.30% 3.3%

0.00% 20.00% 40.00% 60.00% 80.00% 100.00% 0.0% 10.0% 20.0% 30.0% 40.0%

FortiClient NSS Labs AEP test results:
Email: 100%

c 0]
ALLIEL 07 : Source: Verizon DBIR 2018
Doc and Scripts: 100% NSS Labs AEP Test 2018
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