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Malware propagating across network likely to be caught Modern malware uses legitimate channels to infect host
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Event Details

C:\Program Files\Mozilla
Firefox\xul.dil at

File full path:

Mozilla Firefox!
explorer.exe [PE|

File MD5:

2bai
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GTA (Cognitive Threat Analytics

MALWARE saLITY & AFFECTING © OCCURRENCE

9 100% confidence, in #CSALO1 demo_chelsea.vinzant (Windows) 20 hours
* NEW / TRIAGE () 154.174.0.120 () Jul 13 - today

& B Zrgel

ACTIVITIES AND FLOWS severiTy FILTER: () B) (4] 3] Hide related

Activities (13) Domains (10 y inspiringgemsshop.com Autonomous systems (7) Time

g @ sality—— TUCOWS DOMAINS INC.
@& aaw TY Leamsing .88.192.
B © anomalous http COUNTRY THAILAND ——® Telecom Argentina S.A.
O aamp STATE Chanthaburi

B O anomalous http
B O anomalous http aamP  inspiringgemsshop.... Q QAMP 52.28.249.128

© CyrusOne LLC

B © malware distribution aamp paktextileindustries.... Find IP in AMP for Endpoints 0 O Cyber Internet Services (Pvt) Ltd.

© anomalous htt
B P QAMP ktscc.org QaMP 119.58.104.21

B O malware distribution O 453 Ladplacout Jorakhaebua

o = B O sality Qamp 52.30.217.226:443 | aamp 52.30.217.226
HolH 7= C&C EA

B © eromalous hitte QAaMP 137.117.241.14:443 = [ aamp 137.117.241.14 O Amazon.com, Inc.

SUIW g iy 6L

B 0 sality Qamp 178.250.0.67:443 aaur 178.250.0.67
R = O Criteo SA
O https connect tunneling
QamMP 207.46.194.10:443 =] Qaamp 207.46.194.10
O https connect tunneling O Microsoft Corporation

. . . aamP 52,16.63.115: Q AM .16.83.
O downloading graphical ima... AMP 52.16.63.115:443 aMP 52.16.63.115

DGAs ol A

_I_

= 2| UPLOAD DOWNLOAD REQUESTS DURATION USER AGENTS NO REFERRER
E OI 9 | E HTTP(S) E-I = O 4.8 KiB 272.8 KiB 21 12 hours 18 minutes 26 seconds 1 100%

M[K
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Dashboard Organization My Samples Last 24 Hours Last7 Days Last 30 Days Auto Refresh

£y Avg. Analysis Time ¢ Avg. Threat Score @ Gonvictions (P> Submissions JY, Unique Submitters [ Unique File Types

7m Os 7 47 1,142 35 24

15% prior period 0% prior period 0% prior period 1 37% prior period 1 21% prior period 160% prior period

Recent Samples

9]

o FlashPlayer.exe atic.c s0.exe avast_18.r5_3... ca update.exe update [IJ FlashPlayerexe other.cab

Threat Scores Fecyele & tal Submissions by Result

1

Critical (95|

Total Convictions
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o N svchost.exe £ TN, o0
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Dashboard  Analysisv  Outbreak Control v

Device Trajectory 2

) &) DESKTOP-L5435R0 in group Home Network

System

nvcontainer.exe [PE]
nvtmrep.exe [PE]
compattelrunner.exe [PE]
soia.exe [PE]
nvtmmon.exe [PE]
svch xe [PE]
officec2rclient.exe [PE]
officebackgroundtaskhandler.exe [PE]
nvprofileupdater64.exe [PE]
officeclicktorun.exe [PE]
far cry 4v1.4.0-1.9.0 plus 20 tr. _.exe [PE]
f01b4d95cf55d32a.automaticde [
101b4d95¢f55d32a.automaticde
101b4d95¢f55d32a.automaticde
5f7b5f1e01b83767.automaticde
101b4095¢f55d32a.automaticde
5f7bSf1e01b83767.automaticde
5f7bSf1e01b83767.automaticde
5f7b5f1e01b83767.automaticde
5f7bSf1e01b83767.automaticde
plorer.exe [PE
pingsender.exe [PE!
y4 trainer (+30) [ver 1.10] [
farcryd trainer (+30) [ver 1.10]
7t1s6ojy.zipd.part [ZIP]
69647eb42518f16{84adaddbeb26  [ZIP]
firefox.exe [PE]
69647eb42518f16f84adaddbeb26. . [2IP]
startupcache.8.little (21P]

Neil Patel v

4incidents (spanning less than a minute) A

Event Details

farcry4 trainer (+30) [ver 1.10] [update 27.01.
2018] [64 bit] {baracuda}.rar.part (a2
b) was Created by an unknown process.
Could not get a handle on the pros
table.

d as W32.Auto.aa6f89.MASH.SR.SBX.VIOC.

as not quarantined. Quarantine event

>wn parent disposition

File full path: c:\users\neil\downloads\farcry4
trainer (+30) [ver 1.10] [update 27.01.2018] [64
bit] {baracuda}.rar.part

File SHA-1: 3d02048156d1671408dc764fbca1f97fef5e9a21
File MDS: 3a07ec6d15d8fea661778bc33bcd8443,

4578809 bytes.
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Device Trajectory

7:06 707 8:00 8:05

o|&yo| A|XF & Ol XI3) XX
T = =1 O X 1 -Oo T [E{}rgtem] (“\ Lﬁ::] @ @J
o AMAEIO OEA RO E|R=7t PE - 3
niP
. X7| QOIX| ™S 29{0]7
I RS Tl 11938f43-64734... [PE]
- ofE B2 0|8310 HS AL

java.exe [PE] .-
InstallFlash....exe [PE]
) [PE]
xe [PE]

12
0Xx
L
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Dashboard  Analysis ~

Search

Visibility
Fir

Created by

SHA-256

& File Details

@ Network Profile

Trajectory

Audit Group

tial

e AMP for Endpoints

File Trajectory

‘ Announcements ? Help 2 nt (= Log Out

Reports Management ~  Accounts v

Entry Point

Audit Group / Demo.

Filename Product Prevalence




l'l:lllsléloh /‘_\MP for EnCiDO”’]‘[S § ) A& Announce s unt (@ Log Out

Dashboard Analysis ¥ Outbreak Control v Reports Management ¥  Accounts v

File Analysis
For d1ed59b6...13c5c9b4

& Download Sample @M Analysis Video & Download PCAP 16 Artifacts

Metadata Behavioral Indicators Network Activity Processes Artifacts Registry Activity File Activity

Analysis Report

ID 6ec8f0cde2d227b86bbcdc198 Filename AcrobatUpdater.exe
77ae04b Magic Type PE32 executable (GUI) Intel 80386, for MS Windows
os 2600.xpsp.080413-2111 Analyzed As exe
Started 6/7/16 12:32:39 SHA256 dleds9b6160@db6959177dacb667aa3ef72b92dabsaes8bbd2a54b5d713¢
Ended  ©/7/16 12:38:36
Duration 0 7 SHA1 caefcg271
Sandbox phl-work-10 (pilot-d) MD5 db b2171 8

- Warnings
o—|l.A°.| iE 7I- O-I I:-é:’i 7" %I_II- OI-EXI *-" _?-I_-Il © Executable Failed Integrity Check
« FAE A5t St R=7t
COIMIACT O HESES BT} Behavioral Indicators
_TI_ A = © Process Modified a File in a System Directory Severity: 90 Confidence: 100

[+ Cess e e Severity: 60  Confidence: 100

© Process Created an Executable in a User Directory Severity: 60  Confidence: 95

© Process Modified File in a User Directol Severity: 70  Confidence: 80
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Device Trajectory

[ System |

b447b07..9a2dbf [CAB] .-
consent.exe [PE]
fpb.tmp [PE]

File MD

Parent

Parent f
Parent file

Parent file

.041f

n
Disposition: Bla

Filename:

VirusTotal: (37/46)

Zaccess Full Report (4

! Copy SHA-256

Search

View Full SHA-256
File Analysis

File Trajectory
Simple Detection
Application Blocking

Whitelist

Open Link in New Tab

Copy Link Address

Cuarentena
Custom Malware
v Malware Block
Nordea
Quarentena_BR02

Quarentena_BR1
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il isibili Investigate  Snapshots ~ Explore Intel Modules
leeo AMP \/|S|b|“ty stigate 1apshots plore e [o]e S

Edit This Investigation Take Snapshot

B2 1 Internal Targets v “ﬁ:z Observables v @ 0 Indicators @ 1 Domains v [ O File Hashes =@ O IP Addresses [0] 1 URLs v 2 5 Mot

h Insp!

Target

7 times in th

AMP Computer GUID
I1PE.Address
MAC Address
3| 7 g * -
7|EF 221} GIRHEl §0|E 2 |
x3|510 2t olda| M~ §lo|Efet e .
GiA|StOf SO THAI M S H S5 B. gl ==
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CaseStudy :
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Official website of the Department of Homeland Security

US-CERT

UNITED MPUTER EMERGENCY REA

HOME ABOUT US CAREERS

Control System Users

Information for industrial control systems
owners, operators, and vendors.

Government Users

Resources for information sharing and
collaboration amang govermment
agencies

Home and Business

Information for system administraf
and technical users about latest threats

| Want To

PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES c*vP

HIDDEN COBRA - North Korean Malicious Cyber Activity

The information contained on this page is the result of analytic efforts between the Department of Homeland Security
(DHS) and the Federal Bureau of Investigation (FBI) to provide technical details on the tools and infrastructure used by
cyber actors of the North Korean government. The intent of sharing this information is to enable network defenders to
identify and reduce exposure to North Korean government cyber activity. The U.S. Government refers to the malicious
cyber activity by the North Korean government as HIDDEN COBRA.

For more information, see:

June 14, 2018: Malware Analysis Report (10135536-12 North Korean Trojan: TYPEFRAME

May 2018: Alert: (TA18-149A) HIDDEN COBRA — Joanap Backdoor Trojan and Brambul Server Message Block
Worm

May 2018: Malware Analysis Report (MAR-1013553 — HIDDEN COBRA RAT/Worm
March 28, 2018: vare Analysis Report (MAR-10135536.11) — North Korean Trojan: SHARPKNOT
= STIX file for MAR-10135536.11
3: Malware Analysis Report (MAR-10135536-F) — North Korean Trojan: HARDRAIN
= STIX file for MAR-10135536-F
February 2018: Malware Analysis R: (MAR-10135536-G) — North Korean Trojan: BADCALL
= STIX file for MAR-1013!
December 21, 2017: Malware Analysis Report (MAR-10 536) — North Korean Trojan: BANKSHOT
= STIX file for MAR-10135536
November 14, 2017: Alert (TA17-318A) HIDDEN COBRA — North Korean Remote Administration Tool: FALLCHILL
November 14, 2017: Alert (TA17-318B) HIDDEN COBRA — North Korean Trojan: Volgmer
August 23, 2017: Malware Analysis Report (MAR-10132963) — Analysis of Delta Charlie Attack Malware
= STIX file for MAR-1013296

June 13, 2017: Alert (TA17-164A) HIDDEN COBRA — North Korea's DDoS Botnet Infrastructure
017: Alert (TA17-132A) Indica Associated With WannaCry Ransomware

Subscribe to Alerts Contact Us
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