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Ato|H 2|3 (Cyber Threats)

7i'8 (Concept)

Possibility of a malicious attempt to damage or disrupt a computer network or system
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AtO|H 2|8 (Cyber Threats)

A5 3 (Information Type)
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KISA’ s Role
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Cyber Threat Analysis and Sharing (C-TAS) A|A&
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= = Backdoor in Android mobile devices i
Technical Analysis of sy Malware Analysis

Lazarus Group attacks on After the announcement of K.ryp(owire about.t.he several models of Android mobi Ao assetng sl 5.3 schec Trickbot Bank|ng TroJan
that contained firmware which collects sensitive personal data about users and
Polish and ot |l the data to third-party servers without users' consent] CERT.LV and CERT-EE|co

DINS data associated with ‘fradeboard’ and ‘movis-es’

KL
HKLMSOFTWARE WlcrosoftWindows NTY
HILI

- tt t ESA—————————————— | L research on the Android mobile phones used in the government networks. Chiifiand & Coitel it o
Institutions affected devices will most likely be extended after researchers will finish the an Reference: NCSC Ops/05-17

Tomain Address Resolion

tradeboard mefound com 94386123 . Each Binary typically has nine IP add| -
3711254116 mobile network operators. change and can be updated by the cr 16% March 2017
i7307s | be found below along with a domain ey N 5

6113178 updating the Trickbot executable: > Crown Copyright 2017
8.200.10.237 . .
129221254 13 The list of affected devices for now: i
- 264 46,1553 P [B-16-20236-Indicators of Compronise Associated with Miral Botnet

Hovis 85 IgnoraistConT 5173074 The list is TLP: TLP:

244161553 Department of Homeland Security
INCCIC US-CERT
Further domains hosted on IP addresses associated with ‘radel] ' OSM—ACeL" "model-B3-AZ0B™ [eference Rmbell \BUSSR
‘movis-es’ oem=alps

Not i ficat ion

“The following additional domains have also been hosted on these IP addresses.| " OSM=asus"!

W o = leen ideniied by NGSG infrastructure analysis
Domain oem=Blackview product=rel g\SCLMMER. ms reoor(sls orov\fsds;as is" for mfogmauona\ purposes ?my. The [infrastructure:
=C00. s =Co epartment of Homeland Security (DHS) does not provide any warranties of any
ip win7os.ns02 nfo roem-Coolpad” "model=Coolpadiii’ esi ging any infornation contained ¥ithin; The DHS does not endorse any |S392835 | a5Zizeier | ST
bnews onomusic.com 0em=CUBOT = connercial product or service, referenced in this bulletin or othereise. This  [0240167410 51078527 | e078it417a
e 2 —— "Oem=CTIROTY "mode document is distributed as TLP:GAEEN: Linited disclosure, restricted to the 255055 |sisesa | e279202214
W win7os ne03 s connunity, Recipients nay share TLP:GREEN infornation with peers and partner 137421062 | 6050492171 | 8275210253
organizations within their sector or comaunity, but not via publicly accessible 7120951 g2onEn i Llso -l
channels. Infornation in this category can be circulated widely within a 03526246 | 3666107162 | 912192877
particular community, TLP:GREEN information may not be released outside of the 03.92.62.46 36.66.20921 200.119.236.86
icomnunity. For more information on the Traffic ht Protocol, see http://wew 121179.156.39 | 85.25.3.13 200.120.214.150
Annex B us-cert. gov/tip. bazisoss |s17s2e 20376.105.82

All Indicators of compromise susnary

10110209525 | 12522125415 | 1600016257 | 2eai6d553 | 594386135
103.16.140.161 66113178 | 64552510

US-CERT was notified by a trusted third party of indicators of compronise
associated with Mirai botnet

109 164287165 5265207185 2 servers using the encrypted HTTPS port 443
I e 27150 praivsis Dlowtemat K
172181763 50203.97.130 ost -
17221522 Se177.20822 . ind_id/command_parameters
[uzzsz | selrr sz | URL: report . |aatnaarzittenjoh. cf -
12521415517 [ 17545275 5312703 [ 62135 KT 1o Phace: Connand and Control S ——

Characterization: C2 lonsistent over a lengthy period of time; these may
[ I I ] Host
[eyewatchin | h [ s02.info | URL: netwxrk.org
[ s02info_| [ s02info | KiTlchain Phase’ Comnand and Control

2

Characterization
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CIRCL CERT Estonia CERT-RO NCSC-FI
@oircl_lu @CERT_EE @CERT_RO @CERTFI
CIRCL is the CERT (Computer CERT Eesti kasitleb Eesti arvutivérkudes CERT-RO - Romanian National

Emergency Respoi E nt Resp )

private sector, com| g
governmental entiti i m

< €

CERT Polska NorCERT
@CERT_Polska_en @NOrGERT

Securing the .pl TLD.

ul Natiof
Securita E.

CCN-CERT
@CCNCERT

Equipo del Centro Criptolégico Nacional
de gestion de ciberincidentes sobre

sistemas clasificados, del Sector Publico
y empresas de interés estratégico

Norway's National Computer Emergency
Response Team @ Norwegian Security

Authority /Nasjonal sikkerhetsmyndighet
(NSM). Duty phone: 02497 (24/7)
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m (Google) Safe browsingS S5t A E &2A| &

m (Microsoft) Government Security Program(GSP), Cloud Security, Cyber Security Framework (vulnerability
information, malicious code, and mitigation guide)

m (Facebook) Threat Exchange QI8 2 st &2

B N Uipdate: Highly Prolific WannaCry Ransomware Campaign

- 027c04508f5f805f653329641ec7fe69
= 64b0b58a2c0Z muesuasHes
= 752e5ci%ed 75 -

mcmmm
ToBaTTONTTHLaIEA

S2E EHOHI|Y

m FireEye, Fortinet, McAfee, Microsoft, o T ———
Palo Alto Networks, Symantec, CISCO & ~ &

‘.4’:

e s« usuzum 1107a7171761419102e0ch4dc5290594

Vulnerability and E:[EH PPt s EnRTEsE ER

A saphisu:aied malware cal
13:5 South Korean government METWORKS
ficials involved in reunificalion  wancious URts

/EsottTeamiwatcheom jog Tol2bSs712a205768755c071238032cc
G 7ocaa 61 Seb 175994221635 308
WShES30Iepieded o B0a2al00IIBa056766 3200103063
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=28 AJo|HEOE = L|EL|3 (CAMP, Cybersecurity Alliance for Mutual Progress)
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