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Vulnerabilities Reported
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* Source : Analysis of the Global Public Vulnerability Research
Market (Feb 2018)

Public Vulnerability Research Market: Quarterly Reported Vulnerabilities,
Global, 2011-2017
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Ef2l AN ?IE

1 10 seconds - From send to open for a spear phishing email

Under 60 seconds - Endpoints are encrypted

The Cost of Ransomware

-  Downtime: 72% lack access for 2
days, 32% 5 or more days

- Ransom costs

- Support costs

Source: Verizon Data Breach Report
Source: Barkley



http://www.verizonenterprise.com/verizon-insights-lab/dbir/
https://blog.barkly.com/how-fast-does-ransomware-encrypt-files

Advanced Threat Protection Platform




Network Defense

Connected & Multi-Layered Network
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Deep Discovery + TippingPoint

Deep Discovery Inspector



Deep Discovery + TippingPoint
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Deep Discovery + TippingPoint
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Deep Discovery + TippingPoint
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Deep Discovery + TippingPoint
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Deep Discovery + TippingPoint
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Network Security
Deep Discovery




Deep Discovery

Deep Discovery
Inspector - DDI

HIE3 0122 A9 otd AHOIE
H, GHDE F2EE, CAC S

APT EH X

9 ot #S| £ X

(24 : DDI510/1100/4100 )
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TREND MICRO™

DEEP DISCOVERY
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Document Exploit(Statistic Analysis) + Known Malware

Key Technologies
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100+ E2 &= & X A&

Mobile devices & PCs FTP Hundreds
Different OSs & Client Software

IRC of protocols

Evolving /
Morphing ”Eéﬂ I = &E=Z2 0/
Attacks o T
ANE ol MEC =
EE6/7 GELICL”
Zero-day ‘ Port 2056
Attacks
Dozens
of Ports
Port 1145

. ~ Threats
17 Copyright 2018 Trend Micro Inc.
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Custom Sandbox

OF=3% Sandbox
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Machine Learning Powered by XGen
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Industry Proven

/7\ Trend Micro™ Deep Discovery
=2/ 100%

Breach Detection Rate
- 2017 -

RECOMMENDED 4 years in a row

N@ / Trend Micro™ TippingPoint®

m RECOMMENDED
99.6% Security

\v/ Effectiveness

NSS Labs 2017 NGIPS Group Test

FROST

L

ZERO DAY
INITIATIVE

LEADER in

Global Vulnerability Research and Discovery

SINCE 2007

¢ SULLIVAN
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TippingPoint 8200TX TippingPoint 8400TX




Industry-first 40Gbps inspection on a 1U appliance!

* High performance security for high-capacity networks and data center
consolidation

e Upto40 Gbpsin 1U form factor
e Upto 120 Gbpsin 3U form factor
* Low latency of <40 microseconds

23 Copyright 2018 Trend Micro Inc. ”
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Pay as you grow

‘ ........... § i- i ‘ ' §§§§§§_.g#“““_§§§§§ "E 120 Gbps
3V IR aat s 80 Gbps

i 40 Gbps

SSL Throughput also can be scalable from 2Gbps to 10Gbps

24 Copyright 2018 Trend Micro Inc .
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2017 NSS Labs : NGIPS Group Test Results
Security Value Map
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N’ S’Si \ / Trend Micro™ TippingPoint®
LABS

— RECOMMENDED

RECOMMENDED

99.6% Security
\'/ Effectiveness

TREND MICRO
TIPPINGPOINT \@/

RECOMMENDED RECOMMENDED
DATA CENTER IPS

NSS LABS 2018 DCIPS

GROUP TEST



2017 NSS Labs : NGIPS Group Test Results
Latency & Performance

2017 NSS Labs Performance Comparison - UDP Throughput and Network Latency (Stand-alone NGIPS Only)

oo Performance Mix IPv4 Throughput IPv6 Throughput
35,000 (GbPS) (GbpS)

. HTTP 21KB Response 36.8 29.8
| Financial Mix 47.7 47.1
: :Z Web Applications 51.4 51.9
E lslom Data Center ISP 32.7 30.5
ém;m / Streaming Media 51.1 37.4
5000 Average 43.9 39.3

. Yt— NSS Rated Throughput: 41.6Gbps i ——

(NSS Labs Data Center IPS Performance Methodology)
|[—TippingPoint 8400TX lateney (ws) & | & s e a0 s

2017 NSS Labs : NGIPS Group Test Results0i| LI}25 NG IPS $H[0f|A] A5 CHH| Z]Ao| X|91A|2KLatency) X[ I!
LHIESR In-Line’doilM 18 /L8 E=iTS X2

* Sourc%G. 201 7?\?&1%%529]\?6.5@%%]&5%5& Results, Latency & Performance
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Breach Detection
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Next-Gen IDPS

;é% & Unknown

Vulnerabilities

Context-aware
Traffic Inspection

IP/DNS & URL
Reputation
Encrypted Traffic
Inspection

Geo/Location
Filtering

@ HTTPS )
&%
Active Directory
Integration
Comprehensive
= Network Traffic
Visualization

Detection of Known

Third Party Integration

TippingPoint

XGen IDPS

EC:} Machine Learning
R
N

DGA(Domain Generation
Algorithms) Defense

=

Bot Activity ) . Exfﬁ’tigatlon High-Performance Server
o Malware Filter Workloads
Mﬁ Ransomware D Package
Ed oo
Phone Home Q
Detection/Remediation
of UNDISCLOSED .
A Vulnerabilities Endpoints

Automated Sandbox

Analysis

A_) Lateral Movement
pas Detection



Trend Micro ZDI(Zero Day Initiative)

- Total Vulnerabilities by Disclosing

Public Vulnerability Research Market: Critical & High-severity Vulnerabilities

by Reporting Source, Global, 2017
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ZDI Zero Labs Research
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* Source : Analysis of the Global Public Vulnerability Research
Market (Feb 2018)

ZDI Published Vulnerabilities
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Connected Threat Defense
A ®

LA\ Deep Security

gREND MICRO I
TippingPoint Protection

Network™

Control

==l =) Eb
SMS Threat Deep Dlscovery Manager
Insights S 3

p @]sj—
1\ —T2D
Security and » User
Incident Response Protection
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/ ) TippingPoint Security M: X\ [:] - x

<« > C ‘A Not secure | hitps://10.207.20.23/#/Summary @ ﬁ| [+]
@) TippingPoint Security Management System © 2017°10:00 062144 0500 @ 2 suporuser -
Threat Insights Last 30 days -

4

% Breached Hosts @ Attacked Suspicious Objects @ A ZDI Filter Hits

Vulnerable Hosts

Devices Requiring Attention

Name IP Address Model (Type) System Health Performance Port Health Layer-2 Fallback
= §200TX-40Gbps (All 10.207.20.159 TippingPoint 8200TX ® Active ® Active Major
Devices) (TPS)

Security Operations Dashboard offers visibility and actionable

intelligence across TippingPoint and Deep Discovery
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