I McAfee

Together is power.

Advanced Network Security
with Virtual IPS in a Public Cloud
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Security in the Public Cloud

Top Challenges for Protecting Workloads in AWS

Applications & Middleware Customer
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Platform, Applications, Identity & Access Management

Operating System, Network & Firewall Configuration
Server-side Data
Encryption
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McAfee Virtual Network Security Platform

Key Benefits

\

Scalability

Advantages

Scale based upon changing
dynamics of virtualized
workloads in Web Services
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McAfee Virtual Network Security Platform

Key Benefits

Protection and
Detection

Advantages

True protection from lateral
threats, in addition to North-
South attacks
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McAfee Virtual Network Security Platform

Key Benefits

* McAfee VNSP= EQF 22| XAr0f| A EHE otHO|M H =
Manageability and
Automation
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A single pane of glass that provides
visibility and the ability to control
workloads across the environment
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McAfee vNSP Components

Terminologies

Network Security Manager (NSM)

Protected Group

VNSP Cluster

VvNSP Controller

Virtual IPS Sensor

Virtual Probe
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McAfee vNSP Functions to Protect Public Cloud

Protection Flow
Internet
Internet Gateway o awsj A
Elastic Load Balancer /\@
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VPC
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Security Group Security Group
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McAfee vNSP Solution

Intelligent IPS

= Next-generation Inspection Architecture
= Application Awareness (Full stack visibility)
= Context Awareness (External intelligence)
» Content Awareness (Advanced malware protection)

= Advanced Threat Protection
= Signature-less Detection Engine

= Sophisticated Bot Detection
= Deep file analysis
» Global threat intelligence
= Advanced Threat Defence
» Network Behavior Analysis
= Endpoint Intelligence Agent
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McAfee vNSP Deployment

Installation Flow

Install Network Security Manager Create VNSP Controller

( Virtual / On-premises)

Asxtojoe ey Sy

Create VNSP Cluster

Create a Protected Group

Download the Virtual Probe

Performed on Network Security Manager

Performed in AWS /Azure
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McAfee vNSP Deployment

Components Requirements

cemnanht AWS Instance Software Network Azure Virtual Software Network
P Type Requirement Requirement Machine Type Requirements Requirement
. : D4S_V3 Windows 2012
Network Security mé.xlarae Windows 2012 R2 1 Network interface Standard R2 1 Network interface
Manager -xlarg Server (management subnet) (4 vCPUSs, 16 GB s (management subnet)
memory) erver
E2S_V3 1 Network Interface
vNSP SsTE VNSP Controller 1 Network Interface Standard VNSP Controller (management subnet)
Controller AMI (management subnet) (2 vCPUs, 16 GB Image
memory)
2 Network Interfaces 2 Network Interfaces
Virtual IPS (primary: management F8S s (primary: management
irtua . subnet, second: data Standard Virtual IP subnet, second: data
Sensor cd.xlarge NSP instance AMI subnet) or 1 Network (8vCPUs, 16 GB Sensor Image subnet) or 1 Network
Interface (management and memory) Interface (management
data subnet) and data subnet)
1 or more
Protected VM Any Customer ﬁ:::fgl'i‘;yl';‘:]'gzressor Any Customer 1 or more
Instance Supplied AT Stowan (o e st Supplied (see deployment)

Controller EIP
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McAfee vNSP Case Scenarios

Deployment of Virtual IPS Sensors in IDS mode
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McAfee vNSP Case Scenarios

On-premises Network Security Manager managing Sensors in AWS environment
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McAfee vNSP Case

Scenarios

Virtual IPS Sensor with AWS load balancer deployment
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McAfee vNSP Case Scenarios
Single Sensor per protected VPC deployment
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McAfee vNSP Case Scenarios

Multi-zone deployment with auto scaling of Virtual IPS Sensors
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SECURITY TECHNOLOGY



