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A Device: & Robins-MacBook-Pro
Status: (&) Registered
MAC Address: 10:dd:b1:e2:57:8d

Other MAC Addresses:  aB:bbicf:Oe:64:36
d2:00:18:19:ab:00

FortiGate: FTNT-5G-ISFW (FG100D3G12808281)
Online Interfaces: G lan

05 MacOSX/10.11.6

Sessions: 129

Bytes (Sent/Received):  29.27 MB L

Bandwidth: 370 kbps _—

Packets (Sent/Received): 43.53kB I

Robins-MacBook-Pro Dropped Bytes: 0B

29.52MB
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Log v sdmin
Password

»sel paddress 192.968

* sol gatoway 2.Y%60.72

*» wdt vian 27

> sel paddress 1T20.27.124

*avl dhop swrver enabled

vonfigure port1-10

With FortiLink

Login admn

Login admn
sol p addreoss 192.168.72.59.24

»aotip addross M2NA.T2H'24
sel galeway 192 188.72.254

»set galeway 192.968.72.254
edit vian 27

»odt vian 27
224 sel p sddvess 1721027 2'24

»aotip nddrass 172 2
set dhecp server enabled

FortiSwitches

FortiGate ) |

> st dhcp server anabled

» gonfigure portt- 10 > conf gure port!. 10
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* sl vien nalive 37
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Device:
0OSs:
Manufacturer:
Hardware:

MAC Address:

Other MAC Address:

bsimpson
172.27.3.204

&8 Desktop-5SDRQSST
Windows 10 professional (64-bit)
Lenovo / T510
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FortiClient Enterprise Management Server

Dashboard

Vulnerabilty Scan

Domains

There are no domains configured. Add a domain

» (5 All Groups.

Endpoint Profiles.

B Defautt

B ower

B upper

B WithonConnect

FortiClient Telemetry Gate

B upper-ip-list
B Lower-ip-ist

Vulnerabiity Scan

Current Vulnerabilties Summary

Total 10

View 10 Operating System
0 0

Third Party App Service

Top 10 Vulnerable Hosts.

peonian_FTNT

video-alex

FTNT-50016162

Ll st

| -

0 0
Broviser Wicrosoft Office
0 0
User Config Other

Host Scan Summary

P —

Vulnerable Hosts

Total Hosts

E——

Secured Hosts

Top 10 Vuinerabilties
Securkty Update for Microsoft Graphics Component
Security Update for Windows Kemek-Mode Drivers.
Security Update for SAM and LSAD Remote Protocols

@ security Update for Microsoft Windows Search Component

Un-Scanned Hosts

EYI HA W B

Access Device Vulnerability =
-Ia
[/

Scanning Hosts

€ = | ® Endpoint: Win8-64-Test | @ Add Filter

A

FTNT-5G-ISFW

d i

Summary of &m Win8-64-Test
User: test (10.1.200.184) Critical
Detected Vulnerabilities: 378 High
Time Period : Last 24 Hours Medium
Low
Vulnerability Name | Severity = | Category | Vulnerability ID CVE-ID Vendor Link

Access violation with XSLT and uninitialized data

Arbitrary code execution within Profiler

Critical

Critical

Web Client 20731

Web Client 20621

CVE-2013-5604

CVE-2013-1688

mfsa2013-95

mfsa2013-52
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120 FortiClient - Interim Build FG-SG-DEMO1 &2 FortiClient - Interim Build FG-SG-DEMO2

File Help IP Address: 192.168.170.16 File Help IP Address: 192.168.170.16
(none) (none)
i s gen el e 23R FRCKT COre Gy R,

Compliance

Not-Complisnt

This computer is Not-Compliant with FTNT-SG-NGFW

(192.168.170.1) Click to Disconnect (192.168.170.1) Click to Disconnect

Compliance ° This computer is in compliance with FTNT-SG-NGFW

Compliant Client Non-compliant Client

AntiVirus
Resltime Pratection Disabled

AntiVirus
FEDLETII MR SRS 4. This computer is connecied to FTNT-8G-NGFW as

Show Compliance Rules From FTNT-SG-NGFW

FG-SG-DEMO1  View Details
Show Compliance Rules From FTNT-SG-NGFW

Web Filter

1 Viglation

FAy) Wb Fiter
A = vicistions Show IP List That This ForiClient is Sending Telemetry Data To

i

Application Firewall (& Vulnerability Scan
Application Firewall Disabled Vulnerability Scan is NOT Enabled  Fix Mow

N Application Firewall

’.( Application Firewall Disabled Show IP List That This FortiClientis Sending Telemetry Data To

[<]

System Compliance
Realtime Protection is NOT Enabled

Remote Access

FortiClient Telemetry: Sent every 60 sec, nextin 14 sec
Remote Access e S

No VPN Gonnected

) &

225l Vulnerability Scan @ notifications: 11

@ Vulnerability Scan
all V/ulnerability Scan Ensbled X

Vulnersbility Scan Disabled
! Notifications: 21

@ Settings are locked by FortiGate

@ Sertings are locked by FortiGate

Elwired-LAN-2 G (2)
2% FG-5G-DEMO2 FG-5G-DEMO2 192.168.170.16 Registered - Onlirfe

5.4.1 Wired Users 2 /. |REALTIME| VULN SCAN

=% FG-SG-DEMO1 . FG-SG-DEMO1 192.168.170.15 Registered - Onling
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Next Generation Firewall
VPN

Application Control

IPS

Web Filtering

Anti-malware & Botnet
WAN Acceleration

Data Leakage Protection
Wi-Fi & Switch Controller

Advanced Threat Protection

S
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22 El 8 VPN
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