MANAGE SECURITY
AT THE SPEED OF BUSINESS
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SECURITY AVAILABILITY AGILITY
[]
99% 31%
0, 0
Of firewall 8 out of 10 organizations Take an AVERAGE
Breaches are the Suffered an outage from a Of more than a day
Result of Misconfigure firewall rule to perform a
Misconfiguration. In the last year SINGLE connectivity
Not firewall Flaws change.




RISKS DO NOT JUST GO AWAY

"I'll be Back ™

- Understand Risk Level
- Risk Management Framework
- Relate Risk to Business Owner
- Mitigate
(Accepted risks stay in your network)
- Detect
- Understand Impact
- Respond Quickly
- Damage Control

X E'algosec



FOCUS ON THE RIGHT PROBLEMS

APOLLO)13

"HOUSTON, WE HAVE A PROBLEM"

Asses
Business
Impact
Effective
Detection

Damage Mitigate
Control (Visibility..)

Recovery,
Resources
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Speed of Business & Team Motivation

"| Feel the Need, Need for Speed"
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Become IT-Security
Business Enabler

< BottleNeck

@ Cyber
S

trong Cybersecurity Posture by
Reducing Attack Surface

Avoid Outages of Wrongly
Configured Devices

— Outages

; Skills
A Compliance
; ; Retain Staff. Address Shortage
Continues Compliance; with Automation ;

Reduce Risk of Audit Failure

h
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Cybersecurity Posture= 2 ZAjel el j=t)

IN THIS (CORNER Wt HAVE §

e "“95% of Firewall Breaches from PEEvALLS

= misconfiguration” b 'Emr IAF Re‘wer'c.
AD N THS CORNGR,

Ensure “basic” security hygiene. We WAV Dave//

An optimized network security policy Is
critical to mitigating risk and cyberattacks

Automation & enforcing processes proved
to be more effective than deploying
Incremental security technologies

&

Visibility and Automation
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BottleNeck

% Manual security processes have
become a bottleneck to enabling
business

‘?"z@ Firewall provisioning for a new
=Y application can take weeks

Cloud and SDN continue to add
" Pressure on security to be agile and
operate at the “speed of business”

Business Focus

"’algosec




Skills

@ Security suffers from a serious talent
=4 shortage now and in the foreseeable
future

Difficult to ramp up new employees,
as many senior engineers have
all the “tribal knowledge”

@ Senior engineers pulled in too
many directions

. E'algosec



©

Outages

Security suffers from a serious
”  talent shortage now and in the

foreseeable future

) .~ IR <>>A

By 2020, 60% of the!digital businesses 0 $25;
will suffer majoriservice failtres.due to 5_@ Difficult to ramp up neW employees,
asS many senior engineers have

the inability of IT security-teamsto
manage digital risk All the “tribal knowledge

*Source: “Digital Business Forever Changes How Risk and Security Deliver Value,” Gartner©

oalgosec
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Compliance

N
> @

fe

Audit costs continue increasing
together with network complexity

Greater challenges ensuring organizational
policy across cloud platforms

Audit failure cost is Huge — Automatic
product will cost 10% or less

Avoid personal career implications...

Automation solution will many times make the
Auditors ‘go away’ understanding
you monitor compliance daily or weekly

11

ASD-ISM PCI DSS GLBA
HIPAA ISO 27001
NAS TRM NISTSP § NERC CIP Basel Il
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QOfo}lH 371X 7t 52

1 \{?/
See & Understand 1
ee & Understan Automa'l]on

what you are doing

Business

Business Enablement,
Significant Costs Reduction,
Talent Retention, Increase

f#-s Accuracy & Efficiency
~ 1§ Prioritize well while keeping
“eyes on the ball”

X E'algo.sec




Rules Cleanup

Unused Covered Dissbled Time- Mot No
inoctive  logged comments

Rule Reordering

Lower RMPP (Rules Matched Per Packet) means better performance.
Click for details

1l 7|5 (Policy Optimization)

Rules Cleanup

Unused rules

Covered rules

Redundant special caze rules

Consolidate rules

Unrouted rules

Unrouted objects within rules

Dizabled rules

Time-inactive rules

Rules without logging

Rules with empty comments

Rules with non-compliant comments

Ruleswith a time clause

Rules about to expire

Rules

13

Objects Cleanup
Unattached objects

Empty objects

Duplicate cbjects

Unused objects within rules
Hostgroup definitions

Duplicate services

Intelligent Policy Tuner
Tighten Permissive Rules
Unused objects within rules

Policy tuner analysis for all rules

Rule Reordering

Top 10 Optimizations
Full Optimization

Current Rule Order

Improvement

5%

E'algo.sec



Pecan_PaloAlto I p0|icy Optimization ecan_PaloAlto | Policy Optimization Sep12,3017| 2344  Previemr

Intelligent Policy Tuner —

e jmemsl  []mergpse oy Phiemo cmz Dz griatia [Elany

The analysis is based on log= from 10-Now-2016 to 12-54 Th  RSKARULES
Loganalysis i configured o include logs starting st m Intelligent Policy Tuner Recommendation
this setting login as
RISKY RULES go to Administration = Options = Log Analysis i it iy

=TT supgested rule may passibly be tizhtened even further, using.

Folicy: Pecan_sfter.paloalto Plessz modify rule soisl_net, i i i 4 chjects with tighter ones, 5o the ruls Incks & follava.
[ mame_ | FROM |  SOURCE usER | 10| APPLICATION SERVICE

The table displays the density of the actually used IP o [socalret | Pleamo imemsl | semoteaintemel s any | Plosmodmz | oWEzrinie Hew_spplication_t New_sendce 2

CHANGES

POLICY OPTIMIZATION
No icons will be displayed in a rule that contsins an IP|

Highlighted chjects and i r

8. Has no traffic I.Dg dsts associated with it. REGULATORY COMPLIANCE SERVICE NAME SERVICE DEFINITION
b. Is partof a rule that changed after the last traff wgfm
[ — :dgj::?
If an object is sparsely used and includes many unuss: epazne
then it is a candidate for security tightening by refinen udpiias
The names of such sparse objects are highlighted. i
If an object is densely used then it is probably well def il
Press on any object's link for more details.

REGULATORY COMPLIANCE

APPLICATION DEFINITION

- - i 3 faceback-poating
BASELINE COMPLIANCE Legend: [ ]-Unused [.]-Sparse facabook-base

Mew_application_t facebacie-chat
faceback mail
fecebock-sodiekplugin

PAdemo,_intema Intelligent Policy Tuner traffic breakdown

internal 53
Rule Source

1P SUBNET / ADDRESS COUNT LAST USE OBIECT
_ 10728 274,882,540 st Ramate-30-intamal_§
socialnet  Pamo intermal  [] Simer | s
mres

presties
An existing object that includes oll the used IP addresses: Remote-S-intemel_S (mey elso include some unused addresses)

Hem
Rule Destination
NAME IP SUBNET / ADDRESS

Rule Service
COUNT LAST USE
154214,124 praee
o
prame)
)
prpme)
e
- ) 505,104 s81znz07
FTP_server  Mlijemo_internal

Cobra_spp

udp/o05-£5555
ther servicss

Showing 1 to 5 of 5 entries
Rule Application

14 €'algosec
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ro Firewall Analyzer

0 Firewall Analyzer B Analysis Status # AlgoSec Administrator ¥

DEVICES |/~
DEVICES |~ Number of devices: 2

Search. Q u ALL_FIREWALLS e

Issues (2} ~ Search... e
- Ear Q [] Latest Report Sep 12, 2017
£ @m ALL_FIREWALLS

Data_Center_42
L (& pc_a2
L. [ DC_42_root o ~ Show Legend
- B8 Data_Center a2 (= o ALL_FIREWALLS OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
e &2 2 B4 Data_Center_42

sk pc_g2_root

Bl Acorn_asa b ik DC_42
|5t Barberton_Firepower L. EEDC 42 root - p ) Discover MAT Assistant x
A birch_iptables = T ™ Analyze 12} Traffic Simulation Query I Locate Obje

.. &3 BlueBell_BlueCost = @ Data_Center_82
. 8 Byttercup_Azura L B& oc 8z
a0 .

. # Daffodil_SRX Type a single IP
: Yp B | |
- [ Flower_ASA - [k DC_82_root

.. Bl Iris_Cisco . . Eg 19216823
- B Jasmine_ACI - it Acorn_ASA MAT Discovery

1 [ Libe_sidewtnder [t Barberton_Firepower IP address can be @ Pre-NAT Post-NAT

- [+ oak_stonegate

. B orchid_Router . b birch_iptables Group: ALL_FIREWALLS
PR Pecan_paloalto . . R o
. p:;apr;l : ?. Eluebcl BElueCaat Saved queries: OutboundDNS w| Delete saved query Discover NAT addressin @ Source Destination
L. @ Poppy_juniper - mm BUttercup_Azure
& Rose_checkpoint - # Daffodil_SRX

& Rosita_checkpoint_R75 @ Flower_ASA Source: | I Add... [Negate

. 4§ Sequoia_Main_Amazon - -
- @ teak 5 L. ] iris_Cisco E.g., 192.168.2.3,my_host,user@host
- @ Tulip_NSX Jasmine_ACI
b ﬁ\ﬁolet_Foninet @ . L A ]E|
L [ willow_WatchGuard H F Lily_sidewinder : 10.42.18.80/30 10.42.65.06/28

- |» Dak_Stonegate

- 4 orchid_Router Destination: I Add... | [JNegate

- M Pecan_PaloAlto
- ® poppyl

L. # Poppy_juniper Application: I Add...

’ n Raseleheckpoint E.g., facebook, facetime
— - [&ll Rose_DR

« [& Rosita_checkpoint_R75 ice: | Add...

- B uoia_Main_Amazon
DASHBOARDS B ‘g Ek 5 - - E.g., telnet,tep/22, my_senvice, application-default

lssues (2) ~

Export map:

Violet_Fortinet

VY

D—{—®E( )

DEVICES

sroups & Tulip_NsX Query title: |
[ violet_Fortinet
- (@] willow_watchGuard

MATRICES

Sawe Query

i E'algosec



OF XMzl M2 KI=35

- L —

Ed1 Searcn - Advances
Work Order Result

ActiveChange 7| s

Work Crder Resutis fom: Tue 14 2015 7:10.34 am

110 Add rule:
—* " By | - Davice 10.128,
Implement \alidate Match = DTS AA"J.'.L AT
Details raffic:

Mark Al b Tickeds as implesnesied 9
Messages

Source ‘ Destinatin
* loimplaman tha chargs, pleass updata Rosa_craedport conhga e, then pracead to iha naxt worktiow 515 New Rue Vaues ;‘.2.2.2 10.128.78,100

Rose_checkpoint
Shatus: implemert, Owner ned, 10 W2183

Work Order Result

The davice's policy has been updated after the below Work Order was created, It| _
policy. The page at https://192.168.253.125 says:

CLI Recommendation
Werk Drrdar R froey Thisfug 27 2013 245 42 PM

Are you sure you want to Implemant On Dev
1. = Add rule: ‘ g . S s
Rose_checkpoint oK “ - L IL Jlreily JoN
| 32 View Policy e

_CuT  extendec permit 1
Seurns. Deshirasan HANACS N RIMR LOment
Mew Ruke Veues RachslPC

FiraFlow #2152
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4. 01=c]70]:42 HEE H /IAd B8R

Activity Dashboard i ' F Monitoring Dashboard Business Services Status Network Topology

LU0 current map ¥

Business Model Business Service Topology Expand Clusters Select Export

' mysgld.yrt.com '
192.168.12.38

erpweb | |(33065/
m
1921681125 |

‘ ; 192.168.10.63
S Stbmer MataasmaE 192.168.10.64
: : 192.168.10.60

R A T E—
t Banking htt s(4213)/ & ms-sql-s(1\433v)nn

|
Inter

A

Pension Management { i mesglil.vrt.com .‘
M [E: ‘ nfs intranetynt 191681222
R , ) : https(443) 192.168.12.30

N
/ =2
= = | *nf;(zu 2 ms-sql-s(1433)

gt == T2 tha11 33
1921681130 | 16811,
1921681065 | _ms-sql-s(1433) > “ }gg}gg} ggg
192.168.10.67 16612
192.164.10.69 1921681235
192.168.10.66

-9
-9
-9
-9
-9
-9
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5. SEI2E X| & (AWS support for full Security Group analysis and visibility)

Risk & Compliance reports

Dalgosec Firewall Analyzer - Provider Edition ¥ SequoiaAWS

Risky Rules Change History Explore Policy Regulatory Compliance S i m u | ate p O | i Cy Wi t h n etWO rk m ap

Risky Rules: SequoiaAWS_US_west_coast

Rose_checkpoint @ Allowed (x1)

Risk Levels Findings
Risky rules: 1 High , 6 Suspected High , 1 Medium.

Poppy_juniper @ Allowed (x1)

DC_82 @ Allowed (x1)
RULE RISKS DIRECTION SERVICE SOURCE DESTINATION

SequoiaAWS_US_west_coast @ Blocked

st Policy |8 18] 5 top/0-65535 [62.219.117.86/32 :F! 10.1476.7.0/24 :F!

.22.0/24[rd_85100:100] (= = 10.176.46.176/28

View & search Security Groups in Policy Tab qé;?;i?:‘_’fmm@ = =

R heckpoint
'ose_checkpoin o
High Suspected ]

]
, | 10-82.85.0027 (= 134.166.50.99
5 tunnel[131.166.50.59]

Security Rating Trend [l | ‘Humber ‘Dire{:tion |Sen.rioe |Sou rce ‘Desljnaﬁon 10.82.19.80/29

juniper
- . e =)
100 Security Group: SpringCampaignServices -+ 082850024

10.82.18.136/30 -
)

¥

Inbound tcpl80 0.0.0.0/0 Host

=]
=
a
=
El
T
=

-1
dD tunnel[63.241.58.108]

CF’ 10.82.85.32/28
10.82.78.64127
=

10.42.104.96/28 =
10.82.86.0126 -

Outbound tcp/3306 Host 172.16.7.11132, - o & T
m.sz.?s.wﬁwi"ﬁg_mjm =2

- 10.82.80.0024 4o

Qutbound tcpld43 Host 17216.7.88132 L tunnel[202.81.64.132] 10.199.9.0/24
2I[203.47.131.2230]

¥

Inbound topldd43 0.0.0.0/0 Host pe

=]
o
a
c
El
I
E

¥

=]
=
a
=
El
T
=

¥

Outbound tcp/993 Host 84.111.54.91/32

=]
o
a
c
El
I
E

¥

=]
=
a
=
El
T
=

Security Group: Seqguoia_Security_Group
192.148.117.6

[ 2 Inbound tcp/995 0.0.0.0/0 wanwzs 1

Document

| @ Inbound tcp/0-65535 62.219.117.86/32

Diacurment
(=3
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THE SECURITY POLICY MANAGEMENT LIFECYCLE

Secure connectivity
X ) . J
decommission without

impacting business
requirements

Policy monitoring
Policy optimization

Security posture
enforcement

Automated change
management

" Continuous documentation
and compliance

Rule recertification

e ® Lo

Discover, map and visualize
‘!5‘, application connectivity,

and security infrastructure

Network topology
analysis

e Impact analysis to avoid
alll ~outages

Proactive risk and
compliance assessment

B Datacenter & cloud
migration analysis

@’ Automated policy push
6@" Smart validation

19 oalgosec
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MANAGE SECURITY
AT THE SPEED OF BUSINESS

THANK YOU

www.algosec.com

0000 N e

Qalgosec


https://www.facebook.com/AlgoSec
https://www.linkedin.com/company/algosec
https://www.youtube.com/user/AlgoSec
https://twitter.com/AlgoSec

