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X =X : Superintelligence: Paths, Dangers, Strategies (2014)
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Top cybersecurity challenges

Reducing average incident
response and resolution time

Improving security threat analytics

Optimizing the accuracy of alerts

Keeping current on new
threats and vulnerabilities

Implementing a continuous
monitoring security system

Increasing the capacity of the
Sec Ops team to manage incidents

Filing a shortage of
skilled cybersecurity staff

Obtaining sufficient funding for most
important cybersecurity initiatives

Managing vulnerabilities/
patch management

Visibility and data sharing among
internal and external stakeholders

3 ‘ 4 _'.-,\:\\‘yx'ﬂisi
—~— i WJ_:;M

Today Next 2-3 years

45%
23% 5004 Complexity
1% The most-cited benefits expected from a
/0 1y . '
cognitive security solution
40%
1. Intelligence
23% 339%, Improve detection and incident
i response decision-making capabilities
22%
310 2. Speed
o Significantly improve incident
response times
22%
26% 3. Accuracy

Provide increased confidence to
discriminate between events and
true incidents

I

27%

X &K : Cybersecurity in the Cognitive Era (IBM, 2016)



23%

plan to invest in cyber Al

X Z&X : Global Opportunity Report 2017

85%

36.1%

of all cyber attacks predicted is the expected yearly market growth

by using Al

between 2016 and 2024 for Al

H=Zclo] F2FE A

. AN BN 5T U AN =Y
. HQHHLE R X{5 3}

12



Better fraud targeting

up to 50% more fraud detected

General overview Detailed view
...........................

Monitoring system status Latmon 8 iz e Activity monitar

Up time High risk Mid risk
OK B 42 3,65k ~*

Client activity monitor

Shows activities segmented by fraud risk
H | y
o2 os0z 002 502 ) 20 o3

Top 10 suspicious activities. Suspicious entities network analysis

24 hours Check between main SUSPECS relation patterns

#7639283 955 Riksawhe 1280 90
sama2 o HanzGnber S8 ©Q
0026395 9z Rick aben, 50628 © @ Anomsous aciviy
sazs3Em 6% ssa3 ©a

Aszum s 0 osun §a
soarnas s0% e @A
rssaz 7o 2 oa
nszuss 1 $20365 @A
sesia3e ™ somim @Q
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https://deepsense.ai/fraud-detection

Fraud detected by region
Estimate from predictive model

-'l“

@ Homslacivey

Increased organizational efficiency

by smarter targeting of frauds

senseqi  Eraud Detection

. =TI Activity type filter
[ |
Normal

- 35,65k

- EEEEER

Client activity decomposition

Observed

N
N\

Random

Anomalous activity by type

Seasonal

/\/\/V\/Wwwwﬂ vl

Reduced false alarms &

decreased cost of handling issues

General overview Detailed view

Activity monitor Lostmontn <@ Lo 24 hours

High risk Mid risk Normal

3,65k ' = 35,65k{™

Fraud prevalence by location
Estimate from predictive model

ol bysenny o nomal o mamk ShGMs  Amsmscee @ nomi @ mark @ nonrsc

Suspicous activity by type Suspicous activity by region
vent count and mix Event count and m
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| )
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Outlier detection Qutlier detection

== |earned decision function — |earned decision function == |earned decision function — |earned decision function
" true inliers true inliers s 0 frueinliers s 0 frueinliers
e frue outliers true outliers o true outliers 4 o frueoutliers

-6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6
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=— |earned decision function == |earned decision function == |earned decision function
o trueinliers true inliers o trueinliers
o true outliers e frue outliers o frue outliers

== |earned decision function
s 0 frueinliers
o true outliers

4 -6 -4 -2 0 2 4 6
3. Isolation Forest (errors: 2) 4. Local Qutlier Factor (errors: 2) 3. Isolation Forest (errors: 6) 4. Local Qutlier Factor (errors: 6)

http://scikit-learn.org/stable/modules/outlier_detection.html



Malware samples

data collection
(honeypots)

|

X Poisoning Behavioral Malware Clustering (AlSec 2014)

.

 ©

Reports
Prototypes

(1) Prototypes

http://www.mlsec.org/malheur

feature extraction
(e.qg., executed
instructions,
system cal's, etc.)

C HAd
x X for each cluster
X X X )(X if ...
i X
: Xy X*  x X : then ...
else ...
xXXx

clustering of
malware families
(e.g., similar program
behavior)

data analysis /

countermeasure design
(e.g., signature generation)

[ ]

& 0%

:ﬁ‘E
a

o
o

(]
. .
B Cluster 1
Cluster 2 »
Cluster 3 = Decision boundary

(2) Clustering

(3) Classification

15



char aluint by { .
funcld(inty bd;
funcziy, ..

Code hase of
functions

X
al

char | | int |

uint func?

funcl

(1) Extraction of

APf symbols

SE0f : SW F 2=

TNE [

(2) Embedding in

vector space

(3) Identification of
APl usage patterns

* Vulnerability Extrapolation: Assisted Discovery of Vulnerabilities Using Machine Learning

Input source
i

b,
void foo(dint n) {

% =mallocin)s
if (z && n = 0}
process(x, nj:

(1) Identification of
sinks and sources

void woo(ink n) |

void boo{dint n) {

void bar(int n) {

malloc{eaad?

— Process(ees )}

t

(2) Neighborhood
discovery

vold foo({dint n) {

x = mallocin);
if (x && n > 0)
process(X, L7

(3) Lightweight
tainting

% Chucky: Exposing Missing Checks in Source Code for Vulnerability Discovery

(4) Embedding of

functions

Known wifnerability

C Candidates

(4) Assisted vulnerability

discovery

A Missing check

[0] :"".. .

L)
A
.
LT

Normality

— (n > 0)

(5) Anomaly
detection

16
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m o
The Enterprise Immune System
Learns the ‘self' of your organization — automatically

i Math & Real-time

No rules or
ﬁ machine learning q threat detection
Qe

DARKT RAC E .. signatures

https://www.darktrace.com/

6 6 Resilient Al model Field-proven Al inspects any
i _? application attempting to

prevents zero-day
OZ'. f execute on an endpoint

payloads from executing.
efare it executes.
before i
CYLANCE True Zero-Day Al Driven
Prevention Malware Prevention

https://www.cylance.com/
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y, deep learning
algorithms. Continuous learning stributed across
izati tructure

https://www.deepinstinct.com

Watson for @ D_O_X

Cyber Security

Understand Reason Learn

https://www.ibm.com/security/cognitive



“panda” “gibbon”
57.7% confidence 09.3% confidence

¥ &X : Explaining and Harnessing Adversarial Examples (ICLR 2015)
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Yield

¥ EX : Practical Black-Box Attacks against Deep Learning Systems using Adversarial Examples (2016) 19
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