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Overview

Cyber Attacks, Ransomware

O

Cyber Attacks

Ransomware
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er Attacks, Ransomware
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YOUR COMPUTER HAS BEEN LOCKED!

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your P address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child

pornography! Spam-messages with terrorist motives were also sent from

your computer.
This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.
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Challenges
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CDR Solution

CDR Technology

Content Disarm & Reconstruction
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SHIELDEX

SIED > x

SHIELD against External file threats

SHIELDEX= 9589} 2 A{0f T, Tt Rz A74 3L COR IFHS A M, QP8 2A|BH L2 whel gt

© File Scan ¢ Sanitization —<) Logging
=A 1= AT 25l 3t/CDR o|= o

SOFTCAMP- { 14



SHIELDEX

SHIELDEX System Layout

Security Administrator

&

SHILEDEX Console
External Network

1
SCI Server

$

|
|
|
|
|
|
|
|
|
|
| 0
|
|
|
|
|
|
|
|
|
|
|
|

N

Internet Firewall Logging Server

-------------------------------------------- SaanranS Mail

| Mail Server

SOFTCAMP- { 15



SHIELDEX

SHIELDEX Products
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SHIELDEX

Malicious Macro X| 7

v’ Backdoor Drop Macro 4t ¢!
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Smart Pricelist

SELECTION MADE SIMPLE

macros afin de
générer les codes
promotionnels

ByVal UUQCES As String,
ByVal ROBFSI As Lona) As Long
sZime

ByVai RPBYSI As Long) As Long
#Znd I£
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Sub nvEvyINKIAG Q)

Dim laHIsdqR, BCvevIex. RAycQeM? As String
Dim RAQYITwX, LIAKPOKC, mEXteFnd As Jtring
Dim YhELWnQv, Z3DEgRIb, ©IVIOOyn As String
YREIUNQy = wETEYKAEL (*3030202020203 0202020204

Z)DTGRID = LIzim(XhEL¥NQV)
©3IV300yn = RTrim(Z3DLgRIb)

RACYATIX = w67 LYKAL ("202070202020307070702 3

Veuillez activer les

Private Declare Perfafe Function URLDownloadTorileA
val VXDDKM As String, SyVal

Private Declare Function URLDownloadToFileA N )
DUQCES As Sering, ByVal VKODMHR As String, ByVal XXAYIY As Long.
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24% "urls
XXRYIY As Long,

PUDIiC FUNCTiON VE7IYKAL(BYVai )YsJaoyn As String) As String
For SVICHRLVzOLB = 1 To Len(3¥sjaoyh) Step 2
TInDPe = Chx$ (Val(Chrs(30) & Chz#(72) & Mids (3¥sjaoyh, SVIGHALVZOLD, 2)))
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pcchString = 05
cbBinary = v17;3
if ( CryptBinaryToStringA(pbBinary, v17, 1u, 8, &pcchString) )
{
u18 = GetDataSize("body=");
v23 = LocalAlloc(@x40u, vi8 + pcchString + 1);
if (v23)

u19 = GetDataSize("body=");
if { CryptBinaryTeStringA{pbBinary, cbBinary, fu, v23 + vi9, &pcchString) )
{

u20 = GetDataSize("body=");

mencpy(v23, “body=", v28);

sz B a2

'

)
LocalFree(pbBinary);
v12 = v23;
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fatal e
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wserid, t4;
"huffer, “datafile;

buffer = ( *) ec_melloc

dotefile « ( .

o~
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HIELDEX Functions
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SHIELDEX Functions
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Success Case

SHIELDEX Success Case
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SHIELDEX Success Case
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Benefit

SHIELDEX Benefi
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Thank you

SoftCamp Co., Ltd

2nd 3 floor, Elentec Block, Pangyo 7 Venture Valley 2,
17, 228beon-gil, Pangyo-ro, Bundang-gu, Seongnam City, Gyeonggido

T. +82-1644-9366 | E. jpkim@softcamp.co.kr
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