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REDUCE MANUAL EFFORT WITH ANALYTICS
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Threat Prevention URL Filtering WildFire AutoFocus Logging Service LightCyber MineMeld
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Palo Alto Networks - Enterprise Security Platform
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2Rt &8 = {8t Security Challenge

— Amazon Web Services

— MS Azure - Google Cloud » Public Cloud X|'k” L_-H EOI_I- kl Hl - &II 'g'
— VMware ESXi

— VMware NSX

— KVM w/optional OpenStack plugin - Private Cloud X|.A-” [H EO._" A—I H | A &II _g_
— Citrix SDX

— Cisco ACI, MS Hyper-V

Dynamic Address Groups

Policies

Objects

Interfaces



Enterprise Security Platform : A& MUIA
E- ST

App-ID Application detection App O|O|E H|o|A 7=
Custom App A9 7|l
User-ID Active Directory 7|
LDAP |2
Radius 7|e
Kerberos 7|12
Captive Portal 712
Contents-ID IPS KA Al LA TP (Threat Prevention)
e
Anti-Virus XR Al 2L E{Oglﬂg_lf. °ﬂ-é§ MI7Ex|
Anti-Spyware K| Al LA
URL Filtering A4l URL DB URL 2}o|MA =
* ot allow/block B|AE/HAH
e ngl= 2
File Blocking ErUELL] OlAl 7|2
Data Filtering EXrg olAl 7|
APTELO] Unknown 9|3 KtEt Public, Private /4 WildFire 2}0|MIA = Q




Enterprise Security Platform : & ABIA(AHZ)

Networking THALEESLE (Vsys) ZHE 7| 28S 2 =7 72
2o M A

DoS Protection, QoS 7|2
Policy Based Routing Zi=
High Availability 7|
VPN Site-To-Site VPN 7|2
SSL VPN FHIg =
) SAHSA
Management/ Ctot 2|8 7|5 7=
Reporting
XML-based REST API 7|2
M-100 22| A H H 9| 5t=9fof

O] Z2to|2tA

IPS, Anti-Virus, Anti-Spyware ww I ZHA}O| 95%7} Sfi
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VM-Series 2 &l

Small, Medium

Hybrid cloud, segmentation, Internet
gateway

Minl VM-100
l_Y_J 1 Y J L Y J [ Y J | . )
Up to Up to Up to Up to
200M App-ID 2G App-ID 4G App-ID 8G App-ID 16G App-ID

* Threat performance is half of App-ID
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: Application EX| 7| 7St NGFW + TP(IPS, Anti-Virus, Anti-Spyware), URL Filtering, APT(WildFire)
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2cRE A2 &t Security Challenge(Hl =)
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SctRE #F 2 98t Security Challenge(H =)

Virtualized Servers
East/West Traffic

North/South
Traffic

VM Virtual Firewall

Hardware

Firewalls Hardware
Firewall S

Non-Virtualized
Hardware Servers




VM TaggingS €&t H2| AMHlA

Script Server

Parse threat

ufl" o AL Virtual MachineO| &2t 452' A2 EZAdE
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VMware ESXi

Mysql brute force attack
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32 Cores Server

16 cores for
Compute

4 — 4 core VM
Series Firewalls

Policy Set

A

Panorama
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Virtualized Firewall
NS 2ot HM Mg ok




NFVESHAM2 MBlA S&

Cloud Admin . NSX Manager Security Admin

Register VM-Series as an available security service

@ Update with real-time context of VM deployment

@Automatically deploy VM-Series on all hosts

@Register to receive Iicerr:ses and initial policy

S ETrr e e PP TR T PRI TPEPREP L

Install hypervisor rules for
firewall service insertion
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Automated Security Ad|A

VAFS/ N managerfs S5t 5= Soll 222 &£ [/ EZ A9/ VM-Series &35 0] TtAILH
POEIAE ZE A/Z + AE

Integration benefits With automated security service insertion and provisioning of VM-Series virtualized next-generation firewall

Apply security
protections automatically
and on-demand

Keep security in lock-step
with workload creation and L
movements Automated Provisioning &

Deployment

Reduce attack surface area
within your software defined
data centre

Protect your high-value
assets from known and
unknown cyberthreats

Automate security

New ESXi host is added to a cluster.
allo
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DYNAMIC SECURITY & #

VM-Series

B2YE [ ESA
Integration benefits

Apply security protections
automatically and on-
demand

Keep security in lock-step
with workload creation
and movements

Reduce attack surface area
within your software defined
data centre

Protect your high-value
assets from known and
unknown cyberthreats

Automate security actions
based on security event
triggers
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2&05/0f Dynamic & && J/s X/ &

With dynamic address groups and context awareness between N Manager and Panorama

Resource Security
Management Management
9
mnnnanss: COMPUTE RESOURCES............i.... ................... i'OBJECTS & POLICIES seeeeereresennsannnnnns L
usertag5 Linux : :
New York
i Miami Wﬁo'—
. usertaga MySQL Servers
109423 MysaL M 0422 New York Web Servers
101.1.3 SharePoint Dynamic New York 10.4.2.2 Learned Group
Ubuntu 12.04 usertag1 Win 2008 R2 Address Web 4264254— Membership
Group 12015117
Lond
i (e York Definition | =
. Web
Linux St :
2008°R2
MySQL Linux
1201264 WeH120.15.1.17
usertag2 120161.8 Ubuntu 12.04
New York MySQL
Longon London PAN-OS SECURITY POLICY
usertag4 Destination Application  Action  Profile
Newvonweassuesll . EEEEVECIR ¢ DFP
MySQL
" t0sst1s Shareroint Management (NG Servers ) MgmtTratfic @ D@
101.1.2 :
Win 2008 R2 109512
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*  Whitelist applications or block * Analysis of all application traffic Detection and blocking of C&C via:

high-risk apps . SSL decryption +  Bad domains in DNS traffic
*  Block known viruses, exploits +  WildFire sandboxing of exploitive *  URLs (PAN-DB)
* Block commonly exploited file files «  C&C signatures (anti-spyware)

Lateral Threat Propagation Command/Control

®

Known viruses and k
exploits

Successful spear-
phishing email




Zero Trust ; DataCenter HERDE st B0t SHE
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Application Command Center
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Cyber Attack LifeCycle0fl CH8t & H S 2

sEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE SEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE ssssssssssEsssEsnEnEnnnnu)p
Q Breach the perimeter Deliver the malware Lateral movement Exfiltrate data
[=H]EHAl [LHE 2 & 2] [SEAIAE 0| S] (254 A AH=EF]

Next-Generation Firewall / Traps / WildFire Next-Generation Firewall / GlobalProtect Threat Prevention
GlobalProtect = Block known and unknown vulnerability = Establish secure zones with strictly Block outbound command-and-control
Visibility into all traffic, including SSL sfallelic enforced access control R LR

= Block known and unknown malware = Provide ongoing monitoring and Block file and data pattern uploads
= Provide detailed forensics on attacks inspection of all traffic between zones DNS monitoring and sinkholing

Enable business-critical applications
Block high-risk applications

Block commonly exploited file types URL Filtering

WildFire Block outbound communication to
= Detecting unknown threats pervasively known malicious URLs and IP
Threat Prevention throughout the network addresses

Block known exploits,
malware and inbound command-and-
control communications

URL Filtering

Prevent use of social engineering
Block known malicious URLs and IP
addresses

WildFire

Send specific incoming files and email links
from the internet to public or private
cloud for inspection

Detect unknown threats

Automatically deliver protections
globally
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LZIZ2QUE HEQA & VMware
https://www.youtube.com/watch?v=fHulTyh3P9g
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LZI2QUE HESA & AWS
https://www.youtube.com/watch?v=fHulTyh3P9g
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VM-Series for Amazon Web Services

= AWS consoleES &St VM-Series A K|

— Usecase: 2| F ECijE F7 £ 0AM
LH & VPC(Virtual Private
Cloud)9tZ o 2 L QL= EZfEl
CH ek NGFW protection &

— Use case: IPSec VPN ¢4 S
SIARLY DO @12

— Use case: VM1 VMZIO| Q| @ A= 9|
O| 5= AtTHot, L et Applicationd|
Ciot 2ot HE&

= EC2(Elastic Compute Cloud) H ZA|
5 2O R Mof Cifet AHE S}
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VM-Series for Amazon Web Services(Hl &)

ve/awsmarketplace

Shop All Categories

Desktop Apps

Software
Infrastructure

Application
Development

Application Servers
Application Stacks
Big Data

Databases & Caching
Network Infrastructure
Operating Systems
Security

Developer Tools
Issue & Bug Tracking
Monitoring

Source Control
Testing

Business Software
Business Inteiligence
Financial Services
Collaboration

Content Management

Amazon Web Services Home

Your Account | Help | Sell on AWS Marketplace

Sign in or Create a new account

Search AWS Marketplace [» Your Software

paloalto

NETWORKS *

NEXT-GENERATION FIREWALL FOR AWS

APPLY APPLICATION-SPECIFIC FIREWALL POLICIES
PREVENT KNOWN AND UNKNOWN THREATS

GAIN APPLICATION VISIBILITY
TRY THE VM-SERIES NOW

Featured Products

(inteD secur s B TREVD. [@]V]

Operating Systems

sENe Anvlazon Linux AMI
“eeramazon (HVM / 64-bit)
o seroes, Amazon Web Services
$0.013 to $8.14/hr inc!
EC2 charges

McAfee Public Cloud

Trend Micro Deep

AlienVault Unified

Server Security S... Security Security - CentOS 7 (x86_64)
InfoReliance Corporation Trend Micro Managemen... *‘_,‘ CentoS  with Updates HVM
$0.155 to (3:1 9.406/hr for S(aniggf;ogn&ls1 .74/hr or AlienVault Centos org
software + Charges for from " r for i =
EC2 with Windows software :gﬂ?vglrgr o $0:00/ bt foF Eonwae
Free Trial Free Trial Free Trial

At = Or:




VM-Series for Amazon Web Services(H =)

CQuick Start
My AMls
AWS Marketplace

Community AMis

* Categories
All Categories
Software Infrastructure (3)

¥ Operating System
Clear Filter

= All Linux/Unix
Other Linux (3)

~ Software Pricing Plans

Haurly (2)
Annual (2)

Bring Your Own License
m

~ Software Free Trial
Free Trial (2]

1. Choose AMI 2. Choose Instance Type

3. Canfigune Instance 4, Add Starage 5, Taag Instance 6. Configure Security Group 7. Rt

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is & template that contains the software configuration (operating system, application server, and applications) required to launch your instance, You can select an AM provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis,

Cancel and Exit

110 3 of 3 Products

2 palg alte *
D paloalto  vM-Series Next-Generation Firewall Bundle 2 -
{1)| PAN-05 7.1.0 Pravicus versions | Scid by Pelo Alto Networks
$1.28/hr or $4,500/yr (80% savings) for software + AWS usage fees
Free Trial Linux/Unix, Other PAN-0S 7,1.0 | 64-bit Amazon Machine Image (AMI) | Updated: 4/1/16
The Wh-Series for AWS Bundle 2 includes & YM-300 nexi-genaration firewal licensa, subscriptions for Threet Prevention (includes IPS, A\ maltwane prevention), WildFire, ...
More info
B paloallo  vM-Series Next-Generation Firewall Bundle 1 -
{1} PAN-05 7.1.0 Pravicus versions | Sold by Pelo Alto Netwarks
50.86/hr or $3,000/yr (B0% savings) for software « AWS usage fees
Free Trial Linux/Unix, Other PAN-OS 7,1.0 | B4-bit Amazon Machine Image (AMI) | Updated: 41116
The Wh-Series for AWS Bundle 1 includes & YiM-300 nexi-genaration firewall license, & Threat Prevention subscription (ncludes IPS, AV, malware preventcn) and Premium ...
More info
p— S—
D paloalio  vm-Series Next-Generation Firewall (BYOL) -

et i (0| PAN-0S5 7.1.0 Previcus versiona | Seid by Pelo Alto Netwaorks
Bring Your Own License + AWS uSage Tees
Linux/Unix, Other PAN-0S 7.1.0 | 84-bit Amazon Maching Image [AM)) | Updated: 41/16

The Wh-Serles BYOL allows you o plck and choose the Vi-Senes related licenses and subscriptions that are appropriate for your needs. Regardiess of which compenents you ...

More info




VM-Series for MS-Azure

IGo to https://portal.azure.com and login with the account created.
Once login, Azure portal dashboard will be displayed.

parmpaney 11 @gmail [ 1
FRCDEFT- AN -SRAA-G3ELSE.

Dashboard ~

M

All resources Quickstart tutorials
Dashboand ALL SUBSCRIFTIONS.

EEE AN resouroes o resources 1o display
Windows Virtual Machines [

Prevvgicn Window Senver, SOL Serwer, SharePaint Vs
Resaurce groups

App Services

Linux Virtual Machines. =

SO datab Provdsion Ubuntu, Red Hat CentDS, SUSE, Consrs Vs
sQ nases

QL data warehcuses .
== App Service

Creaie Web Ages using NET, ava, Node 1, Pyihon. P14
NaSQL (DocumentO...

Wirtual muschines Functions [
Broset eernts with 3 perverbess code archbecture

Load balancers

) Service health
Starage accounts R —— SO Database [
Managed reatondl SO Dutabase o a Servoe

Virtual networks

Azure Active Directo..
Muristplace

Security Cener
=) Billing
a4 Help + support

More services

Proprietarv.



VM-Series for MS-Azure(H %)

The following is the network diagram of this lab. We will attempt to build this in the AWS environment. There will be 1 Virtual Network (vnet). Within the vnet,

we will deploy 2 x Azure Load Balancers and 2 x Linux web servers behind the Palo Alto Networks Firewall. The inbound traffic from the internet will be load
balanced by an external Azure Load Balancer (ALB).

Palo Alto A

ethl-> ethernetl/1
Private IP: 192.168.1.4

Internal inbound Load Balancer eth2 -> ethernetl/2
Private IP: 192.168.2.6 Private IP: 192.168.2.4

Internet

User IP:
199.167.52.5

0
(-

External load
balancer

Webl Private IP:

192.168.3.6 192.168.1.0/24

Web2 Private IP:
192.168.3.5

- f
Internal outbound Load Balancer ech > ethernet1/2
Private IP: 192.168.2.7 Private |P: 192.168.2.5

ethl -> ethernetl/1

Frivate |P: 192.168.1.5
Web

Availability Set Palo Alto B

Update

SErvers

FW Availability Set

Proorietarv.



VM-Series for VMware

VMware vSphere (ESXi)& VM-Series

,,, 1

VM-
SERIES

vSwitch

¢ VMware®| ESXiAH0f| Al Guest OSE Al VM-100,
VM-200, VM-300 & VM-1000-HVE H{ L 7}s

 Traffic inspectionS 2|5l virtual network
configuration®| £ 2 H{ i =

VMware NSX-& VM-Series

NSX vSwitch Network Services Insertion
VMware ESXi

VM-1000-HV

» VMware NSX2} Panorama”Zf A{H|A S
AEH = O 2 VM-Series NSXOf| A X| =l

U RVVEIEE

=
=

inspection

St
=

A O]
T AN

o
=



VM-Series for VMware A A
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VM-Series for Citrix Netscaler SDX

= \VM-Series on Citrix NetScaler SDX

ais i ~
— A2 Z QI ApplicationS S QHRSHA| UserH R;'-“mmeo,,m """" > . .
Content® 2 —?—%“’E*—T—O'o :
- L [ LXK Q52 =0l CHoY é
dof g 4 9IS S
— SDX 115001} 17550 SeriesO| A s 7t “ e ———
€--+- IR
!*--' == —E
= Key use cases '
I DMZ Servers Corporate Datacenter
— XenApp/XenDesktop &= ?|ot =& El E Ot
A 7t8dE Msste 58 715 Mls

— Multi-tenant= 9|t Cloud Deployment
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VM-Series for KVM

= “build-your-own” A2 XIS 2|5t

Olél-xﬂ-lol_l SUItS X-”_g_ < & &
- G~ g - gl
= Enterprises with large Linux base - Co— G o— O —
— Q5 AA A A Q| firewalldf threat o~ = )
prevention
: . |« :
= Service providers L ¢ { )
OpenStack Dashboard z

— Home-grown cloud computing platform

Networking

rlo

= OptionalS}A| OpenStack plugin
Panorama El|O|E} EAM SFE M S ~KVM
AEst e SEAILS S

OpenStack Shared Services

a\to

N E_‘_\NQRKS'»

m pa\.O



VM-Series for KVM(HI )

= Software Versions
— Ubuntu: 12.04 LTS
— CentOS/ RedHat Enterprise Linux: 6.5

— Open vSwitch: 1.9.3 with bridge
compatibility mode

Linux Bridge/OVS PCI-Pass through SR-I0V
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m Create a new virtual machine ok » BNX2X :
— [2 Create a new virtual machine - "
"
.
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Enter your virtual machine details New VM : T KVM
.
Name: |VM-Series_1 m Create a new virtual machine Ready to begin installation of VM-Series_1 : KVM .
Connection: localhost (QEMU/K! = 0OS: Generic : : .
Install: Import existing OS image Linux v Linux : LmUX
Provide the existing storage path: Memory. 4096 MB .
Choose how you would like to insta .
tita mad : [ varftibylibvirt/images/PA-VM-6.1.0-c73.qcow2 CPUSs: 2 ’
LOCONIGRCAN Mecha S Storage: 1.2 GB /home/warby/Mrt/mv_vm_1.qcow2
e b Customize configuration before install
Network Boot (PXE)
Import existing disk ima
© o " 9¢ ¥ Advanced options
Cancel Ch00se an operating system type and version Virtual network ‘be1' : Bridgenetwork = @
OS type: | Linux ° @& set afixed MAC address
Version: | Red Hat Enterprise Linux 6 s 52:54:00:98:b1:6e

Cancel Back Virt Type: kvm

Architecture: x86_64 =

Cancel Back ;in&sh




