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In the cloud, and
are more important than ever

. — Cost Saving
What is your PRIMARY motivation for I il
deploying Public Cloud laaS Agility

Gartner L

Developers demanding it
Not considering it
Other
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“Through 2019, 80% of
cloud breaches will be due
to customer
misconfiguration,
mismanaged credentials or
insider theft, not cloud
provider vulnerabilities.”

Security Controls are Different

Security fundamentals remain the same

Gartner
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NOT EVERYBODY MIGRATES TO THE CLOUD

* We know our customer’s vision — migration

* |t involves our cutting edge features
* Application (Auto) Discovery

* Seamless submission of FireFlow change requests

* End to end automation including ActiveChange

* Accurate analysis of tens of Security Groups, NACLs
* Etc.

* A BIG project that requires heavy resources and careful planning

But wait, there is another use case...
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THE OVERWHELMED SECURITY TEAMS

* Professionals at managing on premise devices
* Fluent in their firewalls” policies

* Understand their security posture and policy
And one day their manager tells them about the cloud...

* How to make first contact with these unmanaged cloud servers?
* This is what they need NOW
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CLOUD SECURITY — THE PRAGMATIC START

* Change monitoring — very valuablel
e Alerting
* Reviewing

* Visibility into running servers
* Detailed change reporting

* Policy visibility &
* Risk and compliance reports

* Troubleshooting (Traffic Simulation Queries)
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ALGOSEC SUPPORT FOR THE SIMPLE STORY

Amazon Web Services (AWS) and VMWare NSX
* Visibility into running servers

* Full policy visibility
* 6.9 —Security Groups and Distributed Firewalls
* 6.10 — Network ACLs (NACLs)

* Detailed change monitoring

* Troubleshooting capabilities
* Change management support

Microsoft Azure (6.10) &
* Change monitoring
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AWS SUPPORT
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Monitoring
) [t Cisco ACE
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BUSINESS-DRIVEN SECURITY POLICY MANAGEMENT
FOR HYBRID CLOUD ENVIRONMENTS

Unified Security Policy Management

Application Migration to the Cloud

across the Hybrid Environment

* Application auto-discovery and * Single pane of glass for firewall rules
connectivity requirements mapping and cloud security controls

* Automatic translation from firewall * Security policy visibility, monitoring
rules to cloud security controls and alerting

* End to end automation of new * Risk and compliance reports

security policy creation * Troubleshooting and traffic simulation

vmware

-.l i
Supported platforms: . agsgﬁ,?e'g NSX Microsoft Azure
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HYBRID CLOUD SECURITY POLICY MANAGEMENT
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Visibility into

running

instances and
their security

controls
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HYBRID CLOUD SECURITY POLICY MANAGEMENT
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APPLICATION MIGRATION
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L
APPLICATION MIGRATION

d New Server Migration Project
Create projects to |
migrate specific
server(s) or entire
applications
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L
APPLICATION MIGRATION
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APPLICATION MIGRATION

, ‘Pwn._imiwmﬂ
Slatues: implement | Owrer. resd

_ﬂs-q-d-m_us_-_m #3HTH
1 | Stans: implemant | Cwrer, red

AlgoSec designs and
provisions new cloud

security controls, S
including risk S e
assessment, validation =

and documentation

Save months of manual labor!
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ALGOSEC’S HYBRID APPROACH

<&

Visibility Compliance Orchestration
& automation

A single pain of glass

across the Risk assessment and
organization’s entire compliance reporting Automated &
estate across the hybrid orchestrated across
environment. any heterogeneous

environment
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THANK YOU

www.algosec.com
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https://www.facebook.com/AlgoSec
https://www.linkedin.com/company/algosec
https://www.youtube.com/user/AlgoSec
https://twitter.com/AlgoSec

