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The First Step to Visibility : SPAN vs. TAP

« SPAN(Switch Pot ANalyzer) : Software
aanm
G Visibility Fabric

!

TAP s are preferred because:

1.  SPAN ports are easily oversubscribed and can often result in dropped

packets

2.  The SPAN is processor intensive and can negatively impact the switch

(possibly affecting network traffic)

3. Because SPAN traffic is easily reconfigured, SPAN output can change from

day to day (resulting in inconsistent reporting)

4.  TAPs forward all packets (including errors) at line rate

©2017 Gigamon. All rights reserved.

TAP(Test Access Point) : Hardware
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 Data-in-motion Visibility for AWS
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Salesforce
Microsoft Office365
AWS

Workday

VMWare vCloud
Microsoft Azure, etc.

* VMware ESX
« KVM
» Microsoft Hyper-V

Server virtualization
Orchestration: OpenStack,
VMware vRealize Automation
Network: Cisco ACI,

VMware NSX

Containers: E.g. Docker

SaaS: Software-as-a-Service
[E.g9. SFDC, Workday, ...]

PaaS: Platform-as-a-Service
[E.g. Amazon Elastic Beanstalk]
laaS: Infrastructure-as-a-Service
[E.g. AWS, Microsoft Azure]

» Break application silos
* Increase asset utilization
* Decrease cost

Automate virtualization
Gain economies of scale
across organization

Agility: on-demand services

Agility
Pay-per-use
Minimize infrastructure investment
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CHALLENGES
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VIRTUALIZE >

TRADITIONAL VISIBILITY
« SPAN on Switch Ports
* Physical TAPs
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SERVER

SERVER

Switch & —
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VIRTUAL VISIBILITY CHALLENGES

* Blind spots for Inter-Host VM traffic

* Blind spots for Intra-Host VM traffic (blade center)




N-Tier Web Application amazon
webservices

East-West
Hot Spots

' North-South

Hot Spots
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* Inability to access all traffic

» Discreet vendor monitoring agents

per instance

* Impacts workload and VPC

performance

* Increases complexity

- Static visibility with heavy disruption
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@ Elastic Load Balancing (ELB) ﬁ Subnet fr'-. Instances Tool g Amazon Relational Database Service (RDS) 11 Availability Zone (AZ)
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~TELQI0 Aol 7tA|/d (software-Defined Visibility)

SDN Ao Ah gt A

E.g. 3¢
party app
spcacr. [ =]~ I - "
PP Applications
Plane : : : R4
SX_ | 1 1 /, b
@) 1 1 1 /7 E
= Control SDN Controller Policy Controller =
3 iyl (e.g. Cisco APIC, (GigaVUE-FM) Fabric Control o
Z ane VMware NSX, OpenStack) >
- 1 1 1 ©
D | 1 T 1 1 1 (¢D)
= I I I - - c
Y= 1 1 dmn . . =
= : | | | Sa” N N = Traffic Intelligence and &
1 Virtual I : I Application Inline GTP.  Flow Record  SSL Fabric Services ]
9 Networks I . I Filtering Bypass  Correlation | Generation Decryption e s 9
© I X I — €D GigaSMART® @
£ ' 1 VILAN | NVGRE | IMPLS £
(@] I } } o
n ] I i | L N
| Core Node : Core Node Fabrlc Nodes
: S RN (Physical / Virtual /
3 Fdge Node S e,
-~ White Box
Network (Layer 2-3) Visibility Fabric™ Layer 2-7
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Visibility Platform Orchestration

PUBLIC, PRIVATE AND HYBRID CLOUD VISIBILITY ORCHESTRATION

[ p
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Amazon APIs

—
N . = Bad B
+ ‘Threat’ Detect and Response Applications

REST APIs: Closed Loop Integration Customer / Partner
GlgaVUE FM

+ ‘Auto Adjust’ traffic granularity

* DevOps and IT Ops Integration @
APM

Security

Visibility Platform | > ﬂ

On-Premise Data Center Tools

GigaVUE-VM

© 2017 Gigamon. All rights reserved.
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GigaVUE-FM qtq Advanced Traffic Intelligence
* Inventory . De-duplication » Time Stamping Earialies
Provisioning Packet Masking » Load Balancing tools
Analytics Packet Slicing * NetFlow Generation
Notifications Header Stripping * SSL Decryption
Administration GigaVUE-FM
EEEE S
Application
GigaVUE-VM Performance

Flow Mapping™

Filter on VM, application ports
Packet slicing at any offset
Tunneling for multi-tenant

s | SERIES
Network

oooo

Network
Performance

DB Server

]
HYPERVISOR

a1igeq Ajiqisip

Security
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GigaVUE-VM K| & S}O|IHHIO| X SF

VMware ESXI

VMware NSX

OpenStack/KVM

Management
and Monitoring

© 2017 Gigamon. All rights reserved.

Virtual Visibility for VMware vSphere (vDS, vSS, Nexus 1000v)
Manage/monitor 1000-nodes, 10 vCenters
Support for 5.0, 5.1. 6.0

Integration with NSX Manager for “Gigamon Visibility Service” Insertion
Enable “Traffic Visibility Policies’ for application security groups
Automatically select, filter and forward virtual traffic to the Security and Monitoring Tools

Extend Virtual Visibility to tenant traffic in private and SP clouds
Deploy “Traffic Visibility Policies’ for virtual workloads and virtual network functions (VNFs)
Support for Icehouse and above releases

Centrally deployed and managed by GigaVUE-FM

Workflows for creating virtual traffic policies

Dashboards, Hot Spot Monitoring, Top/Bottom N Virtual Maps
Historical trend analysis (up to a month), Reports




VMware vSphere & 2| GigaVUE-VM

LIGHT FOOTPRINT VIRTUAL MACHINE, NOT KERNEL MODULE

Small Footprint: 1 vCPU, 2 GB RAM
Throughput (tested): 3 Gbps (mix packet sizes)

Copied &
Tunneled
vSwitch Traffic

(&) vmware'

vCenter
VSphere Distributed VSphere Distributed
Switch (vDS) a a2 Switch (vDS)

HYPERVISOR HYPERVISOR Application
@ Performance
Network
l.;‘ Management
Visibility Fabrie ’ n Sacuity

Tools and Analytics
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OpenStack & & ol 0l A GigaVUE-VM

ALTERNATE APPROACH: MONITORING FROM WITHIN (MFW)

« Small footprint user-space

- application (G-vTAP) in the
Sl target VM
Nova
N
REST  Filters and delivers VM traffic to
GigaVUE-VM APIS a Gigamon virtual appliance
L | (GigaVUE-VM)
GigaVUE-FM . GigaVUE-VM optimizes and
delivers traffic to Visibility Fabric

_____________ -

Tunneling

olqe4 Aujgisip

» GigaVUE-FM for orchestration
and management
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GIGAMON OPENSTACK SOLUTION MAINTAINS VISIBILITY DURING NFV TRANSITION

Virtual Network Functions
VNF VNF VNF VNF VNF VNF

t i | th

NFV Infrastructure (NFVI)

Virtual
Storage

Virtual
Compute

Virtual
Network

Virtualization Layer

Compute Storage Network

Hardware Resources

GiganE-VM

0
openstack” | IESEEE— "=
CLOUD SOFTWARE
Traffic
Policies
GigaVUE-FM
=
Z)
=3
=
------------ (A) |-=====——--
— 4
. 6'
Tunneling

Reference: ETSI publication GS NFV 002: Network Functions Virtualization (NFV); Architectural Framework
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OotOrE 49| Gigamon Visibility Platform
« Sample Web Application — AWS Reference Architecture

N-Tier Web Application amazon @
webservices @

Amazon EC2 APIs

‘ 3] > a Amazon CloudWatch
it ' X GigaVUE-FM
» @ REST APIs
n
o Configure
ok Policies @
D .
\/ SERIES II'-- mllal o
(e
Do . . Tunnelin ﬂ
o GigaVUE® V Series g

On-Premise or

Cloud Tools
Reference Picture: AWS Best Practices
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SlO[EE|E FEl (Hybrid Cloud Visibility)

* Preserve Tool Investment

"
.....
“a
L]

Amazon EC2 APIs
Amazon CloudWatch

A

On-premise Data Center

GigaVUE-FM

! ! . ! I @
Visibility Tier
| Sy ¢

! (2)

o Q.. ¢' .............. ﬁ ......
; ] Tuneling

a
I

e — e —————————
-
@D
=

@ Elastic Load Balancing (ELB) a Subnet

fr'-. Instances

G,

Gigamon

Visibility Platform

Tool
Tier

£ B B3

L~ J- O

Integrate with Amazon
APIs

Deploy Visibility Tier

Copy EC2 instance traffic

Aggregate and distribute
customized traffic to tools

r= )
Tool g Amazon Relational Database Service (RDS) 11 Availability Zone (AZ) @ VPN Gateway ﬁ VPN Connection @ Router % Data Center

© 2017 Gigamon. All rights reserved.



HE| VPC HEH(Multi-VPC Visibility)

AWS Region A

Business Units

|

' |

| ﬁV\_lebrf-r Visibility Tier @_' S ’_@ Visibility Tier 911 Web ||
I LR [ S Fol ||| RN B _|4 ............................................ Tier

| . _/JI:; B |
""" E Visibility Ti ;

| - . A |

A %o ¢

Amazon EC2 APIs
Amazon CloudWatch

On-premise
Data Center

Visibility Platform

Security, Performance Management,
and Analytics Tools

A B B

ﬁ Subnet 'r". Instances @ VPC peering X Tool % Data Center  *==== P Traffic distribution

{——» Management and control

© 2017 Gigamon.
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e Everything”

2HBUILDING BLOCK)

8| ® =

P A e Data Loss Intrusion Forensics Email Threat
e e Prevention Detection Detection
System

Intrusion
Detection
System

Data Loss
Prevention

S X E

X&H NHIA W3S

2 He =t A JbsS fist ol etol
= 2l J} A S} SHA [ 0 HHOITHA Jls
Email Threat
Detection
v B 2 XISE HE Rl Jts v 89 asd St
v A2 &0 {E®a &L EOE v' CAPEX, OPEX HIEZ &2 &
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D 4

Gigamon®

GIGABIT MONITORING

1Gigabit X 10 = 10Gigabit X 10 = 100Gigabit X 10 = 1 Terabit X 1000 = 1 Peta

©2017 Gigamon. All rights reserved.



J1 It (Gigamon)

« MEAHLE : 20049 (Pioneered Market) o FRAY  EOH S 2| EZ2 fTt 7l Al 19 HIE (2F40%)*
« 719370 : 20134 6& (NYSE, GIMO) « AMYEOF: 2HY (Mobile), H|O|EtMIEL (Datacenter), 222 E (Cloud)
o 2ARX|; O], ZHE|ZL|O} Santa Clara « HER7|E:35 70 N EGH, 277 ES A B T+

,,,,,,,

20M
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G-TAP °A Series
44 272 “Always On"
Data Access
MILLION DOLLAR
CUSTOMERS
De-Duplication
(¢ Optimized Tool
N Infrastructure
© L o—
b, “ FORTUNE 1000
73 == CUSTOMERS
GigaVUE HD Series
Big Data Volurne,
Density, and Scale PR
190

*Gartner, **Customer and patent numbers FY16.
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POWERED BY
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ojHE L&
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HAX|E B &= SDN
HE3)
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2
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S
SIS

H Series

GigaVUE-HD4

GigaVUE-HD8

POWERED BY

GigaSMART®

GigaVUE—HC2

TA Series

- GigaVUE-HC1

GigaVUE-HB1

GigaVUE-TAL0
——
GigaVUE-TA40
M ——
GigaVUE-TA100

White Box —-GV/OS

Virtual Visibility

— — [ —
L P = EE S} %Lt;ﬁichp
o |
= AO O H —
Gigamon 3rd Party Apps ‘ Applications & Tools =—= =
. . T ._ Illl. < e -
Applications | &'\ (e.g. Splunk, Viavi) — _ Infrastructure,
S User Community
FabrlcVUE Trafflc Analyzer A
Luo| Moo : o
— = = —— — 'ﬂ' : e B e
O r__ . ‘.‘" . - - = - Sz
GigaVUE-FM ; o /
~ h -
va v
I . NetFlow n
E EH r%l C1) | De-duplication | ©9 | Masking hl Generation £ | SSL Decryptfon
Flow Mapping® O| =l (= X ﬁ @~ | Header . - «m. | Adaptive
= I = L Stripping A\ | Tunneling Q-"J FlowVUE %57 | Packet Filtering
I9a S oep ! . GTP Correlation Application
. . (" Slicing ® Time Stamping “ 1r Session Filtering
Clustering Inline Bypass

£ — e
G-TAP M Series

" G-TAP
Q.
GigaVUE-VM ﬁ G-TAP BiDi
VMWare, OpenStack WeTT T
AWS, G-TAP A Series

Hyper-V : 2H17

Embedded TAPs
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100G : 48 ports
40G : 64 ports

GigaVUE-HD8 6 2128 10G : 256 ports
1G : 352 ports
100G : 24 ports

: 40G : 32 ports

GigaVUE-HD4 Iz e 10G : 128 ports

H Series 1G : 176 ports
100 : 8 ports
GigaVUE-HC2 960 Gbps 40G : 24 ports
1G/10G : 96 ports
: 1G/10G : 12 ports
GigaVUE-HC1 284 Gbps 1G : 4 ports
: 1G/10G : 4 ports
GigavUEshiBl 319 Ciofps 1G : 16 ports
Cloud AUINE =/l GigaVUE-FM, GigaVUE-VM &

Private — VMWare, Openstack
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Market Validation

THIRD-PARTY PERSPECTIVES

“Gigamon is the market share leader...delivering Layer 2 through Layer 7 visibility, filtering and

G a r t n e r® correlation via its GigaSMART platform.”

- Market Guide for Network Packet Brokers, January 2016

“The Gigamon Visibility Platform enables our customers to accelerate ...migration of their existing i‘i.'
applications and workloads, while gaining greater visibility into network traffic for richer content 'i‘i amazon
inspection and protection of their mission-critical workloads and data.” i-i webservices

- Tim Jefferson, Global Ecosystem Leader-Security, Amazon Web Services, Inc., November 2016

“A Security Delivery Platform helps eliminate many of the security architectural deficiencies that have

led to so many high-profile breaches.”
- Jon Oltsik, Senior Principal Analyst, ESG, July 2015

© 2017 Gigamon. All rights reserved.
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