“,AEIAl?_I' o;

OJ—_‘-'-

,‘-‘

SH2HPE &2 212+ (bob.hwang@hpe.com)



2016\ A HAQlS] 222 DY A

‘Al ZTAT7t O[M|= 9EH S| Ti=0|AM O| L -)> 45 S0 E2{'d 2= 4002 2| 37| 2=

‘=22 £l A&7 3002 km FH0| dS2ULt” > 2 1GB 122 st WA HO|EHE 24

‘=] oot A== ELHZO| Ul 52l Of|Solr| =3 -> BH|0[H 0] EERO| 52[= 0

AN

N

—

Hewlett Packard
Enterprise 2



COMPLEXITY
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Steam Engine

Mass Production

1969

Information
Technology

S{H2 0|0] AZFUCH - Klaus Schwab

4t |ndustrial Revolution
Cyber Physical Systems

* 100billion connected devices

* Digital Industrial control systems
* Machine to machine

* Mass-Customization

* Global sensor-net overlay

+ Autonomous Vehicles/homes

2020 - Digital Service Avatars (iConcierge)

Cyber-Physical Systems



Malware
% of respondents

98.
99.
62-

Malicious insider
% of responadents

Phishing attacks

% of respondents
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Apps
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of security breaches
occur after vulnerabilities
have been identified

Mobile apps o
with critical vulnerabilities

of organizations

Have advanced malware
infections in their web/e-mail
& sharing infrastructures

Data Sources. HPE Security Research: 'Cost of Cyber Crime 2Cyber Risk Report 2015, & BMC 4



http://www8.hp.com/us/en/software-solutions/cyber-risk-report-security-vulnerability/
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2016 State of Security Operations

154 assessments in 26 countries Major findings
24% 7

un[l Trends

not providing minimum
The @

security monitoring Hunt teams and analytics
#1 Sl capabilities
IS access 10 0 Security orchestration and automation
skilled 8 5 %
resources Hybrid staffing and infrastructure models

not achieving
recommended maturity

Intelligence sharing

levels
'vT ™ ® oy
2015 s 1 & & 1 ol 2 1
SOMM Overall Energy Financial Government W Healthcare Read the report at
A A hpe.com/software/StateOfSecOps
Trend = = A l & —_
Retail Services Telecom Technology W Manufacturing

—
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Intelligent Security Operations

IT, OT, loT, Instant Advanced Fast ana
Physical Detection Analytics Eficient
y y Workflow

Open Architecture

—

Hewlett Packard
Enterprise



H

=
Sot

A1} =4[0[&] 40| SA|0f 7t

=
Lm

Intelligent Security Operations
A2t Ab2t

Al
=

7tAl8

|O-Ih
HA -

A

<0

—

Hewlett Packard

Enterprise



ArcSigh

MAIZ AT

Security Operations
(On-prem & Managed)

oo
Security Analysts [y
Level 1 Uy
s Analysts [T
ecurity Analysts Iyl lly
Level 2 Uy

000
Hunt Team lﬁllﬁllﬁl

Data Sources
(Structured & Unstructured)
+ Control points

Users

Cloud

Apps

Servers & Workload
s

Network

Endpoints

—
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ew Architecture

-8]C0[8 240] SA0f 7St WS SIEM

O

INVESITGATION
& REMEDIATION

@

COMPREHENSIV

DETECTION &
ANALYTICS

VISIBILITY

PARN ‘ Use Case Library

Intelligent Queue

Real-time
Correlation
engine (ESM)

Hunt

Investigation

SIEM User Brehavio 2L I\galwar App Defende Other Search Entity Linked Data 3rd Party
Alerts Analytics Analytics r Analytics Analytics Profiling Analytics Integration

Response

Analytics Engine Third Party

Repositories
(i.e. Hadoop)

=

& Investigation
modules

Event Broker (Apache Kafka)

Smart Connectors

2

loT

Physical

External
Information

>

Ticketing & Workflow

i

Identity & Configuration
@

T
A A A

@
T
=

IT Operations
& Management S
ystems

Active Directory

Config Mgmt DB

Intelligence Feeds

Threat Central

3rd Party Feeds
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ArcSight product portfolio overview

INVESTIGATE (WORKBENCH)

Investigation | Entity Profiling | Intelligent Queue | Workflow

ARCSIGHT ESM ARCSIGHT UBA ARCSIGHT DMA

24x7 Real-time User & Entity Advanced Analytics for
Monitoring & Correlation Behavior Analytics Malware Detection

ARCSIGHT DATA PLATFORM

Connectors | Event Broker | Management Console | Compliance (Logger)

e | D

Endpoints

Servers &

Workloads Network

Hewlett Packard
Enterprise

ARCSIGHT
MARKETPLACE
HPE and Expert
Community
Developed

Use Cases

and Connectors

10



ArcSight Data Platform (ADP)

Open and scalable security data solution that can take data from
any source and send it to any location, including third-party
applications like Hadoop.

Capabilities/Benefits

— Event Broker - Extend visibility to third party applications with Kafka-
based open architecture data hub

— 1M EPS ingestion rate - Scale seamlessly to expand security posture

— Centralized management console - Simplify management with end-to-
end environment monitoring and bulk operations with ArcMC

— 1:10 data compression ratio - Reduce cost of data storage with
compressed logs up to 1200 TB

— Data enrichment -Improve threat detection and analysis by security
applications through data augmented with security context

— 350+ pre-built connectors - Extend data collection sources without
manual customization

—

Hewlett Packard
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ArcSight ESM (SIEM)

Comprehensive, scalable security management application that N
combines event correlation and security analytics to detect and —
prioritize threats in real-time to respond and remediate quickly.

Top Derues mtermal (cmmect: Latest Very rgh Priovty Frewat Events
o

'FE A EETFEDL EE

Capabilities/Benefits TI1E= (10— 1

— Real-time correlation - Improve incident response time from days to e e
minutes wlth the most-lntelhgent cqrelahon engine in the industry. It i '
filters out irrelevant noise while zeroing in on threats that matter most

Pt i e e S G Ovmyen  Outm  Owo Overws - Hsaticnat

— Ultra-fast forensics - Rapidly search terabytes of data using a simple e it
search interface. Enables needle-in-the-haystack queries of both active 4 £
and historical data with a simple search interface

— Feature rich web active channel with integration command - Enables
faster threat investigation or the security analyst

— New Express Appliance (search and web Ul) - Faster G9 appliances and @
feature parity with ESM for Express customers P e

Data Sheet of repam_sctive_channel_exp
[ - G Cetegory Oty
J s \ea

— Large hierarchical deployment best practices - Supports multiple
deployment scenarios with hierarchy models for Scalability, MSSP, and

HQ/branch offices

—
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ArcSight User and Entity Behavior Analytics (UBA)

Advanced analytics that minimize the risk and impact of
cyberattacks by detecting anomalous user and entity behavior in
real time.

Capabilities/Benefits

@
&
@.

Real-time alerting - Quickly discover unknown threats and gain insight into B
the highest risk users and entities, even when credentials are legitimate :

Entity and threat risks scoring - Prioritize the most suspicious and
abnormal activities across users and entities

Threat Library with 500+ built in use cases - Respond to common threats
and attacks more intelligently - without manual customization

Integrated with ADP and ESM - Leverage existing security investments

Streamlined investigations - More efficient hunting of advanced persistent B "
threats and faster remediation g o

—

Hewlett Packard
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ArcSight DNS Malware Analytics (DMA)

An automated security analytics solution that detects malware-
infected hosts and endpoints rapidly and with high fidelity,
enabling remediation in real time.

Capabilities/Benefits

20 minutes to start detecting malware, easy installation - Achieve faster
event resolution and contain threats quickly

Near zero false positives - Achieve investigation efficiency by reducing
DNS signal noise and time to investigate and locate infections

Small footprint Data Capture Appliance - Capture and pre-filter DNS
data, eliminating the need for costly hardware

Enhanced Ul and reporting capabilities - A simple workflow for basic
resolution as well as deep analytics and forensics

Encrypted communication - Protect data and management paths from
unwanted intruders, snooping, hijacking, and man-in-the-middle
attacks

—

Hewlett Packard
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ArcSight Investigate (£A|0]| &)

Threat investigation solution that provides refined alerts, guided
investigation and intuitive search to increase speed and efficiency
for intelligent security operations.

Capabilities/Benefits

Industry-leading search speed - Search up to 10 times faster than any
other security tool available today

Natural language-like search - Ramp analysts quickly, without requiring
any knowledge to build complicated query scripts

Predictive search builder- Expedite investigation with automatically
generated search queries

Prioritized bundle of alerts - Increase efficiency with aggregated and
prioritized alerts based on algorithm

Entity profiling - Investigate alerts more quickly and precisely by
enriching context and getting anomalies versus baseline

Guided investigation - Shorten time to identify threat factors through
analytics derived statistics, visualizations and global threat intelligence

—

Hewlett Packard
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ArcSight SIEMZ} ArcSight ADPZ} 20173 (20173 2& 14¢) RSA AHAAO|A SC Magazine Award 2 112| SIEM
Solution22 MAE|AELICt. SC Awarde= ALO|H] EQHAH A BH0|| 23 QI8 QloT, 707 O] &2 AjO|H| E0ot
o*74|°| 7Y CIAISO| AAFELICE,

o Trust Award

P © .~ BEST SIEM SOLUTION

WINNER
Hewlett Packard Enterprise for ArcSight Enterprise Security
Manager(SIEM) and ArcSight Data Platform(ADP)

ArcSight has protected enterprises for over a decade, evolving over years as a SIEM market leader
(Gartner MQ 2016 for SIEM).

: As organizations scale, they rely on intelligent security operations to maintain the integrity of their
ENAD B TR NReSE 59 T security posture. ArcSight addresses sophisticated attacks, needs for quick resolution under
shortage of security personnel, and data volume, variety and velocity needs due to expanding
attack surface.

ArcSight Data Platform(ADP)’s open architecture supports the use of data by third-party

AreSight ESM and ArcSight ADP

-mrﬂﬁ applications such as Hadoop, data lakes and proprietary in-house applications. It collects data from
any source and enriches it with security context, consolidates the information for maximum
storage and retrieval efficiency. ArcSight Enterprise Security Manager (SIEM) is a powerful

enterprise security management software for analyzing and correlating every event that occurs,
enabling customers to get a quick and accurate picture of users, apps and data to predict, protect

Flna|IStS 2017 and respond to attacks in real-time.

Deployment cost is lower given ArcSight’s reduced hardware footprint from efficient compression
and high ingestion rates. ArcSight Event Broker acts as a data hub, collecting information at one
million events/second. ArcSight Logger can support large SOC operations by allowing 100

LogRhythm for Security Intelligence and Analytics Platform
Rapid7 for InsightIDR- The SIEM You Always Wanted

RSA for NetW|tness‘ Suite ) ] ) concurrent searches. ArcSight is the only open architecture SIEM solution in the market and is
Splunk for Enterprise Security 4.5 (ES) with Adaptive better equipped for SOC use cases where multiple products from different vendors are used. By
Response embedding Kafka-based Event Broker, ArcSight collects and sends data anywhere, empowering

customers to leverage existing solutions/in-house applications.

Hewlett Packard
Enterprise
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ArcSight SIEM functionality in 2 mins

Basic Log

Events

Asset Model

- Match or Enrichment

Network Lightweight
Model rules
- visual

Alerts Vulnerability ! rAl\ngjgsregatlon representation
From other = Model of real time
engines correlation

- Integration
Commands

- Active Channe

| news feeds

Baselines/ - Annotations

trends - Action

- Case
- Lists Connectors management

- Partners

User Model - Prioritization Search

Detection Investigation

—
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PSP qup "‘ ' N
SmartConnector 1
Agent Severity

(OHIE A2te)
Mapping of reporting
device severity to
ArcSight severity

——
=1 Qr

===2N
Network Devidélsysical Access

8 [

Model Confidence

ESM Mobile Severity(Actil/e Lists) ( A;,(Hoﬁjﬁ'g,)z al Relevance
(0 x| (O|D| _ga %I-EI- A-It’-l) = oTz-IR)Ez =T7_-|ZO — J =5
= @ = Already compromised? z|efdo| EAst B2 oxploitea
= V Already a target ? Has asset been erable

scanned for open ports

Servers Identity Sources I
and vulnerabilities?

1 |
H

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

De<k Email : %: ArcSight

esktop mai | “ Event
I
1
1
1
1
1
1
1

Asset Criticality
(User Input)

‘4—> (AlAte] 2o = o)

How important is this

SmartConnectors

App K asset to the business?
Databases  applications /

—
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Resources \ Packages | Use Cases

Ctrl+altl

[ admin’s Rules
&=+ Shared
SRl 1=t ]

w0 ArcSight Administration
# ArcSight Core Security
w0 ArcSight Foundation
#H) ArcSight System
] Persanal
= Public
=77 Feal-time Rules

B ArcSight Administration

; Connactars

@3 Logger

B ArcSight Core Security
- EET Security Activity

’”7 =+ Threat Tracking

’ =+ Compromise

I -[#] Compromise - Atternpt
-[#] Compromise - Success

=77 Hostile

Hostile - Success
=+ Reconnalssance

~[#] Reconnaissance - In Progress

~[#] Reconnaissance - Serpt Scan

\

Critical Host Shutdown Detected
; Successtul Configuration Change
(-7 Detall

15 Intrusion Manitaring

5 Metwark Monitaring

3 Workflow

# Unassigned

—
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~[#] Incident Resolved - Fernove From List

-[#] Reconnaissance - Distributed Host Port Scan
~[#] Reconnaissance - Distributed Metwork Host Scan

~[#] Reconnaissance - Multiple Host Scan
~[#] Reconnaissance - Network Service Scan

' [
\ ~[#] Reconnaissance - Stealthy Host Port Scan Vi
N ~[#] Reconnaissance - Yulnerability Scan /

S T M

-

4

2 ®

Sequence 1

Events combination

Sequence 2

Events combination

\A A 4

Sequence3

Active List “Suspect”

Action: writein A ctive list“Suspect”

OH

227t HET0| ATHS

_— Active List “Hostile”

&

Action : write in & ctive {5t “Hostile”

Action: ALERT

Unique correlated event
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T : : Conato : : :

Fiesources | Packages | Use Cases| I: = Iﬂg gation | Actions | Local Variabies | Notes| [ Attributes | ns IA_GE"’QI‘“"" | Actions | Local vanabies | Notes)| .
= == {}|& 11 !=|@ Fiters @ Assets @ vuneravaves [ Actve Lists| % Joins {} & 11 1= @ Futers B assets B vunerabites () Actve Lists |
e 1 Edit | Summany

Er% gﬂ;nrlgds Aules B Event m:ﬁ'ms AND. OR. NOT JOIN i1l l=e E\ient conditions
B2-Fr B 3= & : levent1 | H P et = 7=
= et édministration 4} eventt_ P ET Filter, Active List § 7|0
arcSight Core Security - 'gg-s_l- Resource%goaH =
[ ArcSight Foundation
-4 ArcSight Systemn ?j Jéi@ 7"%
) Personal
Public
= @galfﬁme Fules AW
=R ArcSight Administration Select a Field Set L] +/- Global Variable. ..
L3 Connectors |; = - ° _ I
o Select a Field Set fa) +/- Global Variable... Name Cp lition
@3 Logger
é--ﬁﬁcsight Core Security
P Security Activity i - ;
&% ArcSight System "’::’E::‘ | Attributes | Fiter | Sort Fields | Lo iables | Notes|
: = .;,‘?.E;ré?méf;n-:rsge - 'n' & 1l "= @ riters A uinerabiiies
Lo[#] Carmpromise - &tternp Atributes [ Conditions | ngregaﬁml Actions .ocal\.fariahlesl Nm'
e Lugge (— e = =t [ Summary
: ' ' = Fiters Assets ‘ulnerabiliies Active Lists
=7 #rcSight Core Security r o ’

-',‘f,'f Ewvent conditions
EI{} ewent1
-1l or
i -4 Target Port = 8443

~[#£] &ntivirus Update Failed
~[#] Blocked Outbound Traffic
~[#] Brife Farce Toging

SR = o curity Activity
' ' <X =M :
' El < Matching Event (Matching within 2m)
: = i M Backdoor Attacker Add = TTLO.Attacker Add)
I:: |:| p l_llll I I.I g ‘I _'T'L :El . l 2 JOOT . a T rness a T rRess

- Target Port = 5443
2-{} Backdoor

q‘.AND

[RRP— B& AND i@ Category Device Group = /Firewall
:':DDS.-' of Briie FOrce EDQII‘IS H ] 7 El& :Nz e i@ Category Outcome = /Fsilure
£l ame = i CEIoOr VOuUS o = = = "
iCopyaf C_l:u_ Py Ef_lir_l_lle_ EE rc _e_i 1/31 15:02:54 ‘@ Device Vendor - TippingF’fint : Ef::;,ﬁm) e
er of 105 Alerts for 1/31 15:02:54 E'""g e = '
(& to Suspiciou 0254 :sz = 0088 IP: Short Time To Live (1) @ Category Behavior = /Access
02:54 [P J— —

7|& & Copys S¢t AHALE &0

—
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= AR(3rd Party Context)

x;qg S0z ol

[E Assets CrirAts v} (2 assers cutell  [[AsseiZones] [ Categor C
= = Vul EHT Asset Categories
Assets | Zones | N | categories | vulnerabiiies | L | Assets| Zones| & ! Locaty O Shared
EHE7 Vulnerabilities [=0@ All Asset Categories
EHF7 Shared (@ ArcSight Solutions
EHE? All Vulnerabilities [y ArcSight System Administration
(i@ JumpStart
) ArcSight Solutions £ [ Site Asset Categaries
#d ArcSight System idd"egi Spaces
5 2 pplication
7 Public Address Space Assets Business Impact Analysis
=127 ARIN &t
A Classification
(=77 192.0.3.0-192.88.98.255 (ARIN) % Compliance Requirement
= 1921 Location
© 1921 =16® Open Port
é 1921 =@ (%n
= : Port 10000
2 1921 @] ot 110]
91921 (A Part 111
@ 1921 L@ Port 13
8 1921 {G@ Port 135
8 Port 139
@ 1921 R7 - apache-httpd-cve-2003-0020 G
G@ Port 143
8 1921 ~[@] RT - apache-httpd-cve-2003-0542 2 Port 1433
=] R7 - apache-httpd-cve-2003-0783 =
g 192.1 P P Port 1521
L@ 1921 -[@] RT - apache-httpd-cve-2003-1418 2 Port 199
@ 1921 R7 - apache-httpd-cve-2004-0113 3 Part 2049
= 3 - - apache-httpd-cve-: | G
s R7 he-httpd-cve-2004-0174 Part 21
8 1921 R7 - apache-httpd-cve-2004-01488 9 Port 22
b 182.1 -[@] RT - apache-httpd-cve-2004-0433 P Port 23
@ 192.1 R7 - apache-httpd-cve-2004-0747 2 Port 2401
© 1921 -[@] RT - apache-httpd-cve-2004-0748 2 Part 25
1921 R7 - apache-httpd-cve-2004-0751 2 Port 3126
i - RT - apache-httpd-cve-2004-0786 2 Part 32760
@ 1921 R7 - apache-httpd-cve-2004-0309 G
¥ 1921 Port 32770
: -[@] RT - apache-httpd-cve-2004-0885 = Port 32771
@ 192.1 R7 - apache-httpd-cve-2004-0342 L9 Port 32772
@ - - apache-httpd-cve-: - 5 Fo
© 1921 R7 he-httpd-cve-2004-1534 Part 32773
- k R7 - apache-httpd-cve-2005-1268 =
8 1821 R7 he-httpd-cve-2005-2086 B e
= 3 - - apache-httpd-cve-2005- 08 Port 32776
+ & 192.1 R7 - apache-httpd-cve-2005-2431 % pﬁn 52777
@ 1921 -[@] RT - apache-httpd-cve-2005-2700 D Port 32776
© 1921 R7 - apache-httpd-cve-2005-2728 9 Port 32779
© 1921 -[@] RT - apache-httpd-cve-2005-2870 D Port 32762
: R7 - apache-httpd-cve-2005-3352 23 Port 32783
— -9 1921 — -@] R7 - apache-httpd-cve-2005-5357 5 Port 3308
("4 ArcSight System Administration R7 - apache-httpd-cve-2006-3747 2 Port 37
Site Assets -- E; - apacEefcgpg{veggggffggg o8 Port 39384
System Disabled - apache-nipo-cve- Sl /- -8 Port 427
= Uy / Id @] R7 - apache-httpd-cve 20073304 o Port 413
i Unassigne:! R7 - apache-httpd-cve-2007-3847 7 Port 24

—

Hewlett Packard

Enterprise

! N

Z1t2 gk

2 Assets, open port
1} S0| =S 2 ArcSightol ¥

[Event Inspector| = Assel 19211101 - Wjcraprd |

Attributes| Categories | Alternate Interfaoesl Vulnerabil'mesl Notes|

[ Add.. | # Edit % Remove 3 Refresh

Local Asset Categories

JAll Asset Categories/Site Asset Cateqgories/Open Port/ TCP/Port 111

JAll Asset Categories/Site Asset Cateqories/Open Port/UDP/Port 161

JAll Asset Categories/Site Asset Cateqgories/Open Port/TCP/Port 8100

/Al Asset Categories/Site Asset Categories/Open Port/TCP/Port 2049

JAll Asset Categories/Site Asset Categories/Open Port/UDP/Port 2049

JAll Asset Categories/Site Asset Categories/Open Port/TCP/Port 8000

JAll Asset Categories/Site Asset Cateqories/Operating System/AlX 6

JAll Asset Categories/Site Asset Categories/Scanned/Open Ports

/Al Asset Categories/Site Asset Categories/Open Port/TCP/Port 32774

JAll Asset Categories/Site Asset Cateqgories/Open Port/UDP/Port 32781

JAll Asset Cateqories/Site Asset Cateqgories/Open Port/TCP/Port 32770

JAll Asset Categories/Site Asset Cateqories/Open Port/UDP/Port 111

/Al Asset Categories/Site Asset Categories/Open Port/ TCP/Port 21

[All Asset Categories/Site Asset Categories/Open Port/UDP/Port 32771

JAll Asset Categories/Site Asset Cateqories/Open Port/UDP/Port 804

JAll Asset Categories/Site Asset Categories/Open Port/UDP/Port 805

JAll Asset Categories/Site Asset Cateqgories/Open Port/UDP/Port 34211

JAll Asset Categories/Site Asset Cateqories/Open Port/UDP/Port 32772

JAll Asset Categories/Site Asset Cateqgories/Open Port/UDP/Port 33741

JAll Asset Categories/Site Asset Cateqories/Open Port/UDP/Port 33742

JAll Asset Categories/Site Asset Categories/Open Port/TCP/Port 39384

JAll Asset Categories/Site Asset Cateqories/Open Port/TCP/Port 45836

Inherited Asset Categories

No matching Inherited Asse

-ateqories found




AIMY Hs A (3rd Party Cogtext)

_z|o Z A;HL_-|9_| 2 A 7=|_p_|§ |:||.El-o§ o||:|-||Eo" |:H3|- O A =22
TI o — oo s+ o — —_— - T 4o
Radar -
e = e Y 58 e e 5 e S S e e e e 5 0 e e e
f Manager Receipt Time f 1| Mame ¥ Aftacker Address 3| Attacker | Target Address ¥ | Target Pricrity = Device Vendor | Device Sewve Asset Crticality | Model Confidence | Relevance | Severity
10/23/14 9.:23:67 PM 1706: Backdoor: Avgus 2000 10.10.10.105 27184|182 168.0.83 10850 ) TippingPoint |4 10 10 0 5
10/23/14 9:23:55 FM 1576: Backdoor: Back Orifice Communications 10.0.0.11 1034/192.168.0.83 31337|(C_0 )| TippingPoint |10 10 10 [ 5[4
12138; RDF: Windows Remote Deskiop Use After Free (ZDI-12-044]]|192.168.1.74 4443[192.166.0.83 3369 @ )| TippingPaint |1 10 10 10 0
10/23/14 9:23:48 FM 2006 Backdoor: Xanadu 1.0 2123145 31557|192.168.0.83 1255 @A) TippingPoint |4 10 10 5 5
10/23/14 9:23:45 PM 1892: Backdoor: NokMNok 5.0/6.0/7.0 10.10.10.105 5400(192.168.0.83 1028 )| TippingPoint |4 10 10 [ 5
10/23/14 9:23:44 PM 1708: Backdoor: Alvgus 2000 10.10.10.105 27184|192 168.0.83 1085/ ) TippingPoint |4 10 10 0 5
10/2314 5.:23:43 PM 1708: Backdoor: Alvgus 2000 10.10.10.105 27184]182 168.0.83 1085 TippingPoint |4 10 10 [ 5
10/23/14 9:23:42 PM 1576: Backdoor: Back Orifice Communications 10.0.0.11 1034/192.168.0.83 31337|(_0___)|TippingPoint |10 10 10 0 5/d
10¥23414 9:23:41 PM 1576: Backdoor: Back Orifice Communications 10.0.0.11 1034(192 165.0.83 313370 _)|TippingPoint |10 10 10 a 5 1
10/23/14 9:23:39 PM 3510: Backdoer: Back Onfice Communications (TCP) 10.10.10.16 3758(192.168.0.83 6666/ (0| TippingPointy—lia an 4 2
102314 5:23:38 PM 2006: Backdoor: Xanadu 1.0 2123145 31557|182.168.0.83 1255 @A) TppmgPumI & Asset:192168.0.83 - WIN-P3TETGAGQOR - EE Q
10/23/14 5:23:35 PM 1892: Backdoor: NokMNok 5.0/6.0/7.0 1010.10.105 5400(192.168.0.83 10280 )| Tipping
102314 9:23:33 PM 1706: Backdoor: Avgus 2000 10.10.10.105 27184]182 168.0.83 1095]T )|TppingPanildaast. 32468083 WIS TEICAC Q08 -od
10/23/14 9:23:31 PM 1676: Backdoor: Back Orffics Communications 10.0.0.11 1034[152.165.0.83 31337| (C_0__)|TippingPoind| || Attributes| Categories | Atemate Interfaces | Vuinerabiities | Notes|
10/23/14 9:23:28 FM 12138 ROF: Windows Remote Deskiop Use After Free (ZDI-12-044) |192.168.1.74 4443[192.168.0.83 3360 @[ TippingPaind o
10/23/14 9:23.27 PM 3510: Backdoor: Back Orfice Communications (TCP) 10.10.10.16 3758(192.166.0.83 5666|C__0_ ) TippingPaind | 1 4. «* Edt % Renove (& Refresh
10/23/14 9:23:25 FM 2006: Backdoor: Xanadu 1.0 2123145 31557|192.168.0.83 1255| @A) | TippingFPointp-msskissstGaisgerss
10/23/14 9:23:24 PM 1892: Backdoor: NokMNok 5.0/6.0/7.0 10.10.10.105 5400(192.168.0.83 10280 )|TippingPoi
12314 §-733-71 PM 170" Rackdonr Aheones W 104010 105 F7T184192 1RA N 23 ANGRIT O | TinninaPoi =00 3 =00 Ban

/Al Asset Categories/Site Asset Categories/Operating System/Windows Server 2008 R2, Enterprise Edition &

/Al Asset Categories/Site Asset Categories/Open PortTCF/Port 8443

/Al Asset Categories/Site Asset Categories/Open PoriTCF/Port 8444

12138: RDP: Windows Remote Desktop Use After Free (ZDI-12-044) = Relevance?} 10¥. Scanner2& 7

Z 1} RDPA{H|AQ

Priority= 42 A&

3510: Backdoor: Back Orifice Communications (TCP)=
=t 340| A= £V HEY 3AH2| impact’t QCHECEH  FH O 2 Priority?| 022 EO{ A

| TCP 3380% ZEO|A 2{2Fa0| YE|%47| 20| Device Severity’= 10| 242/2H &[9!

Relevance?} 0. Scanner A7 A1} Ha{Zl L E}
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/Al Asset Categories/Site Asset Categories/Open PortTCF/Port 9090

/Al Asset Categories/Site Asset Categories/Open Port/TCP/Port 49152

/Al Asset Categories/Site Asset Categories/Open Por/TCP/Port 49153

/Al Asset Categones/Site Asset Categonies/Open Fort TCP/Port 49154

/Al Asset Categones/Site Asset Categonies/Open Port' TCP/Port 45155

/Al Asset Categones/Site Asset Categonies/Open Port' TCP/Port 45169

/Al Asset Categones/Site Asset Categonies/Open Fort' TCP/Port 48172

/Al Asset Categonies/Site Asset Categones/Scanned/Open Ports

/Al Asset Categonies/Site Asset Categories/Open PortTCP/Port 445

/Al Asset Categories/Site Asset Categories/Open Port/TCF/Port 139

/Al Asset Categories/Site Asset Categories/Open Port/UDF/Port 137
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HELT Al HAS Al (3rd Party Context)
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Filter: malware|

Shared IKnoWn Malware Passwords

Known Malware Passworcs
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What is Hunt?

1 S

JARN ‘ Use Case Library =m DFshboards | Reports | Workflow | Case Mgmt | Runbooks

Intelligent Queue Investigation Response

]
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What is Hunt?

Hunt sits between the SOC, the intelligence team, analytics/data team, and Incident Response

Big Data & Analytics

Unknown unknowns

Finding needles in haystacks

Unknown knowns

Incident Response
Understanding of business logic of
apps and getting logs
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Insider
Threat
Ops

Enterprise
Indicator
Searches

Security
Analytics
Elale
Visualization

Malware
Assessment

Intel
Collection
& Analysis

Deception
Grid Ops

Enhanced
Detection
Content

Hunt Team
Operations

Rapid
Log
Analysis

System
&
Network
Timeline Analysis

Analysis
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Hunt teamO| &' 235t 0|
HOIOIBIS 27|9/5) HIOJE| HA U 2| 50| 2|4l 7|42 B8
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Security Devices
Event Based

Qe
_ Streams {_ SOC: Real-time Correlation
f "‘?__ta L 4 Known Attack Patterns

& Rivers Hunt: Detection Analytics
. ofData Unknown Attack Patterns

—

Hewlett Packard
Enterprise



GlolE S8t

Stream

. Management
Tooling and processes to

ensure accurate data
collection & persistence.

¢

Data Lake

—
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§|O|& E+& (Exploration)

Tooling and processes on
your data which provide
flexible & capable:

« access

- aggregation

« manipulation

Sometimes, you need a boat.

Sometimes, a bucket or funnel

—
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ArcSight= 2|& 2| hunt AE{Ol|A| C|O|E] & B E X

SOC SEAH(EOH AN ol2] 2 THAO|A ClojE] 8y} 29 MoR T

/ Data Sources

Connectors

Data Stores

Netflow

CTI Feeds

ARCSIGHT EVENT BROKER

Data Destinations

ArcSight UBA

ArcSight ESM

Hadoop

Security |
Data Lake

Data Tools \

Visualization

Machine
Learning

Historical
Analysis

Correlation
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—

Hewlett Packard
Enterprise

30



—| = -
AA|ZESOC d2fF Z431E 2|3l hunt program ZL
HuNting A2|2| S BAHES U247l ZZHO 2 HITOIRD, AA|ZHSOCAIAEIS MZS HE 2 25}
2 9l HiHD 2
UNKNOWN KNOWN INCIDENT RESPONSE

Incident
Handling

Moment of s
Breach

Response

Real-Time Correlation SOC Remediation
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ArcSigh

MAIZ AT

Security Operations
(On-prem & Managed)

oo
Security Analysts [y
Level 1 Uy
s Analysts [T
ecurity Analysts Iyl lly
Level 2 Uy

000
Hunt Team lﬁllﬁllﬁl

Data Sources
(Structured & Unstructured)
+ Control points

Users

Cloud

Apps

Servers & Workload
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Network

Endpoints
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ArcSight is not just a SIEM anymore...

It’s a Real Time, Modular, Open Source,
Comprehensive Threat and Compliance Management Tool
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