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IAM(Identity and Access Management)?

싱글사인온?

완전식상한데!!!!!!!!!!!!!!!!!!!
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계정권한관리의수준진단

항목 표준 현재수준진단

User Account 

Management

Cobit DS5.4

ISO27002-11.2.1

• 생성과 변경은 잘 됨.

• 변경 시 불필요 권한 유지
• 퇴사 시 적시에 삭제되지 않거나 누락
• 예외 관리 안 됨.

• 승인에 대한 책임 미인지 및 판단 근거 부재로
반려가 거의 없음.

• Role에 대한 라이프사이클 관리 미흡

Management 

Review of User 

Account

Cobit DS5.4

ISO27002-11.2.4

• 대부분 부분적으로 주로 보안팀에서 검토하는
적절치 않는 프로세스 운영

SoD ISO27002-10.1.3 • 직무분리 예외 승인에 대한 관리 미흡

Client Control of 

Accounts

Cobit DS5.5

ISO27002-10.10

• 비정상 행위에 대한 분석 및 탐지를 수작업에 의
존하고 있어 한계 존재

Central 

Identification and 

Access Rights 

Management 

Cobit DS5.3 • 많은 수작업 존재와 증적 누락
• 부분적 중앙 집중적 통제
• 인사 관리의 이슈
• 전체적인 계정, 권한, Role에 대한 파악 어려움
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고도화를
어떻게할까?
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그첫걸음, 계정및권한관리프로세스부터정리하자!

Purpose: Process for submitting and addressing requests for new functionality.  Frequency: As needed.

3.2.1 Enhancement Request Mgmt – Technical Enhancement Request Mgmt version 1.0
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2. Review request and 
determine business value

En
d

4. Submit enhancement 
request e-mail to PAR 

Admin

Start

11B. Investigate request 
feasibility

5. Review request

1. Submit enhancement 
request to Business 

Liaison

Is it feasible?

Yes

No

Request valid?

Yes

3. Notify Reviewer that 
request is denied

No En
d

Is request valid?

Yes

No

10. Send request to 
Production Support Team

6. Provide feedback to 
Business Liaison

2

14. Enter into 
enhancement backlog

12. Submit enhancement 
request to vendor

Enhancement 
Implementation 

Process
(Prioritization and 

Oversight)

11A. Notify Business 
Liaison and Reviewer that 

enhancement request 
submitted for future 

implementation

En
d

13. Notify Business Liaison 
and Reviewer that a 

vendor enhancement 
request was submitted

15. Notify Business Liaison 
and Reviewer that  

enhancement request was  
implemented

En
d

Enhancement 
Implementation 

Process
(Prioritization and 

Oversight)

2.11.1 OIA Ad-Hoc 
Report Request 

and Audit Support 
Process

Purpose: Process for onboarding a new or existing application into OIA for PAR and Role Definition.  Frequency:  As needed.

4.1.1 Application Onboarding & Maintenance- New Application Onboarding version 1.0
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1. Submit a request to onboard 
a new application – provide 

general information about the 
application – priority, app SME, 

# of users, etc. 

2. Review the request 
and add to the New 

Application 
Onboarding Pipeline / 
Master Inventory for 

Data Load Team.

3. Schedule a 
Onboarding meeting 
with App SME – send 
the questionnaire to 

collect application 
information. 

4. Complete the 
questionnaire.

5. Conduct the 
Onboarding meeting 

to review the 
questionnaire and 
decide on the data 

feed format, delivery 
method, and timeline.

6. Generate the Feed 
File (including the 

entitlement glossary) 
and send it to the 
Data Load Team.

7. Load the data into 
OIA / Build the pre-

processor (if 
necessary).

8. Facilitate 
confirmation of the 
entitlement/ data 
display accuracy in 

OIA.

Data confirmed?

10A. 
Troubleshoot 
the feed and 

reload the data 
into OIA. 

10B. Provide Sign-off 
on the feed.

11. Migrate the data / 
configuration for QA 

and Production 
Environment.

14. Forward the 
completion 

notification to 
Business Liaison.

12. Send completion 
notification to Role 

Admin Team.

No Yes

13. Update the 
Master Inventory 
with completion 

status.

1.1.4 Role Modify – 
New Application 

Entitlement in OIA

Does a feed 
exist?

No

Yes

4.4.1 True Access 
Model – Initial 

Creation

4.3.1 Glossary 
Maintenance

9. Business Liaison, 
Security Admin, and 

Application team 
work together to 

review and confirm 
data accuracy

Purpose: Add a new entitlement or modify an existing entitlement to OIA.   Frequency: As needed when new applications are onboarded and when additional functionality is added to existing applications.

4.2.1 Entitlement Maintenance – Add/Modify version 1.0
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Application 
custom feed

Platform change

1. Submit entitlement 
add/modify request on 

PAR Request SharePoint

4.1.2 Application 
Team Submit 

Change Request

Change type?

4.3.1 Glossary 
Maintenance

3. PAR Admin review 
change type

2. Have Application Team 
start Glossary update 

processes

7. Update application 
configuration in OIA

8. Validate entitlement is 
in OIA

Is it in OIA?

No

9. Determine business 
areas using application 

and role

10. Notify Business Liaison 
of new entitlement

11. Determine if 
entitlement needs to be 

added to role

4. Confirm with 
application team that 
entitlement is in feed

6. Send notification that 
entitlement is in feed

Is 
entitlement 

in feed?

5. Update application feedNo

Yes

Yes

Yes

No

End

1.1.4 New 
Application 

Entitlements in 
OIA 

Add to role?

근거와 증적이
존재하는지?

불필요한
프로세스가
존재하는지?
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IT 중심에서비즈니스중심으로, 소통의방식필요

CFO, CEO, CISO 어플리케이션 관리자

3

보안팀

1

4

비즈니스 관리자5

사용자 접근권한을 적절히
관리하고 있습니까? 다음
감사에서 보안 통제 상에

문제는 없습니까?

2

감사팀

6

박형근 씨가 본인의 업무에
대해 “적절한” 접근 권한을
가지고 있는지 증명할 수

있습니까?

박형근씨가 적절한
접근권한을 갖고 있는지

확인할 수 있습니까?

나는 박형근씨가 접근하고
있는 것이 무엇인지 말할 수

있습니다. 그러나 그것이
적절한지는 말할 수 없습니다.

모든 IT의 상세한 내용을
충분히 이해할 만큼

기술적이라면 아마도 할 수
있겠지만…. 할 수 없습니다.

박형근씨가 적절한
어플리케이션 권한을

갖고 있는지 확인할 수
있습니까?
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Business Analyst

RA, Role, SoD
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Access Recertification 1/2
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Access Recertification 2/2
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필요하다면, 새로운기술이나솔루션도입

Role Mining

SoD 관리및 Access Review

프로세스결합으로 Risk 

프로세스개발
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계정및권한관리의최신동향

Partners Employees Consumers

Identities

Users

Cloud Applications and Services

Mobile Devices, API’s, 

Apps, Workstations

On-Premise

Applications

OTP

PasswordContext

Auditors
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첫번째단계, IDP(Identity Provider) 구축부터

Browser interface

MS or Azure

Active

Directory
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Identity Provider

④

⑤

AWS Sign-in

(SSO Endpoint)

Service Provider

⑥
Redirect client AWS Management Console

STS

⑥

App uses credentials to 

access AWS resources
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IDaS(Identity as a Service)
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생체인식기반의인증강화
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사용자이상행위분석(1/2)
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사용자이상행위분석(2/2)
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User Behavior Analysis with Machine Learning



ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity
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