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14.1.1 Application Onboarding & New Application Or

Role Admin

SME/Team | Security Admin | Business Liaison
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SoD | | Deliver banking services to customers AND Manage ®
Information Technology

— s 4.3 Deliver banking services to customers
=
s 4.3.1 Open Accounts

[.,ia Cust-Add | | BankMan

s 7.0 Manage Information Technology
s T.7.4.2 Perform IT operations support services
r

2y Reset Password Request_ Configuration | | PadLock

RA, Role, SoD

_________

Business Analyst
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Access Recertification 1/2

|p| bluemine (Market Development & Insights web site) Revalidation Notice for HyungKeun Park/Korea/IBM
bluemine to: HyungKeun Park 2017-04-13 @ 09:06

Show Details

Validate business need for continued access to IBM confidential information on "bluemine” web

site

Audience Worldwide emplovees who have access to IBM confidential information on bluemine, provided by IBM Market Development & Insights (MD&I).
bluemine is MD&I's digital channel for delivering insights on clients, competitors and the market to all BiMers. Some of bluemine's content contains 1B
confidential information and data on IBM, our position in the market and how we compare to competitors.  Therefore, we must revalidate that users have a
business need for access to confidential information.

Purpose: IBM IT Security standards require annual revalidation of continued business need far people with access to applications that are within the scope of the

standards.

Action required: Please consider vour current confidential access for bluemine and determine if there is still a continued business need for accessing IBM confidential
information on the site.

If vou still need confidential access, no further action is required.

If vou no longer require confidential access, please submit a request to bluemine@us.ibm.com by clicking on this link.
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Access Recertification 2/2
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The “Governance”

Access Review Role Modeling

Access Request Role Mining

Risk Scoring

Account Management

User lifecycle Role Management

Provisioning Pw self service

“Identity Management”

SoD &2| YU Access Review
T2 M A EQEE Risk
T2 M A 7|
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Users '
Employees
Identities

Identity
Lifecycle

/ On-Premise
- / Applications
=

Mobile Devices, API’s,
Apps, Workstations
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IDaS(ldentity as a Service)

| | — '~~
4 0 =

Seen here, an administrator configures a new
SaasS app for SSO using pre-profiled providers.

IBM is investing in continuous development and
delivery of profiles for SaaS partner applications
with a dedicated integration factory. Partnerships
go beyond simple integration but include 24-hour
regression testing, formal partnership programs,
and strategic relationships that will help build
meaningful value beyond SSO.

Choose ome of the follcwing Providers
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User Behavior Analysis with Machine Learning

IBM QRadar Security Intelligence

Dashboard Offenses Log Activity Network Activity Assets Reports Admin Deployment JVELI@UEIGES System Tim

User details o,
Eisner, Paul (G.) Bl POl (6) Recent Sense Offenses
e wul Eisne ‘ Offense # 9637 about 18 hours ago

Eisner, Paul (G.)

Categories: Sense Offense, User Risk

eisner@ca.ibm.com Eisner

all Score

Event Count: 17 Flow Count: 0 Magnitude: 3/10

R erated by User ( Curre
1 9718 N Of about 23 hours ago
Eis
| @ Add to Watchlist H A Add Custom Alert ‘ Categories: User Risk, Sense Offense
Event Count: 8 Flow Count: 0 Magnitude: 3
Risk Score Trend (Last Day) Ee ] Risk Category Breakdown (Last Hour)
@ Resource Risk User Access
23843 @ User Geography ¥ Notes +
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General Activity vs Time (Last Day) Authentication Events vs Time (Last Day)
: M Actual - Ml Actual N -
Bl Threshold Bl Threshold Be the first to add a note.
B Learned Bl Learned
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THANK YOU

FOLLOW US ON:
ibm.com/security
securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

QCeed

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express
or implied. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of,
creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software. References in these
materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and / or capabilities referenced in these materials may
change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any way. IBM, the IBM logo, and
other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise.
Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or
product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are
designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective.

IBM DOES NOT WARRANT THAT ANYSYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT
OF ANY PARTY.
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