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Security Is also in Transformation
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Today’s Threats Are More Complex Than Ever

Ransomware
Locky

638M Attacks in 2016
(167x increase from
2015)

$1B Extorted in 2016

Phishing

eMalil

85% Organizations
REVEISEEPAUEES

$1.6M Average
Financial Cost

1Tbps Attack From
150,000 IoT Devices

DDoS-as-a-Service
Offered on Dark Net

Malware
Keylogger

390,000 Malicious
Programs Registered
Daily

18M New Samples
Captured in 2Q2016
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Fraud-as-a-Service , Extortion-as-a-Service and
more are here today
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Specialized Security is Not
Enough
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Advanced Threat

IPS (Intrusion Anti Spam/Anti

Prevention) Virus on Endpoint Prevention
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Application Data Loss
Security Prevention

Isolated security functions

Multiple vendors and interfaces

Intelligence not shared

Unmanaged risk to business
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Machines are fundamentally

gdumb

Good for following instructions
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Demanding Software Defined Secure Networks

AV NGFW

Deception IDS Sandbox

IPS Analytics NAT

Uncoordinated and
firewall focused

Orchestrated, holistic system
encompassing security + infrastructure

Global Policy Orchestration, Policy Engine
Open and Unified Threat Detection

Dynamic, Automated Enforcement



Define Once, Detect and Enforce Everywhere

Pervasive, Automated, Intent-driven

Security Policy
and Management

Public / SAAS

Private

HERS

Premise

Endpoint

nfraLtr

ucture LS

IiEnfor'cem(-ﬂHent

W




Software Defined Secure Network (SDSN)

Pervasive, Automated, Intent-driven

JSA (SIEM) POLICY

e Create and centrally manage policy with an
g oerecTon | intent-based system

Traffic flow Analysis

Sky ATP

Machine Learning,
Analytics, Threat Feeds

Security Director and Policy Enforcer | e |
Policy Enforcement, Visibility, Automation DETECTION

Unify threat intelligence from multiple sources
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Software Defined Secure Networks:
Network As A Firewall

Detection Sky Advanced Centralized
. . Threat Prevention Cloud i
(Machine Learning) policy push

Sandbox

w/Deception ATP

Static

Analysis
DETECTION

POLICY Security Director + Policy Enforcer
Policy Enforcement. Visibility, Automatior

DETECTION

ENFORCEMENT Network aS
a Firewall

Multi-cloud Enforcement




Sky Advance Threat Prevention

Pentagon considers sending
combat troops into Syria

Trump's labor pick would have been
rejected in vote, top GOP senators say

on: Can Congress force Fiynn to testify?

News and buzz
under pak

Trump won't fill out a March Madins

Shop all deals

$50 & UNDER
PURSES
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Sky ATP

Threat Prevention Cloud

Sandbox

w/Deception  ATP

Static
Analysis

Top stories

Command & Control Server
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Pentagon considers sending
combat troops into Syria

Shop all deals

akiin 25 years

ination questions about

Inside North Korea

$50 & UNDER
HEELS
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Sky ATP

Quarantine

While Juniper Sky ATP immediately detects the malware
and quarantines the user

Deal of the day

$25.93 \
)

List: $99.00 (34% off)

You cannot trust websites. Active threats cannot
be managed with reactive security solutions

Shop all deals

Solution: Deploy security policies which incorporates
- active & dynamic threat prevention with Sky ATP

$50 & UNDER
HEELS
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SDSN — Threat Management

Manual Threat Workflows Threat Management Automation
Threat Feeds i‘ Ji Custom/3rd
Sky party Feeds
Incident Net-Sec Endpoint ATP
Response Operations Security
= —> —
Feed || v Logs of attack / threat
E— '“""I " v Traffic Flow & Packet
L) Malware ™
X' Found
Multiple Teams Cohesive Threat Management
System
Threat Detection > ‘.:Z Automation across Network &
Enforcement Delays D9l Security

. ‘L Open API and 3" Party Threat
< *% Feed Collation

. Vendor specific threat feeds
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SDSN Security Alliances
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CASB Access Security Endpoint Security Micro-segmentation

~¢netskope ~=~ForeScout CARBON
@ CipherCloud aruba BLACK

Trust in the Cloud ARM YOUR ENDPOINTS

NS X

a Hewlett Packard

Enterprise company

Cloud App Security Access Security Endeint PrOteCtion

SDSN for the SDDC

Ready to Deploy Comprehensive Security Solutions



Every THING on Your
Network is a Potential Threat
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Build More than Network Security
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Align your security to your business imperatives
Create and centrally orchestrate policy

Stop sophisticated cyber crime
Gather and distribute threat intelligence across your network

Identify risk sooner
Leverage cloud economics for real-time analysis

Automatically apply enforcement in real time — secure
the network in real time
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THANK You




