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1 Cyber Attacks
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1.1 Evolution of cyber attacks
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1.2 Advanced Persistent Threat

| APT Attack - CyberKillChain

Reconnaissance Delivery Installation Actions on objectives
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1.2 Advanced Persistent Threat

| APT Attack by Country
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—> South Korea (37%)

> Southeast Asia (27%)
— > Asia Pacific (27%)

> World Wide (15%)

e U.S. (13%)

L —— Europe (11%)
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1.3 APT Attack History [Domestic]

2011 - 2012
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1.3 APT Attack History [Domestic]

2015 - 2016

04.21 09.15 07.25
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1.3 APT Attack History [Overseas]

| BlackEnergy
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Yearal Ller gokymeHT 6yB cTBOpeHui y Gintw Hoeol Bepcii Microsoft Office”
12 Makpocu noTpibHO BKNIOYMTK ANA BiA0GPpakKeHHA BMICTY AOKYMEHTA.

- I RARII)

TSRS EEEE
FILE: C:\BlackEnergy Smaple.xls
Type: OLE

VBA MACRO Workbook .cls

in file: C:\EBlackEnergy Smaple.xls - OLE =tream: w'_VEBA PROJECT_CUR/VBA/Workbook !

Private a(768) As Variant

Private Sub InitQ
a(l] = Armm, 0, 3, 0,0,0,4, 0, 0, 0, 255, 255, 0, 0, 184, 0, 0, 0, 0, 0, O,
al2) = Array(l36, 190, 95, 48, 204, 223, 49, 9%, 204, 223, 49, 99, 204, 223, 49, %9, 183, 1
a(3) = Array{ll, 1, 6, 0, 0, 20, 1, 0, 0, 104, 0, O, O, O, 0O, O, 64, 43, 0, 0, 0, 16, 0, O,

ai4) = Array{o, o, 0, 0, 0, 0, 0, 0, 0, 0, 0, O, 0, 0, O, O, 64, 49, 1, 0, 28, 0, 0, O, 0O, €
a(5) = Array{0, O, 0, 0, 32, 0, 0, 96, 46, 114, 100, 97, 116, 97, 0, 0, O, 32, 0, 0, 0, 48,
a(é) = Array(o, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 6, 6, 0, 0, 0, O, 0, O, O, 0, 0, 6, 0, 0, €
ai{7) = Arrayi{o, o, 0, 0, 0, 0, 0, 0, 0, 0, 0, O, O, 0, O, O, O, O, O, O, O, O, 0, O, 0, 0, €
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1.3 APT Attack History [Overseas]
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1.3 APT Attack History [Overseas]
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1.3 APT Attack History [Overseas]
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1.4 Security Trends
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2.1 Machine Learning Concept

| Machine Learmming?  Deap Learning?
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2.1 Machine Learning Concept

| Machine Learmming?  Deap Learning?

Deep Boltzmann Machine (DBM) Bayesian
Deep Belief Networks (DBN) | /
Convolutional Neural Network (CNN) | Desp Leaming \ ,v/
Stacked Auto-Encoders / \ ‘,/
Random Forest \. ,‘-/
Gradient Boosting Machines (GBM) | \ /
Boosting j \‘ /
Bootstrapped Aggregation (Bagaing) Ensemble "\ / Decision Tree
AdaBoost j L. /
Stacked Generalization (Blending) | \ ‘.\ ‘)“ ‘/
Gradient Boosted Regression Trees (GBRT) } \ ‘\ '/' /
Radial Basis Function Network (RBFN) < \ "\ / /
Perceptron | \ O\ |
<, Neural Networks \ O\ L f
Back-Propagation ~ !LW.L o) o/ A
\<l\_llacmne Learning Algorltjm_s)-
W\

7 \!

Hopfield Network /"
/ \ \

I~

_Naive Bayes

[ Averaged One-Dependence Estimators (AODE)

Bayesian Belief Network (BBN)
Gaussian Naive Bayes
Multinomial Naive Bayes

1
| Bayesian Network (BN)
Classification and Regression Tree (CART)

,-/ Iterative Dichotomiser 3 (ID3)

[ cas
4 C5.0
Chi-squared Automatic Interaction Detection (CHAID)

. Decision Stump

\_ Conditional Decision Trees

\Ms
Principal Component Analysis (PCA)

/_7 Partial Least Squares Regression (PLSR

‘ iimmon Mapping
Multidimensional Scaling (MDS)

( Projection Pursuit

Principal Component Regression (PCR)
Partial Least Squares Discriminant Analysis

Ridge Regression
Least Absolute Shrinkage and Selection Operator (LASSO) \'v, /
SRR ERIER T SR TR AR SO Regutarization [ ,
Elastic Net }—/ /] \ \
RS es Sl [ .
/| \ \
| \

Least Angle Regression (LARS) /
Cubist /
— /‘

\\ Dimensionality Reduction |
1 -

Mixture Discriminant Analysis (MDA)
\_Quadratic Discriminant Analysis (QDA).
_ Regularized Discriminant Analysis (RDA)

\\ Flexible Discriminant Analysis (FDA)
\_ Linear Discriminant Analysis (LDA)

One Rule (OneR)
——— | Rule System /
Zero Rule (ZeroR) }— / |\
Repeated Incremental Pruning to Produce Error Reduction (RIPPER) / ‘\‘ \
Linear Regression / \ o\
i 3 - 9 ,/ \'. \ k-Nearest Neighbour (kNN)
Ordinary Least Squares Regression (OLSR) ‘\ / ‘\ \ [ Learning Vector Quantization (LVQ)
Stepwise Regression / | \_ Instance Based é
g - % - Regression / \ . Self-Organizing Map (SOM)
Multivariate Adaptive Regression Splines (MARS) g \ | Locally Weighted Learning (LWL)
Locally Estimated Scatterplot Smoothing (LOESS) /| l\ g ;Aeans 9 9
Logistic Regression / \ R
\ | k-Medians
\ Clustering o
. Expectation Maximization
. Hierarchical Clustering
- 20 - X IGLOOSECURITY
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Unsupervised Learning + Supervised Learning
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2.1 Machine Learning Concept

I Unsupervised Learning

T T T - T T

¢ Class1
O Class 2 b O
6L Vector W (LDA) ®
Eigenvector a, (PCA)

- o)y 223} (Clustering, HIX% 2&X|712| 27 )

=
Xt@l= 4 (Dimensionality Reduction, Cl|O|E{Zte| A3 %3 32
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2.1 Machine Learning Concept

| Supervised Learing

Nearest Neighbors Linear SVM : RBF SVM
°
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2.1 Machine Learning Concept

I Reinforcement Learing

Ml
o

- 2Eli(State) Ol A O"H & -F(Action)S F|St= 20| %|HQIX| & ¢
-BSS FE ujoict 2| & 2HF0M Ed(Reward)0| FOXH, Y S Z[lljzt ot= 2= st50| Y

- o) AFE N, SES 2RO KO S

‘earner, decision maker

reward Policy m,(als):S - R € [0,1]
R,

action
A,

Rt+l

-
St+l

Environment

everything outside the agent
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2.1 Machine Learning Concept

The Iris flower Data set
5070 9| £ (petal)a}
o= 3 74o| Hlo|E] = &

1 7|AH7L ot Ee| %

Iris setosa

i\ - .r-:-‘ r,_\
-’V : -

WY Ty 7 Iris versicolor
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2.2 Machine Learning Service

| Machine Learning Service

Neutral

Sad

| Surprise
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Anger
Contempt

Disgust
Fear
Happiness

0.00276 |
0.00096 |
0.01591
090292

ness 0.02132

i

1
LTS

M RETE

0.04996

0.03148 ©

0.90942
0.00814
0.04575 |

Sadness
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B Microsoft

Project Oxford

Detection Result:
JS0N:

[
{

"faceId": "48cdf8cB-841c-4d33-ba75-171@a3fce542",

"faceRectangle™: {
"width™: 228,
"height™: 228,
"left": 460,
"top™: 125

Fs

"facelLandmarks™: {
"pupiliLeft™: {

"x": 587,
"y": 204.9

I

“"pupilRight™: {
"x": BE9.8,
"y": 175.4

1

"noseTip”: {
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2.2 Machine Learning Service

| Machine Leaming Service

Activation Regularization Regularization ra I e nSO rI I OW

Iterations Leaming rate
v L2 v 0.001

O M 000,599 ol v Vil

6 HIDDEN LAYERS OUTPUT

DATA INPUT = =

Which dataset do Which properties do Test loss 0.005

you want to use? you want to feed in? £ £ o D = G (e £ . £ o Training loss 0.012
8 neurons 8 neurons 8 neurons

8 neurons

8 neurons

8 neurons

1o

Ratio of training to
test data: 50%

_.—

Noise: 0

e

Batch size: 10
—_—

S—

sin(X, F 2
A ; ! \ Colors shows
; g Y o R
Ji; data, neuron and !
weight values " & 1

REGENERATE

S‘.ﬁ\:\; t g N
: / . [ Showtestdata [] Discretize output

The outputs are
mixed with varying
weights, shown
by the thickngss of
the lines:

\ This is the output
from one neuron.
Hover to see it
larger.
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2.2 Machine Learning Service
| Machine Learning Security Service

Prevention
BruteForce Attack

Detect Malware Find SpearPhishing

w by
IP, GeoData ... - -
= : - -
Name, Subject ... - -
Word, Attach Files ... -
recv E-Mail Diagnosis
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2.2 Machine Learning Service

| Malware Threat using Machine Learning

Adware -

Bot -
Downloader -
Dropper -
Backdoor
KeyLogger -
Trojan
Worm
RansomWare -

OS Info -
Network Info - .
WebSites
Googling

ILE. Vuln —_

Java Vuln —
Flash Vuln
SilverLight Vuln
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- Metasploit =

- Email
- DBD

- XLS/DOC —

Watering Hole

Exploit DB

PE Format
PowerShell

 HWP ——

~ Veil FrameWork < -
 Veil Catapult
> Veil Pillage

CKVIP EK

- Angler EK
- RIG EK

Magnitude EK
Sundown EK
KaiXin EK

- msfconsole
- msfvenom

meterpreter

-~ Veil Evation

Veil Ordnance

Malicious VBScript

- DLL Injection

DLL Hijacking

- Code Injection

™~ Fileless

HWP_PARA_TEXT
EPS Buffer OverFlow

N IGLOOSECURITY



2.2 Machine Learning Service

| APT using Machine Learning

Win XP

Win 7

Win 10

msf
console

msf
venom

9 ot
20
Attacker
Network
Info
WebsSites
Googling
"H'-l
-
®: 34 1153
-

o

2l B

Linux

SE B4

Ubuntu

Android
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I.E.
Vuln

Java
Vuln

Flash
Vuln

Silver
Light
Vuln

CKVIP
EK

Angler
EK

RIG
EK

DLL
Inject

DLL
Hijack

Code

leless

KaiXin
EK

RIG
EK

KaiXin
EK
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2.3 Machine Learning Vulnerability

| Machine Learning Vulnerability #1

Overfitti ng Bias < Variance

® &Y | e
o>} & B
HEae &

MNIST Dataset GTSRD Dataset
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2.3 Machine Learning Vulnerability

| Machine Learning Vulnerability #2

WA—h 2A070—
96,277 18,463

TayTweets & 14—k YA-—hERIE ER/BE

@TayandYou Tay Tweets (@ TayandYou - 3953

The official account of Tay, Microsoft's g ¢ u soon humans need sleep now so many conversations today thx @
A.l. fam from the internet that's got zero
chilll The more you talk the smarter Tay

i

G

& - an 1A F P
<« T (V] 103 aee

gets 4 Joshoowaaagh!& ANDIE(E
@ the internets Tay Tweets () TayandYou - 285RS
& tay.ai#about @Fus_Ro_Dakka @LongshanksPhD some ragrets

- =3 ==
: = catm - =
vukiss =L
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2.4 Machine Learning Hacking Case

| Machine Leaming Hacking Case

usiness Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal's
person account
Email ﬁ"""' 4 Lj -4 d—' x | = R;v-Ei‘, Forward

- Request from CEO
Subject: Immediate Wire Transfer

To: Chief Financial Officer

@ High Importance

. Please process a wire transfer payment in the
ompromise amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...
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2.4 Machine Learning Hacking Case

| Machine Learning Hacking Case

[ BEC Attack Scenario Concept ] -,
E7X : Intel Security 1.‘1
C

In Target Acquisition Employ well-known

Social engineering
% Training ML Models Prediction With ML

techniques
Extract Tranform Load
Feature Selection
Generation

&, SET | fE Probability

$ 309 @ ok 1007 =

Data Collection

Data Breaches
Social Media
Public Disclosures
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(03 Machine Learning Response
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3.1 Response Status

| Cyber Attack Response Status

-
oA toE el A
?
RME 2371 §iS
5| 24 @R
2171 8le
@ESMoAH R 812 %EL'EOMEIAIAE" OEEERE e
& S ornee (ESM) (TMS) 1 —
o }E:loﬁ’l; ol - @ TMS2t S| &4
: /I\ ‘
M £} TMSE Rule0]| 2|3}
=2{A £40) pple er|=l%) o2
x| e T T / 12! & (Payload) =
NEsx| e
0SQ__‘:IH”J§E;']°" | Sensor Sensor
@ 27 =2 | -
Payload &4 r I ) - 9
? NSy ———_
AAMINE ]I:['_|.|I:_ OFE .l-! il o ojEelAH 0| 21 &2l ? Ojsj™E = =l E7}
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3.2 Evolution of Response

| Cyber Attack Evolution of response

- |
\ ﬂlnternet Network Server Security Realtime control

(Mirroring)

Infra
Log

Full Packet Capture /1

)

Server Farm |
ool |
e 2’ @
j
WEB

WEB WAS DB USER
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3.2 Evolution of Response

| Cyber Attack Evolution of response

Issue sharing

Knowledge Py
Weak point

Center ‘ I
Malignant code

v PS report
3
Harmful IP Harmful URL (‘ I l

Automation acquisition . S

Security trend
ZX : Igloo Security K-Center
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3.3 Machine Learning Uses

| Learning Method

C-TAS

s OTAOIEIRIZS)

OSINT

CYBER
o THREAT
ALLIANCE

Internal Security Log
Information Flow

Scenario Rule
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3.3 Machine Learning Uses

| Machine-Learning Anomaly Detection

Gartner
SAA o|ZX BX| 7| A+ User and Entity Behavior Analytics (UEBA)

* Anomaly detection

+ Spoﬁz

TensorFlow MLlib

» GARCH(Generalized ARCH) Model

. * Risk Score, Events, Data, Analysis Result, Forensic
Holt-Winters
L X|X| b2 HIEY EcfE HAIZFEX
HAE * Interrelationship of SIEM and UEBA
Network, Malware Analysis, Endpoint, Identity and Access
Ot st i Management

| » Machine Learning uses

Q © . . . B
DARKTRACE COucHicyeser WVECTRA  —=hiara

RSA

CONFERENCE

" ’ ' -
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http://www.r-project.org/

3.3 Machine Learning Uses

| Network / Malware

%i - o
s
% © o
0
")
[ S v
AR
o : N
'o"o °0 0\'0 [+
DD © @ Cluster 1
‘ © Data points ¢ Cluster2
e Prolotypes A Cluster 3
(a) Prototypes (b) Clustering (¢) Classification

Figure 4: Behavior analysis using prototypes: (a) prototypes of data, (b) clustering using pro-
totypes, and (c) classification using prototypes. Black lines in Figure 4(b) indicate prototypes
joined by linkage clustering. Black lines in Figure 4(c) represent the class decision boundary.

- g WY M oAl (EX: Automatic Analysis of Malware Behavior using Machine Learning)
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3.3 Machine Learning Uses

| Information protection policy / Weak point

v e Q

IGLOOSECURITY

COPYRIGHT 2017. IGLOO SECURITY, INC. ALL RIGHTS RESERVED. - 44 - 12 IGLOOSECURITY



3.4 Future Task

‘ | Effective Method
~
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4.1 Artificial Intelligence Concept

| Al

Three types or calibers of Al:

* Artificial Narrow Intelligence (ANI)
« Artificial General Intelligence (AGI)
* Artificial Superintelligence (ASI)

ANI: Chess Program AGl: Human Level Intelligence
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AS|: Superintelligence

« 0|0]X] ZE*: MIS2101 Superintelligence ALALOUF
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4.2 Artificial Intelligence Uses Case

| Al Service Case

ANl is everywhere:

* Google maps

* Autonomous cars

* Spam filters

* Google translate

* Travel bookings

* Manufacturing

* Facebook suggestions
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- 49 -

IBM Watson

* Analyzes unstructured data
* Understands complex questions

* Learns human constructs like
language, culture, and context

- 0|O]X] EX: MIS2101 Superintelligence ALALOUF
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42 Artificial lptélligence Uses Case
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4.3 Future Task

| Security Al
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4.3 Future Task

2

ACTIVE LEARNING - DYNAMIC LABELS (Al)* combines the power of machines with
numan intuition.

- The Human Is the Key Ingredient(Z 2%t 24) for Al

- ARaE 7| A2 AR (A= O

22M7}0| =12 (Analyst Intuition, Al)

Artificial Intelligence Analyst Intuition

.ot ME7to| TS0 7|4t S5

- =

y.

(A)
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4.3 Future Task

| SIEM + Al System Interoperability

RAWAIDATTA!

UNSURERVISE
EEARNING

SURERVISE
EEARNING

Anomaly Detection

Hot ME7lot IBX|S0| AS S M
I HHAEE FANTIER AT Ny
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Feedback (Attack Label)

Qutlier/Scoring )

| DDoS 98% DDoS
DDoS 32% Normal
Malware 83%

Malware

Feedback (Attack Label) + Weight

=28 LZE X Active Learning O}7|HIXE E5l0 @& (False Positives)2 Z0|

- 53 -
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4.3 Future Task

| Hype Cycle for Advanced Analytics and Data Science, 2015

- Priority Matrix for Advanced Analytics and Data Science, 2015

expectations
I - predictive Anaiyties |

Spark

Geospatial and Location Intelligence
Event Stream Processing
|Preseriptive Analytics

Emation Detection/Recognition
Optimization

Self-Service Data Preparation
Real-Time Analytics

Citizen Data Science

Uplift Modeling

PMML

Model Management

Deep Learning

Data Lakes

In-DEMS Analytics

Graph Analysis

Hadoop-Based Data Discovery
Crowdsourcing of Microwork

Discovery Speech Analytics

Load Forecasting

Simulation

Model Factory
Matural Language Generation
Chief Analytics Officer

Ensemble Learning
Video Analytics
Text Analytics

Analytics Marketplaces
Linked Data
As of July 2015
. Peak of
Innovation Trough of : Plateau of
Trigger Ex::!?::g ns Disillusionment Slope of Enlightenment Productivity
time v
Plateau will be reached in: obsolete

Olessthan2years ©2to5years @ 5to10years A morethan 10years @& before plateau
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benefit

transformational

high

moderate

low

years to mainstream adoption

less than 2 years 210 5 years

Citizen Data Science
Machine Learning
Smart Data Discovery

Ensamble Leaming
Hadoop-Baged Data
Discovery
Self-Service Data

Preparation
Text Analytics

Video Analytics

Model Faciory
Maodel Management

As of July 2015

Geospatial and Location
Intelligence

Gartner

210 10 years more than 10 years

Analytics Marketplaces

Crowdsourcing of
Microwark

Deep Leaming
Event Stream Processing

Chief Analytics Officer
Graph Analysis
In-DEMS Analytics
Linked Data

Natural
e iy Gereration
Predictive
E------‘

Natural-Language
‘Question Answering
Optimization
Frescriptive Analytics
Real-Time Analytics
Spark

Speech Analytics

Data Lakes
Emotion Detection/
Recognition

PAML

Simulation

Uplift Modeling
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4.3 Future Task

| Strategic Planning Assumptions

Gartner

- By 2018, at least 50% of major SIEM vendors will incorporate UEBA functionality into their products.

- By 2018, 25% of security products used for detection will have some form of machine learning built into them.

50% SIEM UEBA =&,

25% B2OoHE M 'd A8

- By 2018, prescriptive analytics will be deployed in at least 10% of UEBA products to automate response to
incidents, up from zero today.

At#o| Xt53} CHE2 2lsH UEBA 10% HE

- Emergence of Advanced

Security Analytics

Descriptive Diagnostic Predictive Prescriptive
What Is Why Did It What Will What Should |
Happening? Happen? Happen? Do About This?
Analytics Advanced Analytics
Simple Arithmetic Data Science
Reporting/ Business Problem Solving
Dashboards Mathematic-Based Tools
Common Bl " "
Platforms Creepy
"Familiar"
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A

Prescriptive Analytics

Phase 4
Prescriptive
Security
Analytics

Phase 3 Packages
Predictive
Predictive Saciirity
Analytics
Phase 2 Packages
Diagnostic Vendor-Written
Analytics
Phase 1
Tools
Descriptive
=
2004 2010 2014 2018
Structured Data Unstructured Data Hybrid Data
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5.1 Al Job Opportunities

| Al Job
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5.2 Security Expert Job Satisfaction

| Question Investigation
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5.2 Security Expert Job Satisfaction

| Question Investigation
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5.2 Security Expert Job Satisfaction

| Question Investigation
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5.2 Security Expert Job Satisfaction
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5.2 Security Expert Job Satisfaction
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