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Egk(Integration)2| ELd?
Next Generation FireWall... (Gartner

Next-generation firewalls (NGFWSs) are deep-packet inspection firewalls that move beyond
port/protocol inspection and blocking to add application-level inspection, intrusion prevention, and
bringing intelligence from outside the firewall. An NGFW should not be confused with a stand-
alone network intrusion prevention system (IPS), which includes a commodity or nonenterprise
firewall, or a firewall and IPS in the same appliance that are not closely integrated.

1. 7|&(Legacy) L=2H Ag(Port/Protocol/IP inspection and blocking)
2. O{E2|H 0| M/AIEXHD £ XITH(Application level inspection)

IPS (Deep-packet inspection)
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WinXP

Traffic

alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"EXPLOIT-KIT Hello/LightsOut exploit kit - exploit targeting Microsoft Internet
Explorer 6 Qn Ysind XP"; flow:to_server,established; content:".php?a=h4"; http_uri; content:".php?a=h1&f="; fast_pattern:only; http_header;
content:"&u=, Eﬁlﬁ

rt)

-hittp_header; metadata:policy balanced-ips drop, policy security-ips drop, service http; reference:cve,2011-1255; reference:cve,2013-
1489; refere npack.jeek.org/?report=2a298ffal4fd2772bd646bd559f610b0c3b51862;

reference:url jsunpack.jeek.org/?report=977b49ea5dc5ef85d8f50d1f1222befee8bf3581; classtype:trojan-activity; sid:30006; rev:2; gid:1; )
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ERN k=

Intrusion Events Source Destination

Current User S T —

Operating System »

Microsoft Windows 2000,

Servers (3) v

tep 1189 pending
tcp 1077 pending
tep 22 [ ssH

Applications (28) »

[ ons [ ons

Y} M™yure ™ tnternet Exnlorer en

Host: S84 4L &4 | Seen st || Generate White List Profile |
Hostname [RRPIRS g =g

NetBIOS Name

Device (Hops) mango (1)

MAC Addresses (TTL) (VMware, Inc.) (127) o .

e SAE HHG
Last Seen 2011-11-15 16:06:05

Events View

AR BE

. LDAP)

& o LJ
MH o Ec|FH 0] A
HH 8E

[ Google [ Google

[T Google Safebrowsing [ Google Safebrowsing a

Circ M re EEI‘OI?_‘IE
ImEud [T tnternet Explorer 01 E EI ;1| OI A1 o I
D HTTP D Internet Explorer —] | - *
[ rTe [ tnternet Explorer H.I I-I I‘l E

[ wrre [ 1nternet Explorer - O

[ HrTe [ 1nternet Explorer [] Facebook

[ wrre [ chrome 15.0.874.120 [] Google LI &
ImEud [T tnternet Explorer 6.0 [ Google L&
Imuc [ chrome 15.0.874.120 [ Google APIs L &
ImEud [T tnternet Explorer 6.0 [ Google APIs L&
Imuc [ chrome 15.0.874.120 [ ] Google Analytics L &

™ conale Analvkics I =

@ The base policy is up to date (Rule Update 2013-10-09-004-vrt)
‘ This policy defines 0 variables

_J:ﬂ This policy has 9038 enabled rules
= 558 rules generate events
# 8480 rules drop and generate events

Name Default Production Deme Lab IPS Policy |
Description ‘Suurceﬁre Provided. For best results, do not modify.

Drop when Inline [

; Base Policy | Security Over Connectivity S|

@ FireSIGHT recommends 7154 rule state settings for 7430 hosts
=% Set 214 rules to generate events
¥ Set 3550 rules to drop and generate events
v 5et 3390 rules to disabled

—
Palicy is not using theWagommendations. Click to change recommendations
Last generated: 2013 Oct

[ commit Changes | | Discard Changes
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FireAMP

@ Health System Help v

admin v

Overview Analysis

Context E

Netwo

File SHA-I
File Name
File Type
File Category

Current Disposition

Threat Score

Hel

MSEXE
Executables
) Malware &
®®8" High &)

Policies Devices Objecl:s

0-| *I—I

A deo:
==

9l

Event Count 7

Seen On
Seen On Breakdown

Aol 0|s Z2 EA

4 hosts
2 senders

+ 3 receivers

Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 , & <)
10.5.11.8 S Tl -
10.3.4.51 Time 2
Time 2013-12-06 18:14:10
10.5.60.66 Event Type Fi
IPAddress & Ewvent Type Retrospective Event
SentTo o . -
2 ® pisposition {3 Malware
Events Transfer File Name W P HMolwal e
Dispositions Unknown Disposition Action
Action M
Application Protocol || HTTP
Events —
Client || Firefox
Time | = S S— S S File Name
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block HTTP Firefox
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EP 7 DOMAINS ASSOCIATED WITH BINGHB@GMAIL.COM
I [ )

Domain Name Security Categories
660600.com

booksonlineclub.com Malware
firefoxupdata.com Malware

-
|

IPS Rule GeoDB/APP IP/URL/DNS & nIUMEHE

Threat score: [[2)

Sample ID ac91e3814dd3418beaf3b2978c59a91f
0S 7601.18798.amd64fre.win7sp1_gdr.150316-1654
Started 4/13/17 5:34 am
Ended 4/13/17 5:44 am
Duration 0:09:41
Sandbox car-work-015 (pilot-d)
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3rd party ¢ QIHEIZ|HA EE

3d party &4
* Crowdstrike

* Flashpoint NGFW/NGIPS
* Soltra Edge E3} 2|

* EclecticlQ
* Lookingglass

RESTfull

‘ Event - NGFW EE

Ingests Cisco Appliances

* NGIPS

STIX(The Structured Threat Information eXpression) : AlO|H{9|E HE B3 74

TAXII(Trusted Automated eXchange of Indicator Information) : AtO|H2IE HHE ME 42

Free TAXII intelligence source
aane  URL: http://hailataxii.com/taxii-discovery-service
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http://hailataxii.com/taxii-discovery-service

HOF2|® QAR HL

U Security Intelligence

HTTP Responses

Available Objects ¢

| -4 Search for a Network

Rules WL a"8 GICIILELT-CI HTTP Responses

g Global-Blacklist
= Global-Whitelist
g}u Attackers

=) Bogon

=/ Bots

=/ cnC

g}u Dga

=) Exploitkit

g}u Malware

Network-SI
7He| 02|
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URLs

: @ Add
@ Available Objects &
P ‘ Name DNS Lists Action
| | -4, Search for a URL | ‘Whitelist
e “ 1 Global DNS Whitelist (2 Giobal Whitelist for DNS Whitelist
Blacklist
) Global-Blacklist-for-URL -
2 Global DNS Blacklist j Global Blacklist for DNS Domain Not Found
.~ Global-Whitelist-for-URL A @onssoom -
& URL Attackers (53 oms_oo
() N Bots
& URL Bogon 4 DNS Monitor 2 DNS Tor_exit_node Monitor
& URL Bots (3 DNS_MONITOR
' URL CnC 5 DNS Nxdomain ﬁ g::_?‘f;;‘o‘;l:;l: Domain Not Found
& URL Dga inwsmms .
(onsenc
& URL Exploitkit 6 DN Sinkhok emaPNS List sefrCtion
24 DNS Phishing
@ (2 more....)

URL Malware

URL-SI
4=

o

DNS-SI
7HE|

o




https://en.wikipedia.org/wiki/Command_and_control_(malware)
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Angler & Cryptowall 20{ 0f

Intranet Internet

DNS Server
192.168.0.160

Malware Server

alchemyofpresence.com

Cryptowall Malware Download

Connection to Sinkhole IP .

Endpoint

192.168.0.157
Sinkhole C&C Server

10.150.247.60

alpha.akesha.com
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OS ™HH IPS MH Hukde Geo Location M &

trusion nformation -
Netwark Information [E———— r— Security Intelligence
R s e " Security Intelligence Traffic by Category Security Intelligence Traffic by Source IP Security Intelligence Traffic by Destination IP
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Indications of Compromise = Ton Fin Tpes P
Hosts by Indication Indications by Host

Threat Detected...uted &
Impact 1 Intrus...user
Impact 1 Intrus...dmin Threat Detected...sfer
Impact 2 Intrus...tack /
Impact 2 Intrus.

Impact 2 Intrus...user g
Dropper Infecti...eAMP . y
Intrusion Event...-cnc \
Security Intell... CnC. Tog Bevie et Poce o Muteers Do
Suspected Botne QAMP Word launched shell = “
PDF Compromise ...eAl ~
Adobe Reader |a. ,hel\ _;
QuickTime Compr...eAMP - > "=~ Word Compromise...eAMP
QuickTime launc...nell I I I ' I I I I
3 g & gFF Ry F

Indications

~ Java Compromise...cAMP
Excel launched shell
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D Endpoints o

1 F——\

1.5 million daily malware A S
y lﬁ! lﬁ! 250+

samples LA L Researchers

orne @ Networks
600 billion daily email messages

|+ 24 x7 x 365
NGIPS .
Operations
16 billion daily web requests D Devices
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Kirica A e ivetesd perigo NELSTT
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Xl2s Ol HEll= HHEYOle] HEZ CrYoHA =0 LA =S Locky
Cryptowall :
i 73V3N i
Fak CRYZIP N &8st ock i TeslaCrypt Eg{;‘gger :
PC axe id XM Cryptolocker : Teslacrypt 3.0 !
Cyborg Antivirus Redplus Android T2}7] yp ' i : Teslacrypt 4.0 |
: : : Y- Y ! Virlock : Teslacrypt 4.1 !
: % : : "' | | Lockdroid . | SamSam
: : : | Reveton . :
1 ] . 1 :
: : ] ! : : 1
2001 2005 2006 2007 2008 2012 2013 2014 2015 2016
v : - v - : 2l siEfo
Ezlligog.uH |
: CryptoDefense :
: : : : : Koler
GPCoder QiaoZhaz : Reveton : Kovter Tox Cerber
: Ransomlock : Simplelock Cryptvault Radamant
: Cokri DMALock Hydracrypt
Bitcoin : CBT-Locker Chimera Rokku
o| Ext ) ’ TorrentLocker Hidden Tear Jigsaw
- e Dirty Decrypt Virlock Lockscreen Powerware
wlualn Cryptorbit CoinVault Teslacrypt 2.0
cisco Cryptographic Locker  Sypeng
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