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Gigamon®

GIGABIT MONITORING

1Gigabit X 10 = 10Gigabit X 10 = 100Gigabit X 10 = 1 Terabit X 1000 = 1 Peta
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- HEAE 2004 (Pioneered Market) . AYIEOL: ZH (Mobile), HO|EFMIE} (Datacenter), 222 E

- 71937120134 6 (NYSE, GIMO) (Cloud)
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—G‘i""‘u1|11|11|11|11|1[|m1m[—
G-TAP °A Series
44 3298 “Always On"
Data Access
MILLION DOLLAR
CUSTOMERS
De-Duplication
(¢ Optimized Tool
I\ Infrastructure
®
'I l FORTUNE 1000
Z B CUSTOMERS
GigaVUE HD Series
Big Data Volurne,
Density, and Scale AR
100

*Gartner, **Customer and patent numbers FY16Q2.
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Fast Future Growth

EPS estimate

currentyr  Nextyr Composite  EPS
Symbol Company name % chy %chg  Rating Rating $240
PAYC Paycom Software 93% 25% 99 99
FB Facebook 73 29 99 99
SIMO  Silicon Motion Tech 56 17 99 93
HQY HealthEquity 50 29 99 98
GIMO Gigamon 45 21 99 95
NTES NetEase 42 17 99 99

ESNT Essent Group Ltd 33 18 97 99
AVGO Broadcom Limited 29 19 99 95
GRUB GrubHub 24 31 98 95

2012 2013 2014 2015

- = Product - = Service
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2 1% B7tg (RAVEE)

1 ] L
SEED GROW
2,000 Number of Customers 100%
90%
809
1,500 &
70%
60% Repeat
1,000 50%
40%
30%
500
20%
10% New
0 0%
2011 2012 2013 2014 2015 2011 2012 2013 2014 2015
to Date to Date

Percent of purchase order value from new customers acquired in the quarter vs. existing customers.
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Designing The Future
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THE POWER OF YOU™

uuuuuuuuuuuuu

Kkt

Fortune-100 L{ 797} + =228 TOP 100 SP L 504+



http://www.3m.com/
http://www.bjc.org/

T8 0|2 DELA;

i
CISCO.

®

S

Juniper

F= Extreme

Connect Beyond the Network

=
2
=
<
—
Q

=
:l
o

vmware

(212H 3, o=

©2016 Gigamon. All rights reserved.

et 3 F o el

(Security and Vulnerability
Management)
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(Customer Experience
Management)

YEYI M5H
(Network Performance
Management)

SEEETEE
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(Application Performance
Management)

HESI ZAA /
S1H|0[E 4
(Network Forensics/Big Data
Analytics)
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— AL L. I
Hot AT =34 “See Everything”
AMAA E|ZEO| HOF B 22| ESHE (SECURITY & MANAGEMENT DELIVERY PLATFORM)

DK

Remote
Sites T Internet Anti-Malware Data Loss Intrusion Email Threat

(IG) (Inline) Prevention Detection Detection
System

M 1t =

GigaVUE-VM and NetFlow / IPFIX Application SSL Inline
GlgaVUE® Nodes Generation Session Filtering Decryption Bypass

7tAkstEl = —=
A
Mm B O W v/ ol2tol 2 OOBES| E&4 8 v mgBelol oA s
v S0or P2 £9 S 9 S84 BA CAPEX, OPEX HIS =2
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Gigamon 3 Party Apps ; ‘ Applications & Tools —
Applications A (e.g. Splunk, Viavi) .__I"' < Infrastructure,
FabrlcVUE Trafflc Analyzer Aser ommunity

GigaVUE-FM

Flow Mapping®

Clustering

2
[S)

GigaVUE-HD8
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VMWare
OpenStack
AWS — Q416

NetFlow

[a)
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- am. | Adaptive
Q-"J FlowVUE %57 | Packet Filtering

GTP Correlation

Application
Session Filtering
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GigaVUE-HD8

2.4 Tbps

100G : 48 ports
40G : 64 ports
10G : 256 ports
1G : 352 ports

GigaVUE-HD4

1.28 Tbps

100G : 24 ports
40G : 32 ports
10G : 128 ports
1G : 176 ports

GigaVUE-HC2

960 Gbps

100 : 8 ports
40G : 24 ports
1G/10G : 96 ports

GigaVUE-HCT

284 Gbps

1G/10G : 12 ports
1G : 4 ports

GigaVUE-HB1

©2016 Gigamon. All rights reserved.

56 Gbps

1G/10G : 4 ports
1G : 16 ports
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POWERED BY

€ GigasMART*

A Network
~ PLEZN P1 IS \M‘> Performance
il 7@ | | oo _E 1)
’ e | T 1
Slicing Header Masking Load Adaptive o
Stripping Balancing Packet Application
Filtering Performance
— '. - ‘
= =c=0
Time Tunneling ERSPAN - E .
: orensic &
Stamping Termination oood Big Data
POWERED BY Analytlcs
Z22)|8t © GigasviaRT®
NetFlow
(.) hl M ;:; ” . Collector
EJ || e~ ) (=)
Dedup NetFlow SSL  Application GTP ElowVUE
Generation Decrypt  Session Correlation Malware
Filtering Detection
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=2 W& (Flow Mapping®)
212 =0t INGRESS/EGRESS ZHE = Soll At=&H EdlEHES NMeZ =M & 8IS

|

1

=l

Egress Ports

ngress Ports

Flow Mapping®

Map Rule Tool 1 (voipP)

Tool 2 (voiP)

Tool 3 (voIP)

Map Rule
IPSIC XXX, XXX XXX, XXX, /XX ipsrc 10.64.80.0 /24

IPVAIS | st 3000 200 XXX 1K /XX ipdst 10.64.80.0 /24

Map Rule

portdst x..y

UDA udal_data <16-byte-hex> udal_data <16-byte-hex>
udal_mask <16-byte-hex> udal_mask <16-byte-hex> Map Rule

Avolr OIDS @ceEmM EWEB

Tool 4 (voipP)

Tool 6 (Recorder)

Configurable HW-Based Rules,
Bound to Ingress Ports

©2016 Gigamon. All rights reserved.
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Firewall1 Firewall2 .
[ESIPN|

Network
Forensics
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4l E < 3 Migration

JIE O A8 82 st 2 UAr=x EA4AE 248 Jts

ol =8 &

w== 10Gb+ === 1Gb Intrusion Detection
..... System (IDS)

Application Performance

Management = , _
- = Y| S | AAAA ARAR|AAAR|AAAA[ARAR ARRA)

VolIP Analyzer

Packet Capture Application
Performance

Management

Intrusion
Detection
System

HESD YISOl Mot JIE 2oF U 24 POF QU 2 £20| 20| TAIIS OIF L EX
£24 2790/ 2Q 7S AJICl B = Obs
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GigaStream : a logical grouping of ports

Ingress Ports Egress Ports
Load Balancer

Al Tool 1 (velR)

Switch 2 M Tool 2 (vaip)

oM Tool 3 (volP)

AU Tool 4 (volk)

WA Tool 96 (valp)

Eol24 HH|E 0|80 XNotAQl &5 24t XL 967 ZEZ [2/L3/14 M| 7|Hto 2 23}
0] 2 24HEE HE4Y) M-S - Advanced Hashing
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Edyg M2l oS

Without Gigamon

Legacy Approach Without Gigamon

Security Tool  Security Tool Security Tool Security Tool

Irrelevant
Traffic
Relevant

Traffic
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With Gigamon

With Gigamon Security & Management Delivery Platform

Relevant
Traffic

Security Tool  Security Tool Security Tool Security Tool

G . GigaSECURE Security Delivery Platform

Gigamon'




GigaSMART® : Application Session Filtering

DPI 7|8t =8 O{E2[A 0] 3 M EHT (PORT A} 7|2 ZHE oA =)

Protocol HTTP SMTP TELNET
Port # 1
i

£:aOffice 365

successfactors”

Protocols? SEFVICENOW
All Web 2.0 use port 80 & 443 GoUgle apps

Enterprise ‘ @leybroe Cencur Fh‘ NETSUITE
ig.g'i“a‘n'nazon Al
webservices .\

box

wo/rlaoy.
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GigaSMART® : Application Session Filtering

L7 7|49t M| ZHE{E

/
NETFLIX NETFLIX NETFLIX NETFLIX

Video

1r Monitor

O >m
Exchange Exchange Exchange Exchange

NETFLIX Exchange NETFLIX Exchange NETFLIX Exchange NETFLIX  Exchange
Application

Session Filtering

~

Emalil
Monitor

—
.o NETFLIX Exchange  NETFLIX Exchange v
== | S—

Gigamon?2| Application Session Filtering 7|=

AFREL0] RMH[A B £ URLS MM S 7E3E 59 Colector
0[0f 7 LO|E{S AlTL{X| 7|¥ro=2 ofZ2|#|o| M
HHS 28 & 4+ 92 012 Sof N3te BLIE /2.

=72 2802 A8 4 9t ZNES A
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Case Study : E-Commerce

100G LOAD BALANCING

GigaVUE-HD4

©2016 Gigamon. All rights reserved.

O

w

Background
& Challenge

Solution

Results &
Key Benefits

CH4=2| 100G 239 EfEE 10G A9
B MH 1202 $£8% LM

=2 E HEH A (Load Balance) 2R

>
r|r oo

e
=

FM : GigaVUE-HD4 & HD8

t= i
z AAF 22F HOA AEA| K&

M EHH|
-1 O

HI N

Flow Mapping 7|&2 100G E2j&ol 2
UH

GigaSMART2| Applicaton Session Filtering
Moo= BN FEER9| L7 filtering

100G 232 =4 & MS2=E 7|E 106
54 &8 S CAPEX 2 21t
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Case Study : =22
ENSURE IPS(SOURCEFIRE) DEPLOYMENT SUCCESS

- IPSEMZ 2H UER A £ (IPS : SourceFire)
Background [EERESEERESC ?52 2 E
& Challenge [EEER=R=a: EEHEEF Z

. + HC2 40 o%ir% IPS H= /HIOIIHA RES S&HIPS 2 UIE
Solution _
—

« IPS RAE+ Al B2IA St (configuration test, OS upgrades..
Results & _ e ° !
Kev B fit « IPS 2t HERIA AZH &S
Sy (et « IPS2| asymmetric EcHE false positive Al St
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Case Study : =

15 SITES SITEA SITEB

IPS SourceFire
Backup

IPS SourceFire
Nominal

Router Al Router B1

o 2A2EAEAR

GigaVUEHC2
GigaVUE-HC?

G Gigamon

Router A2 Router B2

©2016 Gigamon. All rights reserved.
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S
E SECURITY DELIVERY PLATFORM

g |

Case Study : ==

BUILDING AN ENTERPRISE-WI

O

« 13980tH M= BRst (e =& 1 (Bank, Security & Investment etc.)
@ .+ BOHOIRAACE RH AAHEQ B UERD S EF
« OtAH =20 2t SHHA & (LEHAH: inline, 2EHAHI: security analytics)
BACKGROUND - (S 2ot E & JIss IHAId &8 48 22 (FireEye, TippingPoint, Splunk and Palantir )
& CRALLENGE eI e e TV [ (= £ T =D I IR == F =i T =g ST

« 1EHHI: 20 UWIESR A & Tipping Point (inline) £ FireEye (out-of-band)
o 2CHHI: CIOIEFHEIE L Ol Kl WIE<R A NMXIQ Out-of-Band &7 S& =&

AZ%TS?SL& . GigaVUE-HC2 with inline bypass (Ph. 1). HC2 + TA10 (Ph. 2). Visibility for Vmware NSX (Ph. 3)

© 193] 83X PRAK HO2E 0/SE 0120 HUE 25 UMY A2
C =X

RESULTS &
KEY BENEFITS
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Deployment Diagram
MORE TO COME

Inline Bypass

DC1 DC2

FM for Inline Bypass
units

Stack Stack
Links Links
from * from

Inline Gigamon Inline Gigamon

Stack link to EEEEEEETES ST
>00B Gigamon

G-TAP G’s and A’s in DC1 G-TAP G’sand A’s in DC ¢y tor 00B units

Stack link to
OOB Gigamon

DC1 - Distribution DC2 - Distribution
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Case Study — Y E Z 20| = /K| 2=

INLINE AND OUT-OF-BAND MONITORING

Background
& Challenge

Solution

Results &
Key Benefits

©2016 Gigamon. All rights reserved.

Inline Tools : SourceFire (now Cisco FirePOWER) IPS, Imperva WAF,

Out-of-Band tools: FireEye, ExtraHop
olatol 9l oOBEC| S8 T4 Y CAS Hot 27

Inline ZA| +8& /%t GigaVUE-HC2 bypass 7|& (1 x 10Gb & 3 x 1Gb
Ilnks)

s o= floh APP aware feature

EeiZ= OOB & Firekye 2f ExtraHop & sA| 8 H

NZ T2 4712 2215 30| otLtol 00B & ¥8 7Hs
olztol 9 00B S8 TN U M2 HI8O= L5 Hot T4 Jts




1.Tap Firewall inside link first time (Port 1/1/19-20). send 100% traffic to inline active SourceFire
2.Tap Firewall inside link second time (Port 1/3/19-20), then send WEB traffic only to inline active WAF
3.Tap three 1G WAN router links for retail and AWS, send 100% traffic to inline SourceFire
1/1/21-22, 1/1/23-24, 1/3/17-18 1G copper
4. Capture WEB/DNS/EMAIL traffic from 1/3/19 and 1/3/20 to passive FireEye (out-of-band)
NOTE: traffic first send to hybrid port 1/1/x4, then from 1/1/x4 to FireEye on 1/1/x3
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Case Study : Public Cloud (AWS)

EXAMPLE USE CASE: TOOLS IN AN ON-PREM DATA CENTER

@ ! | .
‘ e Enterprise Data Center
~
1 | GigaVUE-FM

. AWS AP Integration

| Virtual Traffic ‘

GigaVUE®V Policies
Senes
m m \/ semes 6

YPC Subnet \_ J

Production Traffic Control Traffic
Monitored Data Traffic T —

Public Could 2| EE}f&E S XA} Cj|O|E{ HIE{S] H QF B

VPC: Virtual Private Cloud. Any forward-looking indication of plans for products is preliminary and all future release dates are tentative and subject to change.
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Case Study : Public Cloud (AWS)

USE CASE: CENTRALIZED MONITORING OF DIFFERENT VPCS

& Tenant VPCs (Region A) SecOps VPC (Region A)
AWS API _
W-. Integration GigaVUE-FM
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Thank You!

Easier!”

Gigamon Special Edition

Security Delivery ¢ Contact Points
Platforms _gojoint . Lot M2
x

= 5 (010-7393-4196, brian.rho@gigamon.com)
7|2 0| RIY BEE (010-9636-8176, minhyung.lee@gigamon.com)

URL for downloading this SDP e-Book
(https://www.gigamon.com/resources/book/security-
delivery-platforms-dummies-3197)
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